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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
71.6.216.59 Lhited Sates 147.237.76. 177 ncore.idf.il Block_Udp All _Nets drop 1
142. 54, 160. 211 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |block-sp-trafl drop 1
185.94. 111. 1 147. 237. 76. 196 e.svivaidf.il Bl ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry | Target Address |Site |Sgnature Devi ce Action |Oount |

203.124.120. 217 |S ngapore 147.237.77.216 |dover.idf.il|19863: HITP. WrdPress Revslider/Showbiz PHP File Wl oad B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.191 |[147.237.76.31 |Wited Sates |[nakchal .idf.il ET SCAN NVAP -sA (2) 2
138. 128. 184. 104|147.237.0.15 |Uited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.0.16 |China ny- kosher-kravi . i df il ET SCAN NVAP -sS wi ndow 1024 1
SERVER APACHE Apache Tontat Wb | i cati on Manager
217.27.197.18 |147.237.0.19 |Ger many madi matal .idf.il Ap App g 1
access
138.128. 184. 104|147.237.0. 17 [thited Sates |[mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
95.76. 146. 169  [147.237.76.30 |Romani a hi nush. i df . il . 1
Potential Scan or Brute Force
223.241.156.2 |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
SERVER- APACHE Apache Tontat Wb | i cati on Manager
217.27.197.18 |147.237.0.34 |Germany tikshuv.idf.il AP App g 1
access
. |SERVER- APACHE Apache Tontat V&b Applicati on Manager
217.27.197.18 |147.237.0.17 |Ger many mny- kosher-kravi .idf.il 1
access
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.230.239. 50 |147.237.72.14 |Mexico dover.idf.il(old) 1




02-10-2016-02:04:03 to 02-10-2016-03:04:03

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 47

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

109. 253. 137.51 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dropped.

208.115.113.89 [lhited Sates  [147.237.77. 216 |dover.idf.il drop SAMrul e drop 11

203.97.54. 22 New Zeal and 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

91.200.12. 141 |Ukraine 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop

11.110. 1. 227 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

109. 253. 157. 19 I srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.

54.244.22.103 |lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 6

5.22.130.241  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid |invalid segrent retransnission drop 6
Ret r ansmi ssi on Packet dropped.

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |monitor

91.200.12.141  |lkrai ne 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop

41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor

109.67.101.11 |l srael 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.

176.13.5.175  |israel 147.237.77. 243 |robi L e. i of .| Streamng Engine: TCP Invalid |invalid segrent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

2.52.189.5 I'srael 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.

79.176.35.91  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

2.52.190. 82 I'srael 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.

79.179. 108. 161 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

46.19.86.173  |israel 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.

176.13.5.175  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.

79.180. 124. 235 i srael 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |imvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.

66.249.78. 184 |United Sates  |147.237.76. 200 [eitan aka idr i1 || 2N NG Engine: TP Invalid invalid segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dropped.

31.210. 187. 230 |[Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvalid ACK nunber nonitor |2

185.32.179. 141 |l srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

203. 127. 96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1

46.19. 85. 211 I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nvalid ACK nunber nonitor |1

141.212.122. 219|thited Sates  |147.237.77. 234 |hal ag.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 183|thited Sates  [147.237.77. 170 [mmarachot.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1

79.183. 140. 134 |l srael 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 1

46.121.92. 14 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

157.55.39.195 [thited Sates [147.237.0.19 |[nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1

141.212.122. 215|Whited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

203. 127. 96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1

78.47.246. 35 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1

182.66.57.184 |india 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 1

46. 19. 86. 41 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

141.212.122. 220|thited Sates  [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 184|Whited Sates  |147.237.77. 170 |maarachot.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

217.27.197.18 |CGer many 147.237.0.33 |idf.il dr op drop 1

83. 166. 235. 5 2;2::3 o 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Sﬁ?;ggi:}f” I nbound drop 1

198. 20. 69. 74 Wited Sates [147.237.8.27 |e.nadimatal.idf.i[SYN At ack SYN -> SYN-ACK -> RST alert

169. 244, 58. 2 Wited Sates [147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect

141.212.122. 216|Wited Sates  |147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect

203.127.96. 221 |3 ngapore 147.237.77. 216 |dover. i df .| Bad TCP sequence mﬁﬁ]fs;: reansm wthdifferent | oo |1

182. 66. 57. 184 India 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1

46.19. 86. 41 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

141.212.122. 220|tnited Sates  |147.237.77. 234 |hal ag.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 211 |thited Sates  [147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.79.75 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66.249. 79. 75 B ock

65. 132. 59. 34 Lhited Sates |[147.237.77.216|dover.idf.il Mul ti pl e Unaut hori zed URL Access from 65. 132, 59. 34 B ock

124. 107. 135. 118|Fhi i ppi nes 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock
17.138.56.23  |lhited Sates [147.237.77.74 |lawidf.il mult Zx: éffji I%orfg;ejc;:’e/ doc. gt/ doc. gt asp Bl ock 2
124. 107. 135. 118|Phi | i ppi nes 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.i|/xmrpc. php B ock

109. 64.121. 94 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock

157. 55. 39. 39 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to wawidf.il/arr/ Bl ock

Paranet er Type M ol ati on PageNumin

68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1415- he/ dover . aspx Bl ock 1
66.249.64.229 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
217.27.197.18 |Ger many 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ manager/ ht m B ock
119.81.196.37 |Uhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp-admin/ B ock
66.249.69.93  |israel 147.237.72. 166 |aka. i df . i | thknoun Paraneter docl.. in None 1
wwy aka. i df . i1/ mai n/ gi yus/ general . aspx
2.54.10. 235 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 139 |Chi na 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ 994~ 8913- he/ r ef uah. aspx Bl ock 1
79.179. 52. 62 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 239 |Israel 147.237.77.233(atal .idf.il 147, 237. 77. 233/ 994- 8517- he/ at al . aspx Bl ock 1
. ; . Unknown Paraneter lang in
66.249.78.177  |Israel 147.237.76.200|ei tan. aka.idf . il Wi ei tan. aka i df i1/ 1103-en/ ei t an. aspx None 1
. . S Uhtraceabl e Gonnection - Protocol violation
185. 32, 179. 141 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
84.111.39.77  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter __\ BASTATEENCRYPTED | n None 1

wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx

. . . Unaut hori zed URL Access to
66.249. 66. 141  |Israel 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p, st orage/ i1 es/ 8/ 1548. | pg Bl ock 1

m ny- kosher -kravi . id

217.27.197.18  |Ger many 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0. 17/ manager/ ht m B ock 1
93. 84. 14. 209 Bel arus 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/1044-he/ i shuri maspx B ock 1
66. 249. 69. 20 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
128.232. 110. 28 z‘;;gom 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
68. 180. 228. 112 [Lhited Sates |147.237.77.216|dover. i df . il Paraneter Type Mol ation PageNumin Bl ock 1
wwy i df . i |/ 1153- he/ dover . aspx
65. 132. 59. 34 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/newsitel english/ B ock 1
217.27.197.18 |Ger many 147.237.0.19 [madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ manager/ ht m B ock
66. 249. 69. 36 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock
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