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Top Attackers

M dover.idf.il

M aka.idf.il

M hinush.idf.il

M navy.idf.il

M rat pash. i df . i

M nobi le.idf.il

M eitan. aka.idf.il

M nadi matal .idf.i
lawidf.il

B tikshuv.idf.il

W 41.33.231.90
46. 19. 85. 89

¥ 80. 246. 130. 19
46. 19. 85. 246

W 203.97.54. 22

M 87.68.72.12

[ 188. 102. 30. 118

M 212. 143.142. 56
195. 34. 150. 18

Il 185. 130. 5. 165
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
82. 145. 217. 37 Eur ope 147.237.76. 86 navy.idf.il ock I p Wb _In drop 4
71.6.216. 36 Lhited Sates 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgnature Devi ce Action ‘Count |

45, 63. 97. 227 147.237.76.200 |eitan.aka.idf.il |41 HTTP. Access to - index. php?option=comj ce ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
80.246.130. 19 |147.237.76.30 |Israel hi mush. i df . i | ET D5 Large armount of TCP ZeroWndow - Possible Niller2 13
DDos attack
195. 34. 150. 18 |147. 237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185.130. 5. 165 |[147.237.0.17 mny-kosher -kravi.idf.il |ET SCAN Potential SSH Scan 2
185. 130. 5. 165 |147.237.77.235 svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 165 |147.237.77.170 naar achot . i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 165 [147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 |147. 237. 76. 196 |Sweden e.svivaidf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 |147. 237. 76. 147 |Sweden chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
185. 130. 5. 165 |147.237.77.234 hal ag.i df.il ET SCAN Potential SSH Scan 1
185.130. 5. 165 |147.237.77.74 lawidf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 |147. 237. 76. 199 |Sweden e. nakchal .idf.il ET SCAN Potential SSH Scan 1
79.138. 70. 153 |147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN Potential SSH Scan 1
79.138.70. 153 [147.237.76.39 |Sweden nobi | e. nei tav. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 85. 246 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber aert 12
46. 19. 85. 246 I 'srael 147.237.77. 216 [dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 12
203. 97.54. 22 New Zeal and |147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 10
87.68.72.12 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
188.102. 30. 118 [Ger many 147. 237. 77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 9
80.246.130.19 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 85. 89 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamn ine: TCP Invali i i ssi
79.176.17.26  |Israel 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.11.135 I srael 147.237. 77. 243 |robi | e i df . i | 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 89 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
79.181.100.17 |israel 147. 237.72. 166 |aka. i f .11 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 89 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 89 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Inval i d AGK nunber alert
Sreamng Engine: TCP Invalid i i ssi
31.168.192.95 |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.231 |Israel 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence SINGAGK retransmt with different Jophitor |6
wi ndow scal e
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or 5
reaming BEngi ne: TCP Invali i i ssi
149. 78.170. 207 |israel 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid imvalid segnent retransmssi on drop 4
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
82.145.208. 44  |Europe 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i ssi
87.68.158.177 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.146 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
82.81. 4. 86 I srael 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.191.38 |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
2.54.60. 113 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39. 245 |Wited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 131 I sr ael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
109.66.5.38  |Israel 147.237.72. 166 |aka i df .i 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
31.154.156.33 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 201 147. 237.72. 166 |aka. i of .11 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
77.125.4.166  |israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
109. 186. 153. 30 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d AGK nunber noni t or 2
Sreaming Engine: TGP Invalid i i ssi
66.249.78.184 |lnited Sates [147.237.76.200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 85. 131 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber alert 2
37.46.41. 134 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
38. 81. 65. 42 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
73.187.125.173 |Wnited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
46.19. 85. 131 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
80.246.130.19 [Israel 147.237.76.30 |[hinush.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
54.244.22.103 |Wwited Sates |147.237.77.176|natpash.idf.il  |drop First packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
66.249. 65.85  |Lhited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 167 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
131. 253.26. 234 |lhited Sates [147.237.77.176|matpash.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
188. 120. 148. 17 |l srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 1
65. 55. 218. 61 Lhited Sates |147.237.77.176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 188|lhited Sates |147.237.8.14 |e.orchot.idf.il [Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
46.19.85.231 | srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different oo v |1
wi ndow scal e
45.79. 168. 168 147.237.77. 176 |mtpash.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 1
54.72.0.55 I'rel and 147. 237. 77. 216 |dover i . i Bad TCP sequence WS. nldﬁsrc'j: ;ansmt wthdifferent Joonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.60. 113 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 0. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Qode B ock
Lhited - . Paraneter Type M ol ation ctl 00$Cont ent Al aceHbl der 1$txt Eai | in
109.152.159.5 |, iom 147.237.77. 216 (dover. i df . i | v i df i 1/ 1038- en/ dover . aspx Bl ock 2
m ny- kosher - kr avi . i , .
66. 249. 78. 94 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from66.249. 78. 94 None 2
] - . Paraneter Type M ol ati on PageNumin
65.132.59.34  [Wited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1283- en/ dover . aspx Bl ock 2
. . Unaut hori zed URL Access to
95. 86. 71. 123 I srael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ mai 1V gi yus/ waw navy. i df i | Bl ock 1
66.249. 65. 122  [Israel 147.237.76.200(ei tan. aka. i df. il Unknown Paraneter tab in wawn eitan. aka.idf.il/938-he/eitan. aspx |None 1
2.54.11.135 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
Unknown Par anet er
212.150. 214. 90 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$cbl Ques |None 1
tion$2 in aka.idf.il/nan/giyus/ questionnaire. aspx
149. 202. 74. 134 |Ger nany 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
. . Unhaut hori zed URL Access to
66.249.79.75  [Israel 147.237.77. 216 (dover. i df . il wani df i1/ nevei tef french/ 0113- 3. st m Bl ock 1
. . 28l = = = i
46.19.85.89  |Israel 147.237.76.86 |navy.idf.il Unknoun HTTP Request Method px?& =hedf =11324d=8938 in URL g o |y
188. 143. 232. 40 RJSS::t”ion 147.237.0.34 |ti kshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 143. 232. 40 B ock 1
-kosher -kravi . i df .
157.55.39.192 |lhited Sates |147.237.0.16 Inly Unhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ Bl ock 1
. . Unhaut hori zed URL Access to
66.249.79.119 [Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 20653- he/ dover . aspx Bl ock 1
188. 143. 232. 40 RJSS;;”i o 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v ti kshuv. i df . i 1/900-en/ B ock 1
Lhi ted wWww. chanmat z. aka. i d _
128. 232. 110. 28 Ki ngdom 147.237.77. 226 £l Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1
. . . Uhknown Paranet er searchText in
66.249.78.184 |Israel 147.237.76.200|ei tan. aka.i df . il v ei tan. aka i df .|/ 1149-en/ e t an. aspx None 1
38. 81. 65. 42 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
157.55.39.201 |Uhited Sates [147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to nobil e.idf.il/sachar/ B ock 1
] . . Unaut hori zed URL Access to
68.180. 229. 239 |[Wnited Sates [147.237.72.166|aka.idf.il vaww aka. i df . i1/ gi yus/ general . . . 067&doci d=31516 Bl ock 1
65. 132.59. 34 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wmwn i df.il/english |B ock 1
’ . . Unaut hori zed URL Access to
207.46.13.55 Lhited Sates |147.237.77.170|naar achot . i df .i | naar achot i df i 1/t enpl at es/ gener al / gener al . aspx B ock 1
141.212.122. 177|Wnited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
66.249.78.233 |lIsrael 147.237.76.200|ei tan. aka. i df . i | Unhknown Paraneter lang in eitan. aka.idf.il/938-en/ eitan. aspx None 1
46. 19. 85. 89 I srael 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
157.55.39.247 |Whited Sates |147.237.0.34 |ti kshuv.idf.il Wnaut hori zed URL Access to Bock |1
wan ti kshuv. i df . il /tenpl at es/ opr ol escat egor y/ opr ol escat egor y. aspx
] - - Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited States |147.237.77.176 |nat pash. i df . i | Wi cogat i df i 1/1043- he/ cogat . aspx B ock 1
66. 249. 64. 32 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/favicon.ico B ock 1
; ] ; Unaut hori zed URL Access to
207.46.13.70 Uited Sates |147.237.76.86 |navy. | df.il wwe navy. i df . i | / shar ed/ user cont r ol s/ header upper/ B ock !
141.212.122. 177 |thited Sates |147.237.77.176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
66.249.79.75 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 79. 75 Bl ock 1
46. 19. 85. 89 | sr ael 147.237.76.86 |[navy.idf.il Mal formed LR B ock 1
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