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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count

74.91. 28. 62 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
142.54.169. 164 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
123. 151. 42. 61 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ock Udp All Nets Gon Limt drop 1
142. 54. 160. 210 Lhited Sates 147.237.0. 17 m ny- kosher - kravi . i df .i | bl ock-sp-traf 1 f orward 1
142.54. 160. 214 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
116. 119. 128. 46 India 147.237.77.176  |mat pash.idf.il |22280: HITP. Jooma Qvject Injection Wl nerability B ock 1
206. 180. 246. 167  |Canada 147.237.77. 74 lawidf.il Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249. 66. 77 [147.237.76.30 |lhited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 165 |147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
139. 196. 57. 234 [147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
121.201.27.61 |[147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1
115. 85.192. 40 |[147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
198.20.69.98 [147.237.72.166 |Liited Sates |aka.idf.il ET DRCP Dshield B ock Listed Source 1
115. 85.192. 40 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
186. 62. 120, 254 |147. 237.0.33  |Argentina il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
70, 183. 193. 194 |147. 237 77 233 |1 51 ael atal idh il ET DC5 Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
185. 130. 5. 165 |147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 165 |[147. 237. 76. 202 e.halag.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 165 [147.237.8.28 e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
176.13.3. 100 |147. 237 77. 2331 5 el atal il ET DC5 Large anount of TCQP Zer oWndow - Possible Nkiller2 1
DDos attack
121.201.27. 61 |147.237.76.31 |China nakchal . i df i ET SCAN Potential SSH Scan 1
121.201.27.61 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
115. 85. 192. 40 |147.237.76.38 |Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
114.112.90. 54 |147.237. 72. 166 |Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 165 |147.237.77. 176 nat pash. i df .i | ET SCAN Potential SSH Scan 1
185. 130. 5. 165 |147.237.77.19 | awforumidf.il ET SCAN Potential SSH Scan 1
185.130. 5. 165 [147. 237. 8. 50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
o SYNretransmt wth different .

176.13.14.226 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |14

188. 161. 231. 91 g";'cis;i'géa” Termitory.l147. 237. 77. 176 natpash.iof il |dr op First packet isn't SWN drop 14
Sreaning BEngine: TCP Invalid i i ssi

2.54.39. 60 I'srael 147.237.72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
Sreaning BEngine: TCP Invalid i i ssi

46. 19. 86. 231 | srael 147.237.72. 167 |i shuri maka. i df . il g .g Invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.

46. 19. 85. 178 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert

46. 19. 86. 165 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 178 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi

37.26.149.142 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.

176. 13. 3. 100 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert

176. 13. 3. 100 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or

46. 19. 85. 178 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert
Sreaning BEngine: TGP Invalid i i ssi

66.249.78.216  |Uited Sates 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 178 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6

188. 120. 148. 143|l srael 147.237. 72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber nonitor |5

46. 19. 86. 165 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber monitor |5

84.109. 86. 79 I srael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |5

217.132.116. 40 |lsrael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 5
Sreaning BEngine: TP Invalid i i ssi

66.249.78.233 |United Sates 147. 237. 76. 200 |ei tan. aka i of . i1 9 =g Inval id segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.

41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor

5.22.130. 223 I srael 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence I'nval i d ACGK nunier noni t or
Sreaning Engine: TGP Invalid i i sSi

5.22.135.101  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

197. 153. 129. 226 |Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
Sreaning BEngine: TCP Invalid i i ssi

2.54.1.154 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi

93.158.152.49 |Russian Federation  |147.237.76. 147 |chi nuch. aka. i f . i1 g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

79.177.19.214  |israel 147. 237.72. 166 |aka. i f .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi

109. 253. 196. 189)I srael 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

79.183. 147. 248 i srael 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi

109. 66. 123. 155 |I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

79.177.19.218 |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

46. 19. 86. 225 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

82.81.62. 3 I'srael 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2. 54. 63. 230 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

185. 120. 126. 199 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.180.128.29 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |3
Sreaning Engine: TGP Invalid i i sSi

5.22.130. 97 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

82.212.85.185 |Jordan 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

79.180. 140.23  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

176.13.4.150  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

77.125.75.129  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

130.193.37. 16 |Russian Federation |147.237.0.34 [tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

66. 249. 65. 2 Lited Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Inval id segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.

165.91.13.142 |Wited Sates 147. 237.72. 156 |aman. i df .| Bad TCP sequence SNretransmt with different oo 2

w ndow scal e

128.232.110. 28 |United Ki ngdom 147.237.8.14 |e.orchot.idf.il |Geo-l ocation enf or cement ﬁ?o:’ggi:‘\to n i nbound drop 2
Sreaning Engine: TCP Invalid i i ssi

66.249. 65. 125 |United Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, 2

Ret r ansm ssi on

Packet dropped.
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165.91.13.142 |Uhited Sates 147.237.72. 166 |aka.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or
Sreaning BEngine: TCP Invalid i i ssi

66.249.78.245 |United Sates 147. 237. 76. 200 |6 tan. aka i of . i1 9 =g Invalid segnent retransmssion. |,
Ret r ansmi ssi on Packet dropped.

84.109. 102. 246 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
77.127.162.26 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 104
77.127.162.26 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 103
2.54.40. 83 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 101
2.54. 40. 83 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 100
46. 19. 86. 236 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 58
77.127.162.26 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 22
82.81.15.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
165.91.13.142 |Wited Sates [147.237.72.166|aka.idf.i| Distributed NILL Character in Method B ock 4
176.13.15. 195 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock 3
2.52.24.190 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
185.32.179.83 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
188. 68. 15. 7 R‘SS::I”i o 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 188.68. 15. 7 B ock 2
37.239.185.151 |[Iraq 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to wawidf.il/arr/ B ock 2
188. 120. 148. 143|I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter x in www aka.idf.il/nai n/sachar/ payslips.aspx |None
. m ny- kosher - kravi . i _
142.54.160. 210 |Lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to www. 1916wh. coml B ock 1
66.249.78.216 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock
66. 249. 65. 88 I srael 147.237.76.200|ei tan. aka. i df .i | Uhaut hori zed LRL Access to eitan. aka.idf.il/894-he B ock
Unknown Par anet er
85.250.118.21 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$79 in aka.idf.il/nain/giyus/ questionnaire. aspx
m ny- kosher - kravi . i ing j * i
66.249.78.94  |Israel 147.237.0.17 ny |Ilegal Parameter Encoding j.e[ 8l 2tH LRSS, *SzzuM&ViR in |\, o 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
213.8.204. 71 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df . i|/nain/ giyus/ geneal . aspx |Bl ock 1
157.55.39.103 |Uhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to aka.idf.il/gius B ock 1
. . . Unknown Parareter PageNumin
66.249.65. 122 |l srael 147.237.76.200|ei tan. aka. i df . il vowy ei tan. aka i df i |/ 1103-en/ ei t an. aspx None 1
109. 64. 100. 200 |Israel 147.237.72. 166 |aka. i df . i | Unknown Par ameter __VI EWBTATEENCRYPTED i n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
. . . Unknown Par aneter searchText in
66.249.78.170 |[Israel 147.237.76.200|ei tan. aka. i df .i | vowy i tan. aka. i df . i 1/ 916- eV ei t an. aspx None 1
165. 91. 4. 53 Lhited Sates [147.237.72.156|aman.idf.il D stributed Waut hori zed URL Access on list.ips.gov.il/robots. txt Bl ock 1
66.249. 65. 122  [Israel 147.237.76.200(ei tan. aka. i df . i | Unknown Paraneter tab in wwy eitan. aka.idf.il/938-he/eitan. aspx |None 1
Unknown Par anet er
109. 253.221. 51 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl acetbl der $ct | 13%ct | 02$ct | 03t xt Fiel d |None 1
inaka idf.il/nan/giyus/questionnaire. aspx
66.249.78.177 |Israel 147.237.76.200|ei tan. aka. i df .i | Unaut hori zed URL Access to waw ei tan. aka. i df.il/894-en B ock 1
165.91.13.142 |Uited Sates [147.237.72.156|anman. idf.il Lhaut hori zed LRL Access to list.ips.gov.il/robots.txt Bl ock 1
66.249.78. 4 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
188. 68. 15. 7 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.il/mazi B ock 1
136. 243. 67. 234 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/rights/asp/info.asp |B ock 1
. - . Uhknown Paraneter SortDr in
66.249.78.177 |Israel 147.237.76.200|ei tan. aka. i df .i | vuwy ei tan. aka. i df i 1/ 938- eV ei t an. aspx None 1
.. . Unaut hori zed URL Access to
66. 249. 78.54 I srael 147.237.0.15  [kosher-kravi . idf.il kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
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