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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site
37.26. 146. 215

|Signature |Device Action |Count |
| srael 147.237.72. 166 aka.idf.il SYN H ood unveri fied cooki e drop 2
142.54. 160. 210 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl dr op 1
185. 130. 5. 224 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
98. 19. 222. 133 Lhited Sates 147.237.77.216 |dover.idf.il |[5670. HITP. SQ Injection (SELECT) B ock 1
70. 89. 127. 77 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
70.89.127. 77 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 1
70.89.127. 78 Lhited Sates 147.237.77.233 |atal .idf.il [5670. HITP. SQ Injection (SELECT) B ock 1
74.84.136. 105 Lhited Sates 147. 237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

98. 19. 222. 133 147.237.77. 216 Lhited Sates dover.idf.il SQ Injection - Select From 8
70. 89. 127. 77 147.237.77. 233 Lhited Sates aal .idf.il QA Injection - Select From 6
70. 89. 127. 78 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select From 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
74.84.136. 105 147.237.76. 42 Wited Sates refuah.idf.il QA Injection - Select From 3
66.249. 79. 75 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 0. 200 Chi na du. i df il ET SCAN Potential SSH Scan 1
77.126. 190. 237 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher -kravi . i df . | ET SCAN Potential SSH Scan 1
84.108. 164. 45 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
37.142.132. 119 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

92.241.38.120 |Jordan 147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop 81
Sreamng Engine: TP Invalid i i ssi

79.176.224.43  |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 54
Ret ransnm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32

195.239.16.40 [Russian Federation  |147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |26

195. 239. 16. 53  |Russi an Federati on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 26

84. 228.220. 150 |l srael 147.237.76.42 |refuahidf.il |Bad TOP sequence SNretramsmt wih different oo |12

w ndow scal e
s SWNretransnmit wth different .

176.13.14.226  |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence vi ndow scal e nonitor |11
Sreaning Engine: TCP Invalid i i ssi

70.199.67.201 |Wnited Sates 147. 237. 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.152  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 9
Ret ransn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19.85.116  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.

79.181. 220. 215 |Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TGP Invalid i i ssi

66.249.78.177 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. 8
Ret ransnm ssi on Packet dropped.

212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 7

192. 117. 138. 210|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7

85.250.122.91 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

46. 19. 85. 49 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |6

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaning Engine: TCP Invalid i i ssi

109. 67.59.215 | srael 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.

8.37.227.69 Anonynous Proxy  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 6

188. 161. 194. 0 ga:lcis;i':éa” Territory.1147. 237. 77. 216 |dover.idf. il |drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

79.182.195.26 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.183.61.153 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

85. 250.20. 130  |I srael 147.237.0.19  |madi matal .idf i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

46. 19. 85. 226 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i sSi

66.249.78.230 |lnited Sates 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.

41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

8.37.227.81 Anonyrous  Proxy 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 5

84.109. 148. 111 |Israel 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> Timeout [reject 4

79.180.179. 100 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi

5. 29. 59. 186 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 4
Ret ransnm ssi on Packet dropped.

5.102.254.239 |Israel 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreanming Engine: TGP Invalid i i ssi

79.183.64.10  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransnm ssi on Packet dropped.

49.189.174.27 |Australia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi

109. 253. 217. 186 i srael 147.237. 77. 243 |robi | e i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

109. 66. 178. 173 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.

Pal estinian Territory, e SYN+ACXK retransmt wth .

188.161.194.0 |5 0oy 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence di ferent vindow scal e nonitor |3
Sreanming Engine: TCP Invalid i i sSi

79.180.178.1  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

84.228.55.219 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

79.183.172.56  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 64. 147. 147 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

87.68.61.101  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

79.178.36.5 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.

128.194. 131. 235|thited Sates 147. 237. 72. 156 [anan. i df . i | dr op SAMrul e drop 3
Sreamng Engine: TP Invalid i i ssi

5.22.130.117  |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.181. 223. 207 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

46.19.86.205 |israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.

79. 180. 179. 100 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence monitor |3
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Attacker Address |Attacker Qountry

Target Address |Ste

Signature

Streamng Engine: TCP Invalid [invalid segnent retransnission.

Ret ransm ssi on Packet dr opped.

5.22.135.186  |Israel 147. 237.72. 166 |aka i of . i | et 1 ansm Ssi on Packet. o opped. drop
Sreanming Engine: TGP Invalid i i ssi

109. 253. 145. 178|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176.13.5.170  |israel 147.237.72. 166 |aka.i df .i 9 g Invalid segment retransmssion. .
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
82.81.15.5 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) Bl ock 444
82.81.15.5 | srael 147.237.0.19 |nadi matal .idf.il ;208'\1’&%0; the Sane Response Code (403) in Session from Bock  [199
82.81.15.5 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 160
31. 168. 67. 53 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Mal formed URL from 31. 168. 67. 53 B ock 3
31. 168. 67. 53 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 31. 168. 67. 53 B ock 3
31.168. 67. 53 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 3
46. 19. 86. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
85.250. 20. 130 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
31.168. 67. 53 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Mthod from31. 168. 67. 53 Bl ock 3
5. 28. 168. 206 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/watch B ock 2
31. 168. 67. 53 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Header Line from 31.168.67.53 B ock 2
65. 132. 59. 34 Uhited Sates |147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df.il/1283-en/ dover. aspx |B ock 2
5.102. 254. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
31. 168. 67. 53 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 31.168. 67.53 B ock 2
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
66. 249. 79. 75 I srael 147.237.77. 216 |dover. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 79. 75 B ock 2
50.243.254.210 |lLnited Sates [147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . il/1065-en/ dover. aspx |B ock 2
31.168.67.53  |Israel 147.237.72. 166 |aka. i df . i | Mitiple I1]egal Byte Qode Character in Hbader Nane from Bock |2
31.168. 67. 53
31.168.67.53  |Israel 147.237.72. 166 |aka. i df . i | Mitiple 111egal Byte Gode Character in Feader \al ue from Bock |2
31.168. 67. 53
50.243.254.210 |lWnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation tab in wanidf.il/1065-en/ dover. aspx B ock
66.249.78.233 |lIsrael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 78. 233 B ock
212.179.216.8 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw arman. i df.il/https:/ww aman.idf.il/ [B ock
46. 73. 180. 207 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | Parameter Type Mol ation SortDr in v idf.il/1395 en/ dover. aspx B ock 1
157.55.39. 103 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter tmin w aka. idf.il/main/giyus/ None 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to ww i df.il/newsite/english B ock 1
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwn i df.il/894-he B ock 1
176.13.14.226 |lIsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css  |B ock 1
45. 55. 196. 106 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unauthorized URL Access from 45, 55. 196. 106 Bl ock 1
Russi an . . Paraneter Type Mol ation InfoGenterltemin
128.70.71. 15 er ati on 147.237.77.74 |lawidf.il ww | aw i of i |/t enpl at s/ get il ef getfi | e, aspx B ock 1
31.168.67.53  |Israel 147.237.72.166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Paraneter Nane from Bock |1
31. 168. 67. 53
. . . Unaut hori zed URL Access to
66.249.78.233 |Israel 147.237.76.200|ei tan. aka. i df .i | eitan. aka. i of i1/t enpl at es/ opevent/ opevent . i n. aspx B ock 1
213. 184. 119. 234/l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/m B ock 1
157.55.39.239 |lhited Sates |147.237.76.31 |nakchal .idf.il Distributed Lhaut hori zed URL Access on wwu nakhal . i df.il/page.asp |B ock 1
46. 73. 180. 207 stﬁ::ﬂ on 147.237.77.216|dover.idf .il Paraneter Type Mol ation lang in wanidf.il/1395-en/ dover. aspx B ock 1
Unaut hori zed URL Access to
- - waw. nakhal . idf.il/1117-7835- he/ nakhal . aspx&sa=u&ed=0ahukew n
95.86.118.90  |Israel 147.237.76.31 |nakchal .idf.il 2bhi zovkahvgpr qkhsdt bacqf ggnmaeusg=af qj cnes5f gej 8hl za- cyzhi p |2 °°K 1
r| uyddnhg
79.104. 194. 126 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/nazi' a=0 Bock |1
] . . Unaut hori zed URL Access to
207.46.13.190 |thited Sates |[147.237.77.176 |nat pash. i df .| 147. 237.77. 176/ 901- 9665- he/ cogat . aspx B ock 1
66.249. 64.229 |[Israel 147.237.77.233|atal .idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 229 B ock 1
147. 4. 36. 65 Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
Unknown Par arret er
84. 228. 35. 86 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03%cbl Questi [None 1
on$3 in aka. idf.il/nan/giyus/ questionnaire. aspx
31.168.67.53  |Israel 147.237.72. 166 |aka. i df . i | Mitiple 111egal Byte Gode Character in Query String from Bock |1
31.168. 67. 53
165.91.48.186 |lhited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
Unknown Par arret er
109. 65. 186. 50  |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03%cbl Questi [None 1
on$l2 in aka.idf.il/nain/giyus/questionnaire. aspx
- - Mil tiple Unhtraceabl e SSL Sessions from31.168. 67. 53 ( Prot ocol
31. 168. 67. 53 | srael 147.237.72. 166 |aka. i df . i | vi ol ation (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 1
ny- kosher - kravi . i df _
79.183.53.230 |lsrael 147.237.0. 16 iI SSL Uhtraceabl e Gonnection - (pen Mde None 1
m ny- kosher - kr avi . ' i
66.249.78.87  |Israel 147.237.0.17 | llegal Paraneter Encoding rnd in . None |1
idf.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
212.76.116.123 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 212. 76. 116. 123 B ock 1
157. 55. 39. 28 LUhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to v nakhal .idf.il/page. asp B ock 1
84.228.220.150 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
31.168. 67. 53 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from3l. 168. 67.53 B ock 1
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