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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 249. 64. 171 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 43
84.111. 164. 157 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6

115. 239. 228. 10 Chi na 147.237.0. 19 nadi matal .idf.il|Frk Under Attack Con Htp drop 2

185. 130. 5. 201 147.237.76. 34 yohalan.idf.il [Block Udp All Nets drop 2

115. 239. 228. 10 Chi na 147.237.0.19 nadi matal .idf.il|Frk Purple Gon Limit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
151. 80. 31. 133 Italy 147.237.77. 176 nat pash. i df . i | C228: HITP:  AhrefBot craw er B ock 1




02-09-2016-21:04:05 to 02-09-2016-22:04:05

|Top Attackers In |D|

At acker

Target Address count ry Signature
93. 173. 250. 234 |147. 237. 77. 216 || srael dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 9
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
93. 173. 250. 234 |147.237.76.86 |l srael navy. i df.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 3
59.45.79.117 |147. 237. 76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
194.1.238.234 |147.237.0. 34 RF;ZZ::I’}W tikshuv.idf. il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 [147. 237. 0. 200 |Chi na mdu. i df il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.46 |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
109. 65. 177. 194 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
46.121.198.10 |(147.237.77. 2161 srael dover.idf.il portscan: TCP Distributed Portscan 1
218.246.0.97 |147.237.77.19 |China | awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.182. 152. 108 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.76.177|Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117 |147.237.77.205|Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
194. 1. 238. 234 |147. 237.77. 179 ?;Z:::{:on e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
194. 1. 238. 234 |147.237.76. 148 ?;Z:::‘ion gacenter. aka. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
176. 228. 53. 180 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
59.45.79.117 |147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
117. 32.132. 146 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1
223.241.156.2 |147.237.0.19 [China madi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
83.51.112. 192 [147.237.77.216|Sain dover.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237. 76. 199 |Chi na e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.77.227|Chi na e hanaz.idf.il ET SCAN Potential SSH Scan 1
o01. 173, 32. 248 |147. 237 72. 156 |Mexi il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . Xl CO anan. | N .
Potential Scan or Brute Force
59.45.79.117 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
194. 1. 238. 234 |147.237.77. 226 RF;ZZ::I’}W v chamat z. aka. i df .i1 [ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
194. 1. 238. 234 |147. 237. 76. 198 ?;Z:::{:on e yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature
reamn ine: TCP Invali i i ssi
109. 65. 119. 196 | srael 147, 237. 76. 200 e tan. aka i of | o | 2 NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 141
Ret r ansni ssi on Packet dropped.
8. 37. 226. 24 é{”;(’;ym’us 147.237.77. 216 |dover.idf.il |drop First packet isnt SN drop 70
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
79.177.174. 203 |Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYNACK -> Ti meout rej ect 23
31.210.177. 103 |Israel 147.237.76.42 |refuah.icf.il [Bad TCP sequence SN retransmt wth different monitor |14
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
104.131.214.72 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.149 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
212.179. 195. 245|i srael 147. 237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
93.172. 50. 23 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 12
31.210. 187. 142 |l srael 147.237.72. 156 lanan.idf.il  |Bad TCP sequence Invalid ACGK nunber noni t or
31.210. 187. 106 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
176.13.3.6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
reamn ine: TCP Invali i i ssi
37.26.146.244 |israel 147 237. 77, 243 |rti 1 e i o1 |} €M NG Engi ne: TP alid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 12 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
212.179. 40. 173 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46.19. 85. 12 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.54.131. 23 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
176.13.3.6 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
109. 67. 169. 252 | srael 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
37.26.149.176 |Israel 147 237. 77, 243 |mmbi e i o1 [ @M NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 65. 51. 148 |l srael 147.237.72. 156 |aman.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 12 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d AGK nunber aert
94.230.86.169 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invali d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
176.13.17.48  |israel 147. 237. 77. 243 |nobi | e. i of . i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 12 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
77.126.15.141 |israel 147. 237.72. 166 |aka i f .11 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.20.166 |l srael 147237, 77, 243 |mwbi e i o1 |1 @M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
172. 56. 26. 43 Lhited Sates |147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 173 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d AGK nunber noni t or 4
185. 32.179. 201 |l srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
91.200. 12. 143  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 4
149. 88. 193. 197 |lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 138 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 4
5.102.195.128 |lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
5.28.172. 228 I 'srael 147.237.72. 166 |aka.idf .il Bad TCP sequence noni t or 4
2.54.132. 246 I srael 147.237.77. 243 |mobile.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TQP Invalid i i ssi
46.19.85.239  |israel 147.237.72. 166 |aka. i of . | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.177.103. 162 |israel 147.237.72. 166 |aka ich. i1 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 67. 180. 253 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
82.81. 31. 14 I'sr ael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.135.168  |Israel 147.237.72. 166 |aka. i of . | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi
79.181.190.84 | srael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.1.189 I'srael 147.237.72. 166 |aka. i of . | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi
46.19. 86. 78 I'sr ael 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.68. 38. 22 I srael 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i Ssi
77.126.101. 252 | srael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
37.142.209. 244 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 111
37.142.209. 244 | srael 147.237.0.19 |nadimatal .idf.il ;?Hrglyzggl ;Zi Sane Response (bde (404) in Session from Bl ock 109
109. 253. 211. 98 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 107
176.13.3. 215 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 92
176. 13. 3. 215 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 90
149. 88. 193. 197 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 30
213.151.32. 163 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 17
37.142.209. 244 | srael 147.237.0.19 |nadimatal .idf.il ;‘;?l'\gyzgé_ ;Zi Sane Response (bde (403) in Session from B ock 14
84.109. 24. 99 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 9
213. 8. 204. 25 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 213.8.204. 25 B ock 6
89.138.192. 208 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 5
66.249.79.75 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 79. 75 Bl ock 3
149. 50. 72. 87 Lhited Sates [147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.54.4.5 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagelfiles/ 4/ B ock 3
46. 19. 85. 190 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
2.54.4.5 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Lhaut hori zed URL Access from2.54.4.5 B ock 2
176.13. 2. 241 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.183. 194. 202 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
176.13.20. 206 |Israel 147.237.0.34 |tikshuv.idf.il ?‘rjlotﬂfe'?'; ‘;"'O‘fitzhégm fwrdth Lhi code Encoding on LR Paraneter (+) g 1
66.249.78.94  [Israel 147.237.0. 17 g:nlyl kosher-kravi.i | @ pied I11egal Parameter Encoding None 1
31.210.183.102 |[Israel 147.237.76.200|ei tan. aka. i df .i | PHP Attenpt B ock 1
141.212.122. 177|Wited Sates [147.237.0.19 |nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
93.173.179.14 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e UWnaut horized URL Access from93.173.179. 14 Bl ock 1
77.38.32.182 Jovenia 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
109. 65.73.234 | srael 147.237.72. 166 |aka. i df . i | g's;icﬂ)e Untraceabl e SS9 Sessions from 109. 65.73.234 (Lhknown S 1o 1
Unknown Par anet er
5. 29. 205. 82 I srael 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi |None 1
on$l15 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
84.108. 234. 247 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acebbl der $ct | 13$ct | 01$ct | 03$chbl Questi |None 1
on$42 in aka.idf.il/nain/giyus/questionnaire. aspx
199. 16. 156. 126 [Lhited Sates |147. 237. 77. 216 [dover. i df . i | m”it;o_ri'f/z‘? p?of‘;ngfsi Itgs/Zsi 122040/ 13022 pg B ock 1
31.210.183. 102 |[lsrael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed LRL Access to waw ei tan. aka.idf.il/xnirpc. php B ock 1
93.174.90.30  [Netherlands [147.237.77.216 |dover. i df il LR 15 Fbave Foor Brectory s/ queryl ety LA 2 ni s Bock |1
77.38.32.182 Jovenia 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
46.19.85.0 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
109. 65. 73. 234  |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
Unknown Par anet er
5. 29. 205. 82 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetol der $ct | 13%ct | 01$ct | 03%chbl Questi |None 1
on$76 in aka.idf.il/nain/giyus/questionnaire. aspx
207.46.13.192 |Lhited Sates |147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/robots. txt B ock 1
66.249. 79. 75 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
Unknown Par anet er
37.142.190.65 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP acekbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Unknown Par anet er
109. 64. 56. 2 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetol der $ct | 13%ct | 01$ct | 03%chbl Questi |None 1
on$42 in aka.idf.il/nain/giyus/questionnaire. aspx
79.178.36.250 |Israel 147. 237.72. 166 |aka. i df . i | i‘sgtﬁzibgspﬁngﬁ: g‘\l_'DET(ifCE‘;('O‘_"L?\'&; on None 1
176.13.17. 48 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
109. 253.129. 90 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
31.154.17.106 |[lIsrael 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/6/113026. pdf |B ock 1
66.249.79.119 [Israel 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ 1383- he/ dover. aspx  |B ock 1
162.243.175.75 |Uhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to vw i df.il/1294-en/vwn idf.il/english |B ock 1
109. 65. 73. 234 L srael 147.237.72. 156 |laman. i df . i | gls;igrll)e Lhtraceabl e SSL Sessi ons from 109. 65. 73. 234 (lhknown SSL None 1
2.54.182.174  [Israel 147. 237.77. 216 |dover . i df . i | g Eyi’ge\;_?:eitégce%i‘ge“ n Bock |1
79.178.171.106 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
176.13.20. 166 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
65. 132. 59. 34 Uhited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wan i df.il/1294-ar/waidf.il/ar B ock
31.210. 177. 103 |israel 147.237.76.42 |refuah.idf.il ?‘St ;;?9;;‘14;;“;22ﬁ:rdedﬁe:e‘icissi on Bl ock 1
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