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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
105. 98. 93. 121 Ageria 147.237.77. 216 dover.idf.il DCB- HTTP-fi ref | ood dest - reset 409
84.110.211. 103 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 6
105. 98. 93. 121 Ageria 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
158. 130. 6. 191 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il |Bl ock Udp All _Nets drop 1
66. 249. 82. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
142. 54. 160. 211 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
142.54. 169. 165 Lhited Sates 147.237.72. 166 aka. idf.il bl ock-sp-traf 1 drop 1
142. 54. 169. 166 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 dr op 1

8. 37.226.24 Anonynous Pr oxy 147.237.77.216 dover.idf.il F Dover lUnhder Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Addr ess |Site |Sgnature

155. 94, 254. 143 [United Sates 147.237.0.17 |mny-kosher-kravi.idf.il| [16634: HITP. Apache HTTP Server nod_status Request |[Bl ock 1
155. 94. 254. 143 |Uhited Sates 147.237.76.200 |eitan. aka. i df . il 16634: HITP. Apache HTTP Server nod_status Request |[B ock 1
172.246.104. 194 |Lhited Sates 147.237.77.216 |dover.idf.il 0543: HITP. php.cgi Access B ock 1
45, 63. 97. 227 147.237.72.166 |aka. i df . il Q041: HTTP. Access to - index. php?opti on=comj ce B ock 1
209.15.196.170 [Canada 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
85. 203. 16. 57 Net her | ands 147.237.77. 176 |nmat pash. i df . i | 22280: HITP. Jooma (bject Injection Wl nerability B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

209. 15. 196. 170 |147.237.77.74 |Canada lawidf.il S Injection - Select From 3
66.249. 64. 181 |147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
74.73. 166. 84 147.237.77.216|Wnited Sates  [dover.idf.il portscan: TCP D stributed Portscan 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
195 26.22. 199 |147. 237 76. 34 |Thai 1 and yohal an.i o i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.228.138.53 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
58.218.185. 120 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46.117.185. 150 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.142.140.88 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
2.52.34.93 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
176.13. 2. 213 147 237 77 233|151 8el atal idh il ET DO5 Large anount of TCP Zer oVWndow - Possible Niller2 1
DDos attack
85. 64. 46. 156 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
58.218. 185. 120 |147.237.0.35 |China akavs. i df . i1 ET SCAN Potential SSH Scan 1
58.218.185. 120 |147.237.0.15 |China kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147.237.76.42 |Lhited Sates  [refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.72. 16. 219 147 237 76, 44 |FUSSI AN o refuahidf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
8.37.226. 24 147.237.77. 216 g”(g(’;ymus dover. i df il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147.237.76.39 |Chi na mobi | e.neitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
183.7.88. 57 147 237 0.34  |ni na Cikshuv.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

2.54.163. 223 I srael 147.237.76.31 |nakchal .idf.il - dro 120
Ret ransni ssi on Packet dropped. P
8. 37. 226. 24 g”;(’;ym’us 147. 237. 77. 216 |dover. i of . i1 SYN At t ack SYN -> SYN-ACK -> Tineout |reject 41
41.33.231.90 Egypt 147. 237. 77. 216 |dover i df .i | drop SMrule drop 36
Sreaming Engine: TP Invalid i i ssi
46.19.86.109  |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 Invalid segnent retransmssion. |, ., 36
Ret ransni ssi on Packet dropped.
79.177.174. 203 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 20
79.178.126.73 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 18
o SYNtACK retransmt wth .
46. 19. 86. 36 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence qifferent wi ndow scal e moni tor |17
46. 19. 86. 36 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
46. 19. 86. 131 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |14
46. 19. 85. 150 I 'srael 147.237.72. 167 [i shurimaka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 36 I srael 147.237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 12
Sreaning Engine: TCP Invalid i i ssi
109.64.17.70  |israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 12
Ret ransni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
31.154.178.228 |israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d finvalid segnent retransmissi on, drop 12
Ret ransmi ssi on Packet dropped.
46. 19. 85. 94 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 85. 245 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
178.248.90. 71 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176.13. 2. 213 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber alert
Sreanming Engine: TGP Invalid i i ssi
109. 66.57. 146 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
176.13. 2. 213 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber mnitor |9
84.228.216. 120 |[lsrael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 8
149. 88. 93. 100 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
185.3.147.216 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |7
2.54.44.79 I srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
79.181.116.58 |Israel 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 7
197.40.42.198 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
205. 155. 141. 254 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
Sreaning Engine: TCP Invalid ' i ssi
109. 64. 66. 165 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.8.167  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
82.69. 77.91 E?Ir:;gom 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 6
94.230.86.200 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
46.19. 85. 76 I srael 147.237.77. 226 V‘:"‘IW chanatz. aka. 1df o\ At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
109. 66. 169. 46 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
77.125.79.33  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.229.100.92 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
77.125. 106. 206 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.230.55.135  |Israel 147. 237. 77. 243 |nobi l e. i of . i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
89. 139. 12. 62 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
o SYNretransmit wth different .
176.13. 2. 213 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal e nonitor |6
82.69.77.91 zlnt:gom 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
147.236.38.29 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransni ssi on Packet dropped.
85. 65. 82. 183 | srael 147.237.72. 166 |aka. i df il dr op First packet isn't SN drop 6
109. 66. 159. 245 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5.22.131.10 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
2.54.62. 236 I srael 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
68. 53. 56. 130 Lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
79.182.217.220 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |4
46.19. 85. 51 I srael 147. 237. 77. 216 |dover .i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
2.52.170. 189 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46.19.86.4 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 103
84.108. 154. 106 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 65
2.54.0. 145 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 64
77.127.90. 66 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 46
46.19.86. 4 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 39
46.19. 85. 90 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 36
84.109. 24. 99 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 26
2.54.0.182 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 25
109. 65. 196. 118 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 21
5.28.130.2 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
31.210.178.175 | srael 147.237.0.34 |tikshuv.idf.il ;cl’?zl\ﬁ;yl;’; tlgg Sane Response Qode (404) in Session from Bock |15
84.108.103. 113 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 14
46. 19. 86. 109 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 10
46.19. 85. 246 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code Bl ock 10
109. 253. 207. 36 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
84.228. 205. 254 |[lIsrael 147.237.77.216|dover. i df .i | Lhaut hori zed LRL Access to waw i df.il/mai n/ sachar B ock
82.102.169. 113 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/8/ Bl ock
176.13.6.57  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt :?rc;lee? , g:t‘eggfyetzm s/ 1 st chi | ddocument s/ 1362 Bock |3
84.100.24.99 | srael 147.237.0.19  |nadi matal .idf.il [ TRe .Yﬁ'ﬁ;;;”hgrlmofjgzgiﬂ acetbl der18txtdty in Bock |3
172. 246. 104. 194 g‘;tt:: 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 172. 246. 104. 194 Bock |3
46.19. 85. 31 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock
95. 86. 87. 32 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 95. 86. 87. 32 Bl ock

Unhaut hori zed URL Access to
95. 86. 87. 32 I srael 147.237.77. 216 |dover . i df . i | www i df . i | /1086- 7791- he/ dover . aspx&a=udved=0ahukewj phnhsquvk |B ock 2

ahwe5okhssubkgqf ggwrag&usg=af gj cnf - g8t i vzdl yyds| nht nkpvnpt nj a
46.120.230.39 |israel 147.237.0.17 g;nlyl kosher -kravi . i Dstributed I11egal Paraneter Encoding None 2
99. 10. 189. 251 g‘;:ﬁ 147.237.77. 216 |dover. i df . i | \;?Wa?ztfri IT/yfg3:3'1_ gnftdio‘\’/';rc_t;sogfmm ent A acetbl der 15t xt Enai | in Bock |2

Unknown Par arret er
89.139.178.103 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02$ct 1 03$txtField in  [None 2

aka.idf.il/nai n/giyus/ questionnaire. aspx
. . . Uhaut hori zed URL Access to
213.151.32. 163 |[lIsrael 147.237.77.243|mobi | e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 B ock 2

Unknown Par anet er

176.13.10. 6 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenM aceHbl der $ct | 13$ct | 01%ct | 03$chl Questi on [None 2
$83 in aka.idf.il/nain/giyus/questionnaire. aspx

46.121.84.169 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/giyux B ock

2.54.21.22 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock
Unknown Par anet er

84.108. 187. 127 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

31.168.17.13 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css Bl ock

213. 251. 182. 114|France 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to maarachot . i df . i|/wp-admn/ B ock

68. 180. 231. 40 g‘;s: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df . il/540-he/ Bl ock 1

179. 156. 103. 50 |Brazil 147.237.77. 216 |dover. i df . i | Dstributed eMil Hoarding B ock 1

54.167.183. 116 gq;:eeg 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx B ock 1
Unknown Par anet er

84.228.138.53 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02$ct1 03t xtField in  [None 1
aka.idf.il/main/giyus/ questionnai re. aspx

2.54.176.53 | srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f |Bl ock 1

207.59. 201. 18 gq;:eeg 147.237.77. 176 |nat pash. i df . i | Enail collector robots 14 B ock 1

82.102.169. 113 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 82.102. 169. 113 Bl ock 1

176.13.2. 213 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1

66.249. 66. 136 | srael 147.237.76.42 |refuah.idf.il Wnaut hori zed UR. Access to Bock |1

147.237.76. 42/ si p_storage/ fi | es/ 6/ 3416. j pg
Unknown Par anet er

46.116. 55. 62 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMii n$TochenP acetbl der $ct | 13%ct | 02$ct | 03$txtField in  [None 1
aka.idf.il/nai n/giyus/questionnaire. aspx
31.210.178.175 |[lIsrael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
75. 119. 200. 110 Lsh'mt:g 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to maarachot . idf.il/ ol d/ wp-adnin/ B ock 1
184. 154. 174. 162 gﬁ;ttg: 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot . i df . il/wordpress/wp- adm n/ Bl ock 1
141.212. 122. 177 g‘;s: 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
m ny- kosher - kravi . i i a - i
66. 249. 64. 149 |Israel 147.237.0.17 ny-Kosher-kra Il egal Parameter Encoding )![F } (& FQPIX]LO-[xhXIVtKgL in None 1
df.il mny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
- . Unaut hori zed URL Access to
2.54.179. 132 I srael 147.237.72. 166 |aka. i df . i | vown aka. | o i 1/ mai 1V gi yus/ cont rol s/ at udal A B ock 1
207.59. 201. 18 g“'af(f;’ 147.237.77. 176 [mat pash. i df . i | eMai | Hoarding Bl ock 1
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