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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action

109. 67. 127. 155 | srael 147.237.77. 216 dover.idf.il |B ock Wp Al Nets drop 6
31.168. 240. 21 | srael 147.237.77. 216 dover.idf.il |Block Udp All Nets dr op 3
66. 102. 9. 10 Lhited Sates 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
66. 249. 93. 184 | srael 147.237. 72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
109. 67. 127. 155 | srael 147.237.76. 42 refuah.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

rget Address

Site

Sgnature

Country
52.33.227.96  |Uited Sates  |147.237.77.216 |dover.idf.il gzzs HITP Suspi cious User-Agent (WndowsNT) Wth No Separating g oo 2
172. 246. 104. 194|United Sates 147.237.77.233|atal .idf.il 0543: HITP. php.cgi Access B ock 1
38.87.46.138  |lhited Sates  [147.237.77. 176 |nat pash. i df . i {0008: HITP: Xenu User Agent B ock 1
185. 130. 5. 207 147.237.76.31 |nakchal . i df . i1/20085: HITP. Mi ebl ackcat Security Scanner Initial Request Bl ock 1
41.100. 105. 185 |Ageria 147.237.77.216|dover.idf .i| [Q091: HITP. Access to - admin. asp B ock 1
66. 96. 128. 60 Lhited Sates 147.237.77.233|atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
66. 96. 128. 60 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
176.13. 2. 189 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 157. 243 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 143. 238 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
73.189. 142. 188 147.237.77. 216 Lhited Sates dover . idf.il portscan: TCP DO stributed Portscan 1
209. 126. 116. 147 147.237.8. 27 Lhited Sates e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 99 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 159. 185. 121 147.237.0.35 Nor way akaws. i df . i ET SCAN NVAP -sS wi ndow 1024 1
194. 184. 231. 90 147.237.77. 216 Italy dover.idf.il portscan: TCP Distributed Portscan 1
185. 130. 5. 207 147.237.76. 31 nakchal .idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
149. 78. 225. 34 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan 1
109. 186. 132. 151 147. 237.72. 166 I srael aka.idf il portscan: TCP O stributed Portscan 1
79.178.11. 11 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
71. 184. 210. 67 147.237.77. 216 Lhited Sates dover . idf.il portscan: TCP DO stributed Portscan 1
46.19. 86. 77 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
198. 20. 69. 74 147.237.76. 177 Lhited Sates ncore.idf.il ET DRCP Dshiel d B ock Listed Source 1
5.102. 195. 49 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
185. 130. 5. 207 147.237.76. 31 nakchal . i df. il SERVER WEBAPP Set up. php access 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.100. 105. 185 |Ageria 147.237.77. 216 |dover.idf i1 drop SAMrule drop 167
S SN retransnmit wth different .
79.182.112. 246 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni tor |83
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
212.76.127. 111 |Israel 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |30
212.76.127. 44  |lsrael 147.237.76.30 |himush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 27
reaning BEngine: TCP Invali i i ssi
109. 253. 217. 252|i srael 147.237.77. 243 |nobi L e. i of .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 24
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31.168.240.21 | srael 147.237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 24
Ret ransni ssi on Packet dr opped.
2.54.187. 45 I srael 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 85. 60 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 98 | srael 147.237.72. 167 |ishurimaka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.146.193 |Israel 147.237.77. 226 "f"l""‘Cha”atz'aka"df dr op First packet ism't SWN drop 9
Sreanming Engine: TCP Invalid i i ssi
109. 253. 144. 94 |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
94. 230. 86. 24 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
176.13.3.215 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
192. 117. 111. 189|i srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.148 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
2.54.165. 239 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
reamn ine: TCP Invali i i ssi
31.168.19.42  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.173.246  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.110.53.239 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.76.127.219 |lsrael 147.237.76.30 |himush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
Sreanming Engine: TCP Invalid i i ssi
5.102.235.165 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 210 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 97 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 27 I srael 147.237.72. 166 |aka. i dof .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.178.177.60 | srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop
37. 46. 38. 180 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 64.42.178 | srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
93.173.247. 177 |lsrael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 6
37.26.146.152 |lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 172 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval id ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
109. 253. 141. 129|1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 202. 202 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 104. 250 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 210 | srael 147.237.72.166 |aka. i df .il dr op First packet isn't SYN drop
84.108.98.116 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
. ) SYNtAXK retransmt with .
84.108.98.116 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent i ndow scal noni t or 5
2.54.187. 45 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 5
2.54.187.45 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber aert 5
5.102. 242. 32 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 85. 210 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.187.45 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber moni tor |5
2.54.187.45 I srael 147. 237.72. 156 |anan.i df .i Bad TCP sequence Invalid sequence nunber noni t or 5
94. 230. 86. 55 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
: C e SN retransnmit wth different .
128. 194. 131. 235|nited Sates |147. 237. 72. 156 |anan. i df . il Bad TCP sequence wi ndow scal e nonitor |4
188. 120. 154. 253|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
128.194. 131. 235|Uhited Sates |147. 237. 72. 166 [aka.i of .il Bl ock HTTP Non Conpl i ant Response out of state noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13.12.189 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 101
176.13.12.189 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 38
84.109. 152. 162 |[lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 34
128.194. 131. 235|Uhited Sates 147.237.72. 166 |aka. i df . i | Ostributed NILL Character in Mthod Bl ock 6
212.76.127.219 |[Israel 147.237.76.30 |hi nush.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 6
46.19. 85. 37 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 6
212.179.22.6 | srael 147.237.72.166|aka. i df . i | Mil tipl e Unaut hori zed URL Access from212.179.22.6 B ock 4
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 4
165.91.48.186 |[nited Sates 147.237.72. 166 |aka. i df . i | Dstributed NLL Character in Mthod B ock 2
176.13.6.0 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
37.237.208.59 |iraqg 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to wwidf.il/arr/ B ock 2
. . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Gont ent
79.183.113. 131 |Israel 147.237.76.42 (refuah.idf.il in ww refua atal i df.i1/1518- hel ref uah, aspx Bl ock 2
46.19. 85. 19 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
Lhited Arab . .
2.49.65. 20 Eirat s 147.237.72.166|aka. i df . i | PHP Att enpt B ock 1
217.132.63.72 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/nain/ Bl ock 1
Unknown Par anet er
84.108. 87. 37 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03$chl Q|None 1
uestion$34 in aka.idf.il/nain/giyus/ questionnaire. aspx
m ny- kosher - kr avi . i , ,
66. 249. 78. 87 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 1
185. 130. 5. 207 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ scripts/ setup. php |B ock 1
] - - D stributed Lhaut hori zed URL Access on
165.91.48.186 |lhited Sates 147.237.72. 156 |arman. i df . i | list.ips.gov.il/robots. txt B ock 1
46.121.232.50 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
Unaut hori zed URL Access to
93.173.179.14 [israel 147.237.76.42 |refuah.idf.il wwwu refua. atal . idf.il/tenplates/general / <ht mh><head><tit| e>502 [B ock 1
bad gat eway</title></head><body bgcol or=
5. 29. 166. 240 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
Unknown Par anet er
79.178.11.11 I srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
172. 246. 104. 194|Uhited Sates 147.237.77.233|atal .idf .il Unaut hori zed URL Access to atal.idf.il/cgi-bin/ php5 B ock 1
66.176.49.120 [lLnited Sates 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
. . D stributed Lhaut horized URL Access on
46.19.85.108 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
128.232.110.28 |[United Kingdom [147.237.77.19 [lawforumidf.il Unhaut hori zed URL Access to 147.237.77.19/ B ock 1
2.49.65.20 ;:il”taetdes,ﬁrab 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wawn aka. idf.il/xmrpc. php B ock 1
m ny- kosher - kr avi . i , ,
66. 249. 78. 94 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 1
208.115.111. 73 |[thited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df.il/14-he B ock
54.82.99. 24 Lhited Sates 147.237.77.216|dover.i df .l Dstributed Unauthorized LRL Access on wa i df . i |/ navy/ B ock
128.194. 131. 235|lhited Sates 147.237.72. 156 |aman. i df . i | Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
Pal esti ni an . . . . .
37.76.222.124 Territory, Gecupi ed 147.237.77. 176 [mat pash. i df . i | Unhaut hori zed URL Access to v cogat . i df.il/894-ar B ock 1
212.179.22.6 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mai n/sachar/home |B ock 1
Unknown Par anet er
79.178.61.157 |lIsrael 147.237.72.166|aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03$chl Q|None 1
uesti on$78 in aka.idf.il/nai n/giyus/ questi onnaire. aspx
Unknown Par anet er
46.19. 86. 115 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenP aceHol der $Logi nCont r ol $capt cha$ |None 1
captchaText in aka.idf.il/nai n/giyus/defaul t.aspx
Unaut hori zed URL Access to
130. 193. 50. 6 Russi an Federation |147.237.76.200|ei tan. aka.idf.il www. ei tan. aka. i df.il/1093-7963- he/ xZx?x™x" x@x—xZxexY |B ock 1
. aspx
87.69.205.112 |israel 147.237.72. 156 |aman. i df . i | w;;)p' e Untraceabl e S Sessions from87.69.205. 112 (Qen |\, 1
2.52.173. 246 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
. . . Unaut hori zed URL Access to
66.249.78.184 |Israel 147.237.76.200|ei tan. aka. i df . i | vwy i tan. aka i of i |/t enpl at es/ nevs/ {"key": " Bl ock 1
209. 88. 157. 203 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
169. 229. 3. 91 Lhited Sates 147.237.77. 170 |maar achot . i df . i | Illegal Byte Qde Character in Mthod B ock 1
. . D stributed Lhaut hori zed URL Access on
62. 90. 221. 64 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
217.69.133.222 |Russian Federation [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to aka.idf.il/main/smalimhtn/5 asp |B ock 1
. . Unaut hori zed URL Access to
66.249.69.233 I srael 147.237.0.15  kosher-kravi.idf.il kosher-kravi . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
46.35.253.161 |Russian Federation [147.237.77.74 |lawidf.il Paraneter Type M ol ation F|eNane in. Bock |1
vy nag. i df.i | /tenpl ates/getfil e/ getfil e. aspx
149. 88. 140. 141 |l srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
87.69.205.112 [Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unhaut hori zed URL Access to
5. 22.134.204 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch-i con- pr econposed. png Bl ock !
. . Ill1egal Paraneter Encodi ng searchText in
66.249.79.127 |Israel 147.237.77.74 (lawidf.il vow | aw i df i 1/ 275- hel pat zar . aspx None 1
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