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02-09-2016-16:04:07 to 02-09-2016-17:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
212.199.112. 144 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-A i dest - r eset 241
82.166. 137. 19 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 157
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 98

66. 249. 93. 182 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - r eset 1

85. 105. 141. 155 Tur key 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets drop 1
71.6.216. 36 Lhited Sates 147.237. 76. 30 hi nush. i df . il B ock Wp Al _Nets drop 1

185. 130. 5. 201 147. 237. 76. 197 e. himush.idf.il Bl ock Wdp All Nets drop 1




02-09-2016-16:04:07 to 02-09-2016-17:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
41.100. 105.185 |Ageria 147.237.77.216 |dover.idf.il|Q91: HITP. Access to - adnin. asp B ock 1
95. 8. 21. 149 Tur key 147.237.77.216 |dover.idf.il|@25: HITP. access to adninistrator/index. php -> Quarantine B ock 1




02-09-2016-16:04:07 to 02-09-2016-17:04:07

|Top Attackers In |D|

Attacker Address

| Target Address

|Attacker Qount ry

|Ste

|Signature

|Count |
95. 86. 78. 254 147. 237. 76. 86 I srael navy.idf.il |ET WEB SERVER Fake Googl ebot UA 1 | nbound 2
41.100. 105. 185 147.237.77. 216 Ageria dover.idf.il |SERVER WEBAPP adm n. php access 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 1
41.100. 105. 185 147.237.77. 216 Ageria dover.idf.il |SERVER WEBAPP | ogi n. ht m access 1




02-09-2016-16:04:07 to 02-09-2016-17:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreamng Engine: TCP Invalid i i SSi

85.65.100.83 | srael 147. 237. 76. 200 |ei tan. aka.i df .| 9 =g Invalid segnent retransmssion. | 50
Ret ransni ssi on Packet dropped.

82. 145, 216. 138 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 35
Vb Server Enforcenent HTTP Deni

207.241.229. 103|Wited Sates  |147.237.72. 166 |aka.idf il , Véb Servers S ow Cenial of | o ect 34
Mol ation Service

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi

176.13.9.173  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 27
Ret ransmi ssi on Packet dropped.

41.100. 105. 185 |Ageria 147.237.77. 216 |dover.idf.i | drop SAMrule drop 24

46. 19. 85. 65 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19

reanming BEngine: TCP Invali i i ssi

46.19.86.250  |Israel 147.237.77. 243 |mvit e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 18
Ret ransmi ssi on Packet dropped.

85. 64. 77.194 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18

192. 116. 218. 93 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 15

79.182.22.75  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |14

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

46.19.85.102  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

37.26.149.216 |Israel 147. 237,77, 243 |moti L e i 11 | S@M NG Engi ne: TQP alid invalid segnent retransnission, drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.154.177  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

37.46.38.31 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 12

46. 19. 85. 65 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi

185. 120. 126. 29 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.

109. 64. 166. 48 |l srael 147.237.77. 170 [narachot . i df .il (Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |monitor |9

5.102.195.199 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 9

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

5.102.254.189 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

37.26.149.148 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6

46. 19. 85. 40 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

212.76.127.219 |lsrael 147.237.77. 176 |matpash.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
Sreamng Engine: TCP Invalid i i ssi

5.102.221.69  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber alert 6
Sreaming Engine: TP Invalid i i ssi

79.178.127. 171 | srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

213.57.53. 96 I srael 147.237. 77. 216 [dover.i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid ' i ssi

2.54.182. 24 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

37.26.149.148 | srael 147.237.72. 166 |aka. i df . Bad TCP sequence SIAK retransmt with different | oo o

w ndow scal e

Sreaning Engine: TCP Invalid ' i ssi

79.179.174.83 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi

77.127.209. 155 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

195.200. 205.2  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor

159.220.75.7 Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il drop SAMrul e drop

37.26.149.148 |[lIsrael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> Ti meout aert
Sreamng Engine: TCP Invalid i i SSi

109. 253. 208. 163|l srael 147.237.77. 243 |nobil e. i of . | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.

213.104.168.50 |United Kingdom|147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 6

2.52.166. 11 I srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6

31.210.186.78 |[Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 6

81.218.241.25 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 6

212.76.127.10 |[Israel 147.237.77. 176 |natpash.idf .il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |6

Russi an . . Streaming Engine: TCP Invalid Invalid segnent retransmssion.

93. 158. 152. 201 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 6

146. 200. 236. 142|Uni ted K ngdom|147. 237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

77.127.253.121 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

46. 19. 85. 149 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |4

46. 19. 85. 40 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACGK nunber alert 4

80. 246. 137. 190 |Israel 147.237.72. 167 |ishurimaka. i of .i|Bad TCP sequence SILACK reransmt wthdifferent | onitor |4




02-09-2016-16:04:07 to 02-09-2016-17:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 37 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 283
176.13. 2. 235 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 202
46.19. 85. 37 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 195
37.26.149.156 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 176
37.26.149.156 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 170
176. 13. 2. 235 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 122
212.76.127.219 |lsrael 147.237.76.30 |hinush.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 112
176.13. 2. 235 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 91
80. 246. 136. 194 |[Israel 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 79
41.100. 105. 185 |Ageria 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 41. 100. 105. 185 B ock 53
2.54.63. 104 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 42
37.26.149.156 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 41
2.54.195. 208 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 36
41.100. 105. 185 |Ageria 147.237.77.216|dover . i df . i O stributed Admin B ocking B ock 33
41.100. 105. 185 |[Ageria 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 16
95. 35.10. 73 I srael 147.237.0.34 |tikshuv.idf.il |Too Miny of the Sane Response Code (404) in Session from95.35.10.73 |[B ock 15
79.182.22.75  |Israel 147.237.76.42 |refuah.idf.il  [Taam e TR I\A dfoll ﬁt} e L%S;ﬁ”;:);cem der18txt content in Bock |4
Ostributed Paraneter Type Mol ation on
176.13.2.72 I srael 147.237.76.42 |refuah.idf.il ww refua. atal . idf.il/1518-he/ ref uah. aspx par anet er Bl ock 4
ct | 00$Cont ent P aceHol der 1$t xt Last Nane
95. 8. 21. 149 Tur key 147.237.77.216|dover. i df .il Mil tipl e Unaut horized URL Access from 95. 8. 21. 149 Bl ock 4
95. 8. 21. 149 Tur key 147.237.77.216|dover . i df . i PHP At t enpt B ock 3
46.116.114.22 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/g/yus B ock 3
85.254.78.159 |Latvia 147.237.77.216|dover. i df .il Dstributed PHP Attenpt Bl ock 3
46. 19. 85. 215 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
85.254.78.159 |Latvia 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 3
46. 19. 86. 185 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46. 19. 86. 250 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 3
37.26.149.216 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
144. 173. 23. 95 LKJ?ir:;((jjom 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww i df. i/ resources/ ppt/yohal an_eng. ppt. B ock 2
2.54.54. 130 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
95. 8. 21. 149 Tur key 147.237.77.216|dover.i df . il Ml tiple Admin Bl ocking from 95.8.21. 149 Bl ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 2
82. 80. 69. 90 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/1216-he/ m | ui maspx B ock 2
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 994- 9070- he/ at al . aspx Bl ock 1
128. 232. 110. 28 zi;gegom 147.237.77. 170 |maar achot . i df . i | |haut hori zed URL Access to 147.237.77. 170/ B ock 1
84. 94. 40. 215 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/guyus B ock 1
Unknown Par anet er
194.90.116. 67 |lIsrael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$80 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
173.199. 202. 163|lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to v navy.idf.il/sip_storage/files/4/nyball.cur |B ock 1
79. 116. 26. 74 Rormani a 147.237.77.216|dover.idf .l Ml tiple Unaut horized URL Access from 79.116. 26. 74 B ock 1
109.67.81.85  |Israel 147.237.77. 216 |dover . i df . i | ?“ggiﬁ'&%if;gﬁ?'&f‘msfg?z &g’m&% 8185 (Protocol violation .0 1
62. 0. 103. 156 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par arret er
217.132.37.88 |[lIsrael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$41 [None 1
inaka idf.il/main/giyus/questionnaire. aspx
93.172.251. 17 I srael 147.237.72. 156 |anan. i df . i | V\uqu?\zma:;;.l iZ;‘d. |Llj7_n0’?:i(|:fen75r ets(c;ur ces/ i nages/ f avi con/ f avi con. png Bl ock !
176.13.5.88  [Israel 147.237.76.42 [refuah.idf.il ~ |J5 0 2ed hauwhori zed ;ﬁj‘aﬁc‘;‘;ﬁ on HBock 1
79.182.112. 246 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css Bl ock 1
67.87.166.176  |Uhited Sates |147.237.72. 166 [aka. i df . i | mngkm; izé;f.?fl‘ﬂ/ﬁn:lf n?glc)l/gsll r?al n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
2.52.156. 61 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
95. 8. 21. 149 Tur key 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to ww i df.il/wp-1ogin. php Bl ock 1
46.116.162.16 |Israel 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df . il/navy/ B ock 1
Unknown Par arret er
194.90. 116. 67  |Israel 147.237.72.166|aka. i df .i | ct 1 00%$ct | 00$cphMai n$TochenPl acehbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 1
aka.idf.il/nai n/giyus/questionnai re. aspx
5.22.134. 204 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
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