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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|signature

|Device Action  |Count |
109. 67. 50. 138 | srael 147.237.72. 156 anan.idf.il Bl ock_Ulp Al _Nets drop 3
151. 1. 182. 98 Italy 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack forward 2
64.77.72. 74 Lhited Sates 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

38.87. 46. 138 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



02-09-2016-15:04:03 to 02-09-2016-16:04:03

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
192. 116. 218. 93 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 34
Vb Server Enforcenent HTTP Ceni
207. 241. 229. 103|Uni ted Qates |147. 237. 72. 166 |aka i df i _ Veb Servers Sow HITP Denial of | o |og
Mol ation Service
109.67.136.73  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different monitor |24
w ndow scal e
46. 19. 86. 88 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
Sreaming Engine: TGP Invalid i i ssi
176.13.14.210 |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. o 21
Ret ransni ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrule drop 18
176.13. 6. 16 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |13
reaning BEngine: TCP Invali i i ssi
79.183. 105. 221 |israel 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.173  |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.
176.13. 6. 16 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 12
Sreaning Engine: TCP Invalid i i ssi
62.219. 141. 198 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
194.90.25.90  [Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence S retransmt wth different monitor |9
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
84.109.2.101  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
46.19.85.194  |israel 147. 237.77. 226 "f"l"“ha”atz'aka"df dr op First packet ism't SWN drop 8
46.121. 205. 4 I srael 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 232 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.52.148. 245 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.194  |Israel 147.237.77. 226 ‘AIMI"“ chanatz. aka. 1df |\ ¢ t ack SYN -> SYN-ACK -> Timeout  |reject 7
199.203.215.1 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
46.19.85.194  [israel 147. 237. 77. 226 | MW chamat z. aka. 1df gy 70p sequence SINFAK retransnit i th monitor |7
il di fferent w ndow scal e
46. 19. 85. 110 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
reaning BEngine: TCP Invali i i ssi
166. 172. 189. 217 |United Sates |147. 237. 77. 243 |nobi I e. i of . | Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
109. 64. 166. 48 |l srael 147. 237. 77. 170 |naar achot . i of . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |6
31.168. 152. 4 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
85. 65. 99. 193 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 6
108. 212. 84. 251 |Uited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
85. 65. 99. 193 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
reamn ine: TCP Invali i i ssi
176.13.22.117 |israel 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.232  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
199.203.215.1 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
109. 67. 118. 157 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.44.78 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
46. 19. 86. 88 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
Sreanming Engine: TGP Invalid i i ssi
213.8.125.176 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
46.19. 85. 110 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
79.177.125. 252 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.228.190. 201 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.227 |Israel 147.237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 147. 88 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
212.179. 210. 249|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
212.179. 210. 249]l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
212.179. 210. 249|l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
31.210. 187. 142 |l srael 147.237.72. 156 |anan.idf .| Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 232 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 4
64.5.53. 237 Lhited Sates |147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
2.54.17. 250 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54. 46. 96 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.52.54.76 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[nonitor 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54. 44. 140 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 348
2.54.44. 140 I srael 147.237.0.19 |nadimatal .idf.il ?g 4'.\/223.’ ﬂothe Sane Response (ode (403) in Session from B ock 135
2. 54. 44. 140 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 107
46.19. 86. 185 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 54
37.26.149.156 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 33
109. 253. 216. 182l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 16
109. 253. 215. 18 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 8
109. 253. 210. 37 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 7
46. 19. 86. 245 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
46. 19. 85. 54 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
46. 19. 85. 208 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 5
2.54.36.174 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
2.54.42.139 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 133. 95 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
2.54.157. 223 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
185. 32.179. 208 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
81.218.241.25 [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 81.218. 241, 25 B ock 3
80. 246. 137. 163 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
80. 246. 138. 106 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
46.120. 192. 148 |Israel 147.237.76. 147 [chi nuch. aka. i df .i| [Uhauthorized URL Access to waw chi nuch. aka.idf.il/404. htm B ock 2
2.54.3.33 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
184.154.233.5 |Uited Sates|147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ gi yus/ general . aspx |Bl ock 1
66. 249. 66. 90 I srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to vwwu navy. i df.il/sip_storage/ B ock 1
109.67.136.73 I srael 147.237.76.42 |refuah.idf.il o ;g?”;gﬂg;”;lhgéﬁ:rdedtf?eﬁe‘";cecssss on Bock |1
2.54. 44, 140 I srael 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session B ock 1
81.218.241.25 [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df .il/inages/ 1. he/ trigger. png B ock 1
66. 249. 78. 65 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 2/ 106362. pdf  |B ock 1
194. 90. 25. 90 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx B ock 1
66. 249. 64. 93 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 3/ 111603. pdf  |B ock 1
85. 250. 197. 252 I srael 147.237.77.74 |lawidf.il llegal Byte Qode Character in LR /602-2265-hef pat zar . aspx Bl ock 1
37.26.148.239 [Israel 147.237.76.39 |nobile.neitav.idf.il|utraceable SSL Sessions: Qpen Mde None
79.182.127.72 |israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/gius Bl ock
185.32.179.50 |l srael 147. 237.77. 216 |dover . i df . i | %&mﬂ%ﬂfﬁfg' Frotocal violation None 1
66.249.66.191 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 66. 191 B ock
109. 186. 185. 39 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None
84.108.1.29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.249.79.109 I srael 147.237. 72. 166 |aka. i df . i | el :fgfgfa;; (i1 es/ 4/ 57074, pdf Bock |1
197.231.221. 211 liberia (147, 237.77. 216 [dover . i df .i | bR 18 fave Foor Treatory s/ queryl] cuery-1 4. 2.rin| Bock |1
157.55.39.192 |wited Sates|147. 237.0. 16 ?y| Ikosher- Kravi.id |, i hori zed URL Access to ny- kosher -kravi . i df i1/ B ock 1
66.249. 64.108 |lIsrael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 3/ 106273. pdf  |B ock 1
85. 250. 197. 252 [l srael 147.237.77.74 [lawidf.il Mitiple Illegal Byte Code Character in URL from85. 250. 197. 252 B ock 1
185.32.179.50 |lsrael 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 69. €9 I srael 147.237.77. 176 [nat pash. i df . i | mucl;:;arltl.zied? .Liﬁtﬁcngle:\feéloshar ed/ user cont r ol s/ header upper / Bl ock !
84.111.120.98 [israel 147.237.76.42 |refuah.idf.il Paraneter Type M olat! fglg_tr"e()ﬁ?;;h‘?r:szxacem' deriStxtlasthame in g oo |1
68.180.229.27  |Uhited Sates|147.237.76.30 [hi nush.idf.il trr:?rl:ntjshr?raltzaleéi dufll IA/ctCeenTDTatIZs/ shar ed/ user cont r ol s/ header upper/ Bl ock !
213.8.204.17  |Israel 147.237. 72. 166 |aka. i df . i | thauthori zed Method FERD Tor s Bock |1
165.91.49.198 |Uhited Sates|147.237.72. 156 |anan. i df .| Unaut hori zed LRL Access to |ist.ips.gov.il/robots.txt B ock 1
66.249. 64.118 [Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 4/ 107084. pdi  [B ock 1
89. 138. 203. 118 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/main/ B ock 1
Unknown Par arret er
37.142.230. 235 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03$chl Quest i on [None 1
$107 in aka.idf.il/nain/ gi yus/ questi onnai re. aspx
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