02-09-2016-14:04:00 to 02-09-2016-15:04:00

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

1, 5004%

M madi matal .idf.il
M aka.idf.il
Meitan aka.idf.il
M dover.idf.il
M nobi le.idf.il
M refuah.idf.il
M tikshuv.idf.il
M anan.idf.il

i shurimaka.idf.i
M nat pash. i df . i |

Nunber
(6]
At acks

Top Tar get

M 176. 13. 15. 47
185. 32. 179. 231

I 212. 143. 134. 129
109. 253. 146. 62

N”Z,ber M 109. 253. 157. 178
Attacks M 212. 235.22. 215

[ 79.181. 175. 161
W 149. 88. 241. 205
80. 179. 193. 13
M 31.168. 126. 163

Top Attackers



02-09-2016-14:04:00 to 02-09-2016-15:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
109. 67. 50. 138

|Target Address  |Site

|Signature |Device Action  |Count |
| srael 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 24
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
83.22.76. 18 Pol and 147.237.76.176 test.ncore.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address
66. 76. 174. 2

|Attacker Qount ry
Lhited Sates

Target Address
147.237.72. 166

|Site
aka.idf.il

Sgnature
5670: HITP. SQ Injection (SELECT)

Devi ce Action |Oount
Bl ock 1

106. 38. 241. 106

Chi na

147.237.77.170

maar achot . i df . i |

Cl03: HITP: User Agent Sogou-+web+spi der

Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



02-09-2016-14:04:00 to 02-09-2016-15:04:00

|Top Attackers In FW |

Attacker Address Atacker

Signature

Country

‘Tar get Address ([Ste

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

212.143. 134. 129|I sr ael 147.237. 76. 200 |ei tan. aka. i df .i | 2 dro 228
Ret r ansni ssi on Packet dropped. P
o SN retransmit wth different .
212.235.22.215 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 55
reanmn ine: TCP Invali i i ssi
31.168. 126. 163 |Israel 147. 237.76. 200 |ei tan aka i o i1 || S2M NG Engine: TP Invalid invalid segnent retransmissi on. drop 27
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149. 88. 241. 205 | srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 26
Ret r ansni ssi on Packet dropped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMirul e drop 21
Sreaning Engine: TCP Invalid i i ssi
93.172. 144. 169 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
79.181.175. 161 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransnit with different monitor |16
w ndow scal e
2.54. 135, 147 | sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
Sreaming Engine: TGP Invalid i i ssi
109. 253. 146. 62 |Israel 147.237.0.19 |nadimatal.idf.il 9 =g Invalid segment retransmission. drop 15
Ret r ansni ssi on Packet dropped.
46. 19. 85. 234 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
81.218.173.8 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 12
213.8.41.145  [israel 147.237.76.31 |nekchal .icf.il  |Bad TCP sequence SN retransnit with different monitor |8
w ndow scal e
46. 19. 85. 234 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 102 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
reanmn ine: TCP Invali i i ssi
109. 253. 131. 237|i srael 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 27 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 61 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i ssi
212.143.153.95 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.61. 4 I'srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i sSi
79.179.63.110 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.180. 120 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
195. 110. 40. 242 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.130.241  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
82.81.25.246  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 210. 176 i srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
62.219.154.55 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 204. 223 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
2.54.8. 118 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.168.196. 176 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
37.26.148.250 |Israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
80. 246. 136. 146 |l srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 153 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval id ACK nunber noni t or 5
89. 108. 144. 114 |Lebanon 147.237.76.200|eitan. aka.idf .il [Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 102 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 27 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 5
2.54. 49, 111 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 4
54.244,22.103 |lhited Sates [147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 51 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 4
82.166. 237. 140 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
79.182.191. 168 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
85. 64. 144. 127  [Israel 147. 237. 77. 216 [dover.idf .i Bad TCP sequence Inval id ACK nunber noni t or 4
2.54.135. 147 I srael 147.237.72. 166 |aka. i df . i | SYN Attack rej ect 4
82.81.18.212 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi
2.52.147.163  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.219. 239. 194 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.112.80 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 123. 155 |l srael 147. 237.72. 166 |aka.i df .1 9 g Invalid segment retransmssion. dr op 3
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

77.127.228.59 |lIsrael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.




02-09-2016-14:04:00 to 02-09-2016-15:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176. 13. 15. 47 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 310
185.32.179. 231 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 307
176. 13. 15. 47 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 208
185.32.179. 231 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 122
176. 13. 15. 47 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 115
109. 253. 146. 62 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 110
109. 253. 157. 178|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 110
185.32.179. 231 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 100
80.179.193.13 [Israel 147.237.0.34 [tikshuv.idf.il |[Too Many of the Sane Response Code (404) in Session from 80.179. 193. 13 |B ock 36
109. 253. 201. 60 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 25
2.54. 53, 245 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 18
2.54.3.33 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 13
149. 88. 241. 205 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Gode B ock 13
46.19. 86. 138 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
37.26.148.198 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.137.188 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
93.172. 144. 169 |lIsrael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 4
184.154.233.5 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ gener al . aspx B ock 4
62. 90. 214. 50 I 'srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wwn i df.il/894-he Bl ock 3
109. 253. 157. 178|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3
176. 13. 3. 101 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.228. 255. 144 |l srael 147.237.0.34 |tikshuv.idf.il Distributed Too Miny of the Same Response Code (404) B ock 3
176.13.12. 213 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 186. 185. 39 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 3
2.54.39.168 I srael 147.237.77. 243 nobi | e. i df . i | ﬁti)iiultgci)rdlfz.??/ tg_egpgrcyise?’rptl ?at es/ | i st chi | ddocunent s/ 1362 Bl ock 3
46.19. 86. 212 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 140. 68 [l srael 147.237.0.19 |[madimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 2
94. 100. 245. 126 |Ger many 147.237.77. 176 |mat pash. i df .i|  [Paraneter Type Mol ation SearchText in ww cogat.idf.il/938-en/cogat.aspx |B ock 2
2.54.2.170 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to vwwuidf.il/english/ organizati on/ navy/ B ock 1
79.181.175. 161 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 79.181. 175. 161 B ock 1
79.181.175. 161 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header VAl ue B ock 1
185. 109. 163. 5 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to v idf.il/).htm( B ock 1
46.19. 85. 80 I srael 147.237.76.42 |refuah.idf.il Mil tiple Unknown HTTP Request Met hod from 46. 19. 85. 80 B ock 1
37.26.149.223 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
80. 246. 137. 244 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.79.127 |[israel 147.237.77.74 [lawidf.il Il1egal Paraneter Encodi ng searchText in v lawidf.il/275-hel patzar.aspx |None 1
178. 44.51. 25 :Z:::Inl on 147.237.77. 176 |mat pash. i df . i|  [Paraneter Type Molation SortDir in www cogat.idf.il/1038-en/ cogat . aspx B ock 1
66.249.66.131 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 3/3333. pdf  [B ock
79.181. 175. 161 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HTTP Header Line from 79.181.175. 161 Bl ock 1
46. 19. 85. 218 I srael 147.237.77. 216 |dover.i df . il Unknown HTTP Request Method Accept - Language: in URL he-il, he B ock 1
109.64.81.182 |Israel 147.237.72.166 |aka. i df . i | ggﬁ%ﬁﬁpﬁgﬁo\i gﬁg_;;gi@) None |1

Il egal HITP Version drkP{AYASZAUA-RA- AN/SQAEARA; ASM A2 ATSAT™

. DA [[#0]] &»v! A} RA'A?[ [¢f17]~] P:aA—A‘AiLAt[ [ #31] l[ [#18]] AL’A LAEA%0
79.181.175. 161 |[Israel 147.237.72. 166 [aka. i df . i | E‘E i;][][is [1 % yzg][ﬁz}z]c[ﬁ[,ﬁﬂz]o?ﬁﬁﬁ fgﬁgﬁggggﬁ iz[;ﬁ]z]tASfcySI Af Bl ock 1

AoRuoA: [ [#24]]" 1AHA%FAYgI \ > +ASA.. A252A0 At RAAVAA AE" [ [#19]] A

&A,r ASAY
79. 180. 155. 208 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.19. 85. 80 I srael 147.237.76.42 |refuah.idf.il I1egal HITP \ersion B ock
66. 249. 78. 58 | srael 147.237.77. 170 |maar achot . i df . i | |[Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 2/ 109622. pdf Bl ock
176.13.17.203 [Israel 147.237.76.31 |nakchal .idf.il 1D4§t rzé%ﬁégﬁ?iﬁiiofizeﬁ@7%7516%%. doc Bock |1
36. 250. 168. 7 Chi na 147.237.77. 216 |dover . i df .i | Unaut hori zed HTTP Met hod B ock 1
79.181.175. 161 |Israel 147.237.72. 166 |aka. i df . i | EQ'SSLSLU: tégc\laa_bgspﬁngic;li g'\l_'DET‘ifCE‘)’('O:’IiA?\'gE; on None |1
79.181.175. 161 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Qude Character in Header Nane from79.181.175.161  |B ock 1
62.219.54.250 | srael 147.237.76.42 |refuah.idf.jl  [PStfibuted thadthorized URL Access on Bock |1

147. 237. 76. 42/ st yl e/ shar ed/ r eset . css
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