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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site

Signature Device Action |Count
74.91. 28. 60 Lhited Sates 147.237.76. 31 nakchal .idf.il |bl ock-sp-trafl drop 1
123.151. 42. 61 Chi na 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets_Con_Li mt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |

78.173.195. 2 Tur key 147.237.72.166 |aka.idf.i||Q25: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
66.249.81.175 |lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 23
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
Sreaming Engine: TGP Invalid i i ssi
149. 88.252.88 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 18
Ret ransni ssi on Packet dropped.
45, 33. 65. 67 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 15
o SN retransmit wth different .
213.8.41. 145 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence vi ndow scal e monitor |15
72.9.148. 10 Lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 15
45. 33. 65. 67 147.237.72. 166 |aka.i df .i | dr op drop 13
Sreaming Engine: TGP Invalid i i ssi
79.182.70.84  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.
80.246.133.79 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |12
66.249.81.183 |lhited Sates 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
79.177.24.99  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
41. 37.98. 236 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
62. 0. 200. 202 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 10
45.33.65. 67 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber alert 10
45. 33. 65. 67 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |10
80.246.133.79 |lIsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber alert 9
109. 64. 193. 167 |l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 7
5.11.40.7 (F;ajcis;i';'ja” Teritoryl 47, 237. 77. 216 dover . i o . i1 drop First packet isnt SN drop 7
Sreaning Engine: TCP Invalid i i ssi
79.176.96. 111 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 200. 2501 sr ael 147. 237.72. 166 |aka i f .1 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 160 I srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
194. 90. 76. 218 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
79.180. 2. 58 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31.210.179. 122 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.2.106 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.247 |israel 147. 237.72. 166 |aka i f .1 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.94.223.101 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130.88  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.166.23.129 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.
46.32. 203. 181 (F;ajcis;i';'ja” Territoryly 7. 237.77. 176 |natpash.icf.il  |Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |5
46.19.86. 1 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.177.57 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
199. 203.8.2 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
2.54.159.55 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
66.249.81.183 |Lhited Sates 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid sequence nunber nonitor |4
194.90. 76. 218  |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence nonitor |4
Sreamng Engine: TCP Invalid i i ssi
46.117.101.80 |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dr opped.
66.249.81.183 |Wiited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
62.0.207. 1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
80. 179. 35. 45 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
5.102.195.86 | srael 147. 237.77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
41.37.98.236 Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 4
66.249.81.183 |Lhited Sates 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
109. 66. 81. 207  |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 27 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
2.52.15. 66 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 2 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
176.13. 2. 186 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 579
80. 246.136.33 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 232
176. 13. 2. 186 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 216
46. 19. 85. 46 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 136
176.13. 2. 186 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 130
80.246.136.33 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 121
46. 19. 85. 46 I srael 147.237.0.19 |nadimatal .idf.il Zg?lgé%ysjghe Sane Response (ode (404) in Session from B ock 117
80. 246. 136. 194 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 92
46. 19. 85. 208 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 74
46.19. 86. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 70
80. 246.136.33 [Israel 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 47
176.13. 4. 39 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 43
176.13.17. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 32
37.26.149. 148 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 30
46.19. 85. 208 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 29
185. 32.179. 231 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 21
109. 253. 195. 237|I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 6
78.173.195. 2 Tur key 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 78.173.195. 2 Bl ock 5
212.179.21. 194 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 4
176.13.11. 213 |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 4
78.173.195. 2 Tur key 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 4
62.219.195.38 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to vww aka. i df .il/sip_storage/files/ 4/ B ock 3
176. 13. 5. 168 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
78.173.195. 2 Tur key 147.237.72. 166 [aka. i df . i | Mil tiple Adnin B ocking from78.173. 195. 2 Bl ock 3
109. 253.212. 91 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.199.57.194 |israel 147.237.77. 243 |nobi | e. i df . i | r?miitl”e_bi“éfc: I%?tegg;;fggplﬁe;ﬁistschﬁ] ddocunent </ 1071 Bl ock 3
176. 13. 22. 99 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176. 13. 15. 47 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
89. 139. 60. 36 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock 3
37.26.149.180 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.19.86. 1 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
37.26.149.196 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
2.54.9.64 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 64. 233 B ock 2
46.19. 86. 192 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
2.54.143.118 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
2.54.1.152 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
109. 253. 197. 174]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
66. 249. 78. 65 I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/robot s. txt B ock 1
157.55.39.192 |lhited Sates |147.237.0.16 nlyl_ kosher -kravi . df Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
94.159.191.176 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ nai n/ sacher B ock 1
193. 188. 70. 138 |Jordan 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wwu i df.il/894-ar B ock 1
78.173.195. 2 Tur key 147.237.72. 166 |aka. i df . i | Adnin Bl ocki ng B ock 1
109. 253, 211. 13 [Israel 147.237.72. 166 |aka. i df . i | m”;’kfi?}‘f?'.’f‘ni nf;;g?ﬁt;aggficggﬁgfcphsamar$Ct' 09 in None 1
217.132.13. 245 |[Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
46.19. 85. 46 I srael 147.237.0.19 |nadi matal .idf.il Zgélgégéjethe Sane Response Code (403) in Session from Bl ock 1
212.143.134. 129l srael 147.237.76. 200 [ei tan. aka. i df . i mn;\qnan?aa:(z.nr;ﬁri IE;T:nfpl Ialnes/ sendt of ri end/ sendt of ri end. aspx None !
87.69.123.100 |Israel 147. 237.72. 166 |aka. i df . i | m”;:;riid??#:‘mf\f;f;jslté’omrd o ot udel A Bl ock 1
79.178.142.219 |lIsrael 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
31.154.37.222 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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