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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
188.138.57. 11 Ger many 147.237.76. 198 e.yohal an.idf .l Bl ock_Udp All _Nets dr op 5
188. 138. 57. 11 Ger nany 147.237.76. 148 gocenter. aka.idf.il ock Wp Al Nets drop 5
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
188. 138. 57. 11 Cer nany 147.237.76.176 test.ncore.idf.il Bl ock_ Udp All _Nets drop 4
81. 218. 105. 235 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
212.25.121. 195 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
37.26.146. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
71.6.216. 35 Lhited Sates 147.237.76. 200 eitan. aka. idf.il Bock Np All _Net drop 1
213. 21. 36. 105 Russi an Federation 147.237.76. 199 e.nakchal i df .il JIMPurple Con Linit Htp drop 1
107.172. 23. 104 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
188. 138. 57. 11 Ger many 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
71.6.216. 60 Lhited Sates 147.237.76. 197 e hinush.idf.il B ock Np Al _Net dr op 1
115. 239. 228. 10 Chi na 147.237.0. 34 tikshuv.idf.il Frk Under Attack Con Htp drop 1




02-09-2016-12:04:06 to 02-09-2016-13:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess

|Site

|Sgna1ure

Devi ce Action |Count |

87.106.179. 116 |Ger many 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
96. 47.2.10 Lhited Sates 147.237.0. 34 ti kshuv.idf.il5670: HTTP. SQ Injection (SALECT) B ock 1
128. 69. 30. 132 Russi an Federation |147.237.77.61 |e.cogat.idf.il13891: TLS QenSSL Encrypted/ Lhencrypted Heartbeat Packet Per nirt 1
62.210. 225. 135 |France 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
188. 165. 15.87  |France 147.237.77.233 |atal .idf.il |28 HITP. AhrefBot craw er B ock 1
64.31.44.6 Lhited Sates 147.237.77.216 |dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

188. 24. 35. 75 147.237.77. 216 Romani a dover.idf.il portscan: TCP D stributed Portscan 1
85. 65. 64. 129 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
79.179. 168. 28 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.126. 15. 198 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
212. 68. 136. 33 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 6. 142. 140 147. 237.77. 205 Hungary prishaidf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
82.81.27.18 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
79.177.218. 23 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
52.16. 5. 197 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

Ret r ansm ssi on

Packet dropped.

37.26.146.226 |Israel 147.237.77. 243 |mobi l e.i of . | > dro 24
Ret r ansni ssi on Packet dropped. P

46. 19. 86. 159 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence I nval i d ACK nunber noni t or 23

r ing Bngine: TCP Invali i i ssi

2.54.34. 33 I'srael 147.237.77. 243 |moti e ior i1 | SAMNG Engine: TP Inval idjinvalid segnent retransnission drop 18
Ret r ansm ssi on Packet dropped.

66.249.81.212 |lhited States 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber nonitor |18

: R Unexpect ed post SYN packet -

66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 18

109. 235. 141. 57 |Ger many 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 16

66.249.81. 215 |Russian Federation [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor  [15

91.228. 248. 251 |l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 15

. . R Unexpect ed post SYN packet -

66.249.81.215 |Russian Federation |147.237.77.216 |dover.idf.il drop RST or SYN expect ed drop 15

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 14

66.249.81.215 |Russian Federation |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 9
Sreaning BEngine: TP Invalid i i ssi

85. 250. 205. 215 I srael 147. 237.77. 243 |nubi 1 e.i df i 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

r ing Bngi ne: TCP Invali i i ssi

37.26.146.176 | srael 147.237.77. 243 |moti 1 e i or iy | SAMNG Engine: TCP Inval i dlinvalid segnent retransmission. | 9
Ret r ansm ssi on Packet dropped.

192. 116. 218. 93 |Israel 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 9

37.40.11.44 Oman 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8

5.102.195.212 |[Israel 147.237.77. 216 |dover. i df . i Bad TCP sequence I'nval i d ACGK nunber noni tor |7

5.102.195.212 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |7
Sreaning Engine: TGP Invalid i i ssi

199. 203.77. 193 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

5.22.130.241  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

37.26.147.250 |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

176.13.14.120 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

37.26. 146. 144 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

37.26.147.188 |[Israel 147.237.76.31 |nakcha.idf.il [Bad TCP sequence monitor |4

66.249.81.212 |lnited Sates 147. 237.77. 216 |dover.idf .il Bad TCP sequence I nval i d ACK nunber alert 4

109. 66. 33. 31 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

31.210.188.45 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
Sreaning Engine: TGP Invalid i i ssi

2.54.147. 77 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

62. 219. 224. 206 i srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 64.32.186 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.197  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.179.29.31  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

41.33.232.66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |3
Sreaning Engine: TCP Invalid i i ssi

176.13.16.161 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

149. 78. 212. 245 |Israel 147.237.72. 167 |ishurimaka.i dof .i|Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sreaning BEngine: TCP Invalid i i ssi

217. 132. 196. 210|i srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 253.201. 36 |I srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g o, 3
Ret r ansm ssi on Packet dropped.

37.46. 41. 240 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber noni tor |3
Sreaning Engine: TGP Invalid i i ssi

62.219. 234. 221 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.52.154. 40 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.179.71.40  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 67. 146. 118 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

37.76.211. 69 zlcis;ilg(ljan Territoryl 47 237. 77. 216 |dover i df il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[nonitor |3
Sreaning Engine: TCP Invalid i i ssi

109.65.36.52 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.54. 38, 152 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.210. 188. 162 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

31.168.150.37 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
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Attacker Address |Attacker Qountry Target Address |Ste Signature
Sreaming Engine: TP Invalid i i ssi

79.181.31.91  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi

147. 236. 232. 253|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

46.19.85.123  |israel 147.237.77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 66. 7. 85 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
37.26.146.226 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock
46.19. 86. 67 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 64.24.117 |l srael 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂtgﬁrd'fz.??/tgegpgfytezm e/ stchi | ddocunent s 1071 Bl ock 6
109. 253. 146. 193]l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
5. 29. 236. 142 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
67.55. 85. 148 Lhited Sates 147.237.77.233|atal .idf.il Mil tipl e Whaut horized URL Access from 67. 55. 85. 148 B ock 4
176.13.18.202 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.169. 218 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 204. 231|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
31.154.234. 158 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 1 B ock 3
185. 32. 179. 208 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.34.33 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 3
176. 13. 2. 209 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
81.218.126. 176 |lsrael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 2
2.54.62.102 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
37.26.147.231 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.0.192.63 |Israel 147.237.72. 166 |aka. i df . i | mu;kr;orl 'dfeldl /ﬁ T:ﬁ f:; aft(e)rs/i rer . asp Bock |2
85. 250. 205. 215 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 2
89.144.195.129 |Austria 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i |/ navy/ B ock 1
5.39. 222. 159 Net her | ands 147.237.0.19 |[madi matal . idf.i|Uhauthorized URL Access to 147.237.0.19/rom0 Bl ock 1
68.180.228.175 |[lLhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8935- he/ r ef uah. aspx  |Bl ock 1
185.45.52.141  [Bel gi um 147. 237.77. 176 |nat pash. i df . i | mgég:lt_ﬁﬂﬂﬂsrggtzgfagﬁi/fcecsff; 4226_1. o B ock 1
109. 253. 134. 198! srael 147.237.77. 243 |nobi | e. i df . i | DO stributed Suspicious Response Qode Bl ock 1
Unknown Par arret er
46. 19. 85. 248 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03%chl Questi on$ |None 1
117 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
85.64.207. 240 I srael 147.237. 72. 166 |aka. i df . i | lledd I?’ta;egdﬁng‘ﬁgzgng';k% e iepazlfres Bock |1
23.254.243.17 |Wited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 1
212.179.55.126 |israel 147.237.76.42 |refuah.idf.il 1D4§t ;igget?g%;/h;“)t/lhgsiﬁ:rdeﬁe :e";cissss on Bl ock 1
80.179.9.7 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 994- 7237- he/ at al . aspx B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. B ock 1
81.218.126.176 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wa nakhal .idf.il/sip_storage/files/2/ B ock 1
5.39.222. 159 Net her | ands 147.237.77.19 |l awforumi df.il [Unauthorized URL Access to 147.237.77.19/rom0 B ock 1
74.84.136.105 |Wnited Sates [147.237.72.166|aka.idf.il MSQ Data Retrieval wth Inplicit  Qonversion BErors None 1
188. 143. 232. 35 :ZZ::FI on 147.237.77. 176 |mat pash. i df . i|  [Paraneter Type Mol ation fronDate in ww cogat.idf.il/901-en/ cogat. aspx |Bl ock 1
85. 64.207. 240 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from85.64. 207. 240 B ock 1
31.154. 234. 158 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 31. 154, 234. 158 B ock 1
213.57.149. 114 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df.i|/mai n/ hone/ defaul t.aspx |B ock 1
80.179. 9. 115 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl e/ shar ed/ 960. css B ock 1
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
185.11.164.13 |Portugal 147.237.0.19 |madimatal .idf.i|Uauthorized URL Access to madi matal .idf.il/ol d/ wp-adnin/ B ock 1
37.26.148.233 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
104. 46. 236. 214 |lnited Sates |147.237.77.216|dover.idf.i | Distributed Unhaut hori zed URL Access on v i df . i/ navy/ B ock 1
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
23.254.243.17 |lnited Sates [147.237.76.86 [navy.idf.il Suspi ci ous Response Code B ock 1
74.84.136.105 |lhited Sates [147.237.72.166|aka.idf.il Mil tipl e signatures from 74.84. 136. 105 B ock 1
2.54.27. 252 I srael 147. 237. 72. 156 |anan. i df . i | %&mﬂfﬁfiﬂlﬁ' Protocol violation None 1
198. 8. 90. 65 Lhited Sates |147.237.0.19 |[nmadimatal .idf. i |Unhauthorized URL Access to madimatal .idf.il/wp/wp-adm n/ B ock
46.121.232.50 |[Israel 147.237.72. 156 |aman. i df . i | Too Many Cookies in a Request - 101 cooki es B ock
Unknown Par arret er
85. 65. 62. 34 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehol der $ct | 13%ct | 01$ct | 03$chbl Questi on$ [None 1
42 in aka.idf.il/nain/giyus/ questionnaire. aspx
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