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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Site

Signature

Device Action

Count

|Attacker Country

79.179. 195. 92 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 51
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 4
89. 46. 102. 242 Romani a 147.237.76. 199 e.nakchal .idf.il |Bock Np All Net drop 1
71.6.216. 62 Lhited Sates 147. 237.76. 199 e.nakchal .idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature

89.216. 115. 8 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

79.183.7.118 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177.154. 121 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 216 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 1
46.19. 85. 177 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168. 153. 215 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132. 95. 97 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 170 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 67. 80. 146 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.218.56. 171 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179. 195. 92 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 89. 119 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 253 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 101 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.76. 177 Chi na ncore. i df .il ET SCAN NVAP -sS w ndow 1024 1
213.8.204. 20 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
132. 73. 198. 143 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.108. 58. 97 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker ) . Devi ce
country Target Address |Ste Signature Acti on
41.33.231.90 |Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 18
2.52.56. 207 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 16
46.19. 86. 11 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |13
Sreanming Engine: TCP Invalid i i SSi
79.177.63.53  |Israel 147.237.72. 166 |aka i df . i 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.66  |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
80. 246. 136. 225 | srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence SYWACK retransmt wth monitor |12
different w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.55  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
192. 116. 218. 93 [l srael 147. 237. 72. 166 |aka.i f . i | drop First packet isn't SN drop 8
46.19.86.123 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
46.19.86.123  [lsrael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 7
46.19.86.123 |Israel 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |7
46.19.86.123 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber noni t or 7
46.19.86.123 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TCP Invalid i i SSi
77.127.55.212 |israel 147. 237.72. 166 |aka.i df . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.178. 168. 21 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
95.135.11.15 |Wkraine 147. 237.72. 166 |aka i of . i Streaning Engi ne: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 217. 210 |I srael 147.237.72. 166 |aka i df . 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
212.199. 169. 20 |I srael 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 182. 155. 197 |I srael 147.237.72. 166 |aka i df . 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79. 182. 188. 198 |I srael 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.102 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
185. 26. 180. 188 k?lnt;gom 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.147. 214 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
217.194. 202. 17 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46.19.85.119 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
46.19.85.119 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |4
37.26.146.187 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wth different monitor |4
w ndow scal e
37.26.147.214 |Israel 147.237. 72. 166 |aka.i of . i | Bad TCP sequence alert 4
46.19. 85. 23 I srael 147. 237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
reaming BEngine: TCP Invali i i ssi
176.13.15.86 |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
213.8.114. 149 |israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46.19.86.241 |l srael 147. 237.77. 226 ;":”“Cha”atz' aka.ldf-|gag TP sequence Inval i d ACK nurber monitor |3
Sreaning Engine: TQP Invalid i i ssi
185. 27. 105. 121 |1 srael 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.102.254.71  |lIsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid ' i ssi
2.52.60. 94 I srael 147. 237. 72. 166 |aka i of . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
81.218.134. 15 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
79. 182. 206. 215 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.127.127.71 |israel 147. 237.72. 166 |aka i df . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 131. 66 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
2.54.173.139 |[Israel 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.86.252 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi
80. 178. 220. 41 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
. . SYNWACKK retransmt with .
46. 19. 86. 123 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79. 180. 236. 184 |I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
. . SYNretransmt wth different
37.26. 146. 187 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e alert 3
Sreaming Engine: TGP Invalid i i sSi
176.13.8.254  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.54. 33. 164 I st ael 147. 237. 77. 216 |dover . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
62.0.209.1 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop




02-09-2016-11:04:02 to 02-09-2016-12:04:02

A t acker
Count ry

‘Target Address |Ste Signature

Streamng Engine: TCP Invalid |invalid segnent retransmssion.

82.80.177.189 |[lIsrael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dropped.

drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.182.7.37 I srael 147.237.0.19 |nmadimatal .idf.i|Too Miny of the Sane Response Code (404) in Session from79.182.7.37 B ock 163
79.182.7.37 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock [119
80. 246. 136. 243 [Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 74
46. 19. 85. 234 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 73
46.19. 86. 76 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bock |60
109. 253. 205. 218]I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 57
109. 253. 159. 79 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 26
212.235.62.94 |Israel 147.237.0.34 |tikshuv.idf.il |Too Many of the Sane Response Code (404) in Session from212. 235.62.94 |Bock |15
95. 35. 80. 10 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 15
109. 253. 146. 193]l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
46.19. 86. 76 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bock |6
93.173.179.14 [israel 147.237.76.42 |refuah.idf.il Ml tiple Unauthorized URL Access from93.173.179. 14 B ock 5
79.182.7.37 I srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (403) in Session from79.182.7.37 B ock 5
46. 19. 85. 27 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bock |3
46.19. 86. 226 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
2.54.7.162 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
2.54.132. 206 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |2
84.111. 38. 42 I srael 147.237.72. 156 |anan. i df . i | Ml ti pl e Unknown HTTP Request Method from 84.111. 38. 42 Bock |2
14. 200. 79. 77 Australia 147.237.77.216|dover.idf.i |l Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx Bl ock 2
84.111. 38. 42 I srael 147.237.72. 156 [anan. i df . i | Mil tiple Abnormal |y Long Request from 84.111. 38. 42 Bl ock 2
Unknown Par arret er
2.54.137.197 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acehbl der $ct | 13$ct | 02%ct | 03$txtFiel d in None 2
aka.idf.il/nai n/giyus/questionnai re. aspx
2.52.56. 207 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
84.111.38. 42 | srael 147.237.77.216|dover. i df . il Dstributed Abnornal |y Long Request B ock 2
84.111.38. 42 I srael 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Code Character in Method from84. 111. 38. 42 B ock 2
2. 54. 168. 100 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bock |2
84.111. 38. 42 I srael 147.237.77.216|dover.idf .l Dstributed Il1egal HITP \ersion Bl ock 2
84.111. 38. 42 I srael 147.237.77. 216 |dover . i df .i | Distributed Ml formed UR Bock |2
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/scripts/css3pie. htc Bl ock 2
84.111.38. 42 I 'srael 147.237.72. 156 |aman. i df . i | Mal for med URL bf Bl ock 1
91.199.69.254 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
84.111.38. 42 I srael 147.237.77. 216 |dover. i df . il Mitiple Illegal Byte Qode Character in URL from84. 111. 38. 42 B ock 1
82.166. 198. 113 |l srael 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df. i/ hi nush/site/ he/ hi nush. asp Bl ock 1
Il1legal Byte Code Character in Header Nane AAZ
A AR [[#7]10AL [[#31] ] [[#21]] « Agel GA—C[ [ #21] ] XB%o! [ [ #5] ] 6A¥6[ [ #7]] A
[[#11]]" +6{ ASASA- AL [[#24]][[#26]] #ASAEAMAZAYA" A‘A—4ACAR? A+WAT
AX( [#16]1A A-AA AS[[#30]] A¥A j [[#19] ] [[#17]] A?A-bAL A...A?A€l @V A
84.111.38. 42 I srael 147.237.77.216|dover. i df.il r LA-Bnbo' A2[ [ #5] ] >3t ATAY, DAcel MAGAFA  ASA?yk A%~AT5; [ [ #31] 1 A Bl ock 1
XU [#14] 1A ' [[#0]]*; Act AuA-A%AsCA- AdA Ae[[#25]], [[#29]] AAZ
R R2R2([[#12]] A A A2 A~AceATASAY[ [ #14] ] AEI AtAE
W #711[[#18] ] *[[#11]] A2AA BNAtgA»A! AfWAaDAARARA,
[[#16] ] >[ [ #20] ] SAEA K A?[ [ #24] ] At[ [ #15] ] A~KA° R A AtA
. . D stributed Lhaut hori zed URL Access on
79.179.54.231 |Israel 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r f uah, aspx Bock |1
188. 6. 142. 140 |Hungary 147.237.77. 176 |mat pash. i df . i|  [Mal formed URL towards Bl ock 1
NULL Character in Header Nanme at A' 6AV}[#28]] AA =AcAe A QA?0AT
05AuA?cgAZ] [ #23] ] A2 ATATsAYAZATASAZAfA¥Aa 2A?A AY3AE
2A° zAC[ [ #23] I WH( ADr [ [ #16] ] A A-ASXA™ AA...&A%0* At$P[ [ #20] ] AENAVBA,
' [[#25] ] A, 7TAEA=A<A+A?8Ac* AR Ace[ [ #8] ] { AMA AT [ #6] ] Aq] [ #31] ] AvA
84.111.38. 42 I srael 147.237.77.216|dover.idf .il A-A3 AUV ACAE#A'A! AZ7AVAA° Ar>) [ [ #27]]1 AZAT[ [ #15] ] Af B ock 1
W[ #17]]f A»AceACDA [[#15]]t! AxASo! Al AaMAEO[ [ #12] ] >A Acks , Az
AEASLAYX [ #26] | [ [ #21] ] AxAA [ #29] ] ?A€ [[#0]] Al vA?A:
| 1r[[#21] 1 [ [#22] ] Acew[ [ #15] ] A—EA¥2[ [#17] ] A A [[#4]]1 A-AtSA A A
[[#5]] [[#14]] [ [#22] ] Aces] [ #22] | UAG [[#28] | AAYAD)
Illegal Byte Code Character in Method [[#25]]; A™MAS[ [ #11] ] AtAYAUNAYAZA:
. . A?PA"_ A¥hA%A?A, Acel [ [ #1]][ [ #5] ] A-A«CACEAAE @e A? A%t At $[ [ #31] ] A
84.111. 38. 42 I srael 147.237.72. 156 |arman. i df . i | Ol AshoZACK>AUAS=t . [ [ #6]] A [ B([ [ #8] | AcAe- A) ASASAAEA- AS| [ #18] ] 2AY Bock |1
B6A-AEJ! Ao Av2A—aA- AEA A [ [ #30] ] ARESQALAE
79.182.229.204 |[israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . il /mai n/ sachar/undefi ned B ock 1
84.111. 38. 42 I srael 147.237.77. 216 |dover . i df .i | Mal f or med HTTP Header Line 3 B ock
84.111. 38. 42 I srael 147.237.77.216|dover.i df . il Abnornal |y Long Header Line request header nane B ock
Russi an . . Paraneter Type Molation & in
79.126.93. 230 Federation 147.237.77. 216 |dover . i df . i | ww i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
185. 22. 224. 96 LKJ?Ir:;éjom 147.237.77. 176 |nat pash. i df . i|  |Unauthorized UR. Access to wmn cogat.idf.il/sip_storagel/files/6/4616.jpg [B ock 1
46. 19. 85. 66 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
84.111.38. 42 I srael 147.237.77. 216 |dover. i df.il Mil tiple Ml formed HTTP Header Line from 84.111. 38. 42 B ock 1
84.111. 38. 42 I srael 147.237.72. 156 [anan. i df . i | Abnormal |y Long Header Line request header nane B ock 1
84.111. 38. 42 I srael 147.237.77.216|dover.idf .il Illegal Byte Gode Character in Header Val ue B ock 1
79.181. 217. 210 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter ct|00Sct | 00ScphMi nScphSachar $ctl 107 in None |1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
212.235.62.94 |Israel 147.237.0.34 |tikshuv.idf.il |Too Many 404: Response Code per Session B ock
66. 249. 66. 26 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx B ock 1
. . Mil tiple Uhtraceabl e SS. Sessions from84. 111. 38.42 (Protocol viol ation
84.111. 38. 42 I srael 147.237.72. 156 |anan. i df . i | ( SSL._CONN_APPLI CATI ON_DATA EXCHANGE)) None 1
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