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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
81. 218. 206. 82

|Target Address  |Site

|Signature |Device Action  |Count |
| srael 147.237. 72. 166 aka.idf.il ock_ Udp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack forward 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
78.193.2.8 147.237.0.35 |Fance akaws. i df . i | ET SCAN NVAP -sS w ndow 1024 1
217.132.7.21 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.125.86.131 |147.237.72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.76.34 [Lhited Sates |[yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
61 145. 0. 51 147 237 77 121 |hi na e vy i df. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

194.90. 26. 151  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
5.22.130. 98 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186. 147. 39 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 183. 187 |[147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
80. 179. 6. 127 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183. 1. 102 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176. 154. 204 |147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
78.193.2.8 147.237.0.19 |Fance nadi matal .idf.i|[ET SCAN NVAP -sS w ndow 1024 1
212.143. 45.209 |147.237.72.166 | srael aka idf.il portscan: TCP D stributed Portscan 1
62.219. 190. 242 |147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 73 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
149. 88. 233. 249 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.22.130. 79 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
89. 139. 186. 185 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
80.178.101.40 |[147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
79.182. 154. 136 [147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
8.37.225. 14 g”&;ymus 147. 237. 77. 216 |dover. i df . i | drop First packet ism't SWN drop 71
109. 64. 193. 167 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
80. 246. 130. 230 |Israel 147.237.76.34 |yohalan.idf.il |drop drop 20
37.26.146.151 |lsrael 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SYN drop 15
46. 19. 86. 121 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 14
46.19. 85.52 I srael 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
37.26.148.240 |[lsrael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i Ssi
109. 66. 6. 38 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dr opped.
46. 19. 86. 66 I srael 147.237.72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
138.134.192. 10 |l srael 147.237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
217.194.202.17 |lIsrael 147.237. 72. 166 |aka.i df .i 1 drop First packet isn't SW drop 7
46. 19. 85. 102 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Russi an . e Sreamng Engine: TGP Invalid Inval i d segnent retransnission.
130. 193. 37. 16 Feder ati on 147.237.0.34 |tikshuv.idf.il Ret r ansni ssi on Packet dr opped. drop 6
Sreamng Engine: TCP Invalid ' i ssi
46.19. 85. 35 I'srael 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
2.54.24.95 I'sr ael 147.237.77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
2.54.167. 109 I srael 147.237.77. 243 |mobil e.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
80. 246. 139. 224 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN - > SYN-ACK -> Ti neout alert 6
188. 140. 171. 178|Oman 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
46.19. 85. 52 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval id AGK nunber moni t or 6
Sreaming Engine: TCP Invalid i i ssi
109. 67.98.247 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66.249.79.10  |lwited Sates  |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
37.26.146.167 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
37.26.148.224 |Israel 147.237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
199. 203. 196. 237|I srael 147.237. 72. 167 |i shuri maka. i of . i [dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
37.26.146.200 |lsrael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.136 |kraine 147.237.77.74 |lawidf.il drop SAMrul e drop 4
82.102. 170. 194 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |4
109. 65. 129. 193 |l srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
91.200.12.136 |lkrai ne 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 4
94. 230. 86. 2 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102. 254. 71 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
91.200. 12. 143  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 4
46. 19. 86. 75 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreanming Engine: TGP Invalid i i sSi
2.52.149. 9 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TQP Invalid ' i ssi
80.178.168.21 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
176.13.21.222 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TQP Invalid ' i ssi
212.199.76.50 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i sSi
79.181.65.124 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.149.235 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
46. 19. 85. 218 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
80. 246. 139. 224 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop
Sreamng Engine: TP Invalid i i ssi
92.61. 233.8 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
62.90.10.132  [israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
185.32. 179. 219 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
79.183.216.39 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g o, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
109. 253. 143. 2011 sr ael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
95.175.35.73 | srael 147.237.77.74 |lawidf.il Mil tipl e Unhaut horized URL Access from 95. 175. 35. 73 B ock 86
176.13. 12. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76
2.54.167. 50 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 2.54. 167. 50 B ock 9
176.13.14.203 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
2.54.18. 145 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46.118. 155. 216 |Lkrai ne 147.237.77. 216 |dover.i df . i | Ml tipl e Wnaut horized URL Access from 46. 118. 155. 216 B ock 4
108.61.128.54 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 4
2.54.29. 169 | srael 147.237.77. 243 |nobi l e. i df . i | m;ﬂt g cl’rd'fz‘f? /t’;egpgrcyim S e/l st chi | ddocurent s/ 1361 Bock |4
176.13.21.178 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 198. 135|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.1.152 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.118. 155. 216 |Lkrai ne 147.237.77. 176 [mat pash. i df .i| |Miltiple Wauthorized URL Access from46. 118. 155, 216 Bl ock 3
46.19. 86. 76 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.222 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Mil ti pl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
2.52.148. 241 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.1.61 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.54.40. 15 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 2
2.54.57.196 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
109. 253.212. 91 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
85. 250. 197. 252 |[lIsrael 147.237.77.74 [lawidf.il Mitiple Illegal Byte Qode Character in URL from85. 250. 197. 252 B ock 2
27.159. 208. 122 |Chi na 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At tenpt B ock 2
95. 86. 115. 145  [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka. i df . il/main/ B ock 2
176.13.17.139 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.118. 155. 216 [Wkrai ne 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
85.65.177.246 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to wa atal .idf.il/xnirpc. php B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.149.245 |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/sip_storage/ fil es/ 8/ 1668. doc |B ock 1
207.46.13.142 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
68.180.229. 239 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waww aka.idf.il/main/giyus/ xx?x2x" Bl ock 1
2.54.167. 50 I 'srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/m B ock 1
141.212.122. 177 |nited Sates [147.237.77.19 |lawforumi df.il |Unauthorized URL Access to 147.237.77.19/ B ock 1
95.175.35.73  |Israel 147.237.0.34 |tikshuv.idf.il m”ttlhgr:;\/e‘? dfu}I fﬁﬁzf: e control o header pper Bl ock 1
46.118. 155. 216 |kraine 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock
85.65.177.246 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 85. 65. 177. 246 B ock 1
Unknown Par anet er
46. 19. 86. 22 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPt acehbl der $ct | 13%ct | 01$ct | 03%cbl Questi on$8 |None 1
3in aka.idf.il/nain/giyus/questionnaire. aspx
27.159. 208. 122 [Chi na 147.237.77. 176 |mat pash. i df . i |  |[Waut hori zed LRL Access to www cogat . i df.il/xnrpc. php Bl ock 1
79.177.61. 49 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman. idf.il/ B ock 1
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in ww aka.idf.il/nain/rabanut/general . aspx None 1
46.118. 155. 216 |lkrai ne 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww | aw i df.il/xnirpc. php B ock 1
85. 250. 197. 252 I srael 147.237.77.74 |lawi df.il llegal Byte Qode Character in LR /602-2265-hef pat zar . aspx B ock 1
Unknown Par anet er
84.109. 196. 140 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenM acetbl der $ct | 13%ct | 02%ct | 03t xt Fi el d in None 1
aka.idf.il/nain/giyus/questionnaire. aspx
46. 19. 85. 35 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
212.179.21.194 | srael 147.237.0.19 |nadimatal .idf.i Ed?r;ffaﬁ'%i \ml féég_nhg; m'zgxﬁ acettl der 1Stxt treet in B ock 1
68.180.230.57 |Uhited Sates [147.237.76.42 |refuah.idf. il mu:;otzé.zaiil L.Ji:ac_jf'.aiclcletS:mt)loat es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
5. 39. 222. 159 Netherlands [147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76.31/rom0 B ock 1
165.91.49. 198 |Uhited Sates [147.237.72. 156 |anan. i df.il O stributed Whaut hori zed URL Access on list.ips.gov.il/robots. txt B ock 1
85.65.177.246 |lsrael 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 1
Unknown Par anet er
46. 19. 86. 30 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $Logi nCont r ol $capt chascapt chaTe |None 1
xt in aka idf.il/main/giyus/default.aspx
37.26.147.177 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/main/giyus/ge...04 B ock 1
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