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02-09-2016-09:04:01 to 02-09-2016-10:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 120

81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3

8. 37.225. 14 Anonynous Proxy 147.237.77. 216 dover.idf.il F Dover Unhder Attack Con Htp drop 1

204. 42. 253. 130 Lhited Sates 147.237.76. 148 gogcenter.aka.idf.il |Bock Wdp All Nets drop 1
71.6.216.58 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 169 France 147. 237.72. 156 aman.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 160. 247. 247|147, 237. 77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
93.172.243.66 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 82. 79. 104 147.237.77. 235|Netherl ands ~ |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.129.45 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
59. 45.79. 117 147.237.8.28 |China e.nobi | e-ks. i df .il ET SCAN Potential SSH Scan 1
212.150. 140. 67 |[147.237.77.216 |l srael dover.idf.il portscan: TP Dstributed Portscan 1
46. 19. 85. 75 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
185.110. 132. 54 [147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
149.78.139.30 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 153. 170 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.228. 163. 159 |[147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
80.246. 136.52  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
218.108. 132. 58 |147.237.0.33 |China idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 79. 104 147.237.77. 226 [Netherlands ~ |www chamat z. aka. i df . i1 |[ET SCAN NVAP -sS wi ndow 1024 1
212.235.98. 139 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 166 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.143. 45,209 |147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
2.54.178. 251 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
171.13.252.189 |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Behavioral Lhusual l'y fast inbound Tel net Qonnect i ons, 1




02-09-2016-09:04:01 to 02-09-2016-10:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
192. 116. 218. 93 |l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i sSi
2.52.150. 22 I'sr ael 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segent retransmssion. drop 30
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.253 | srael 147.237.76.31 |nakchal .idf.il 9 =g Inval i d segnent retransmssi on. drop 27
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54. 61. 80 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
62. 0. 206. 1 | srael 147.237. 72. 156 |anan. i df .i | dr op Frst packet isn't SWN drop 18
37.26.149.192 |lIsrael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
77.125.142. 43 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 14
80.179.114. 3 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
2.54.157.206  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
37.26.146.212 |Israel 147.237.77. 233 |atal .idf.il dr op First packet isn't SWN drop 11
37.26.146.212 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
37.26.146.212 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Engine: TQP Invalid i i SSi
46. 19. 85. 59 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
37.26.146.212 |lsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 9
2.54.130.2 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54.130.2 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nuniber noni t or 7
2.54.130.2 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.130.2 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
176.13.12.190 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.54.27. 42 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 108 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.210.209.99 [ srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo |6
W ndow scal e
46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 6
62. 0. 200. 202 | srael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
185.32.179.26  |Israel 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
46.120. 156. 245 |l srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TQP Invalid i i SSi
212.199.76.50 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.92  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
80.179.47.190 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.156 |l srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 108 I srael 147.237. 77. 216 |dover.i df . i Bad TCP sequence Invalid ACK nunber alert 6
46.210.209.99 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
37.26.146.212 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
37.26.147.207 |israel 147.237.0.19 |mdimatal.idf.il|Bad TCP sequence noni t or 4
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46.19.86.3 | srael 147.237.72. 167 |ishurimaka.i of .i [Bad TCP sequence Inval i d ACK nunber noni t or 4
81.218.68.234 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 166 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.147.207 |lIsrael 147.237.0.19 [madimatal.idf.il[Bad TCP sequence alert 4
91.200.12.136 |kraine 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
Sreaning Engine: TCP Invalid i i ssi
31.168.156.92 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
62.90.143.192 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.110  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
188. 120. 148. 146/l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.147 |israel 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 154
80. 246. 136. 104 |l srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 106
37.26.147.194 [israel 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 103
2.52.150. 22 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 101
2.52.150. 22 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 97
37.26.147.207 [israel 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 95
2.54.190. 115 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 84
37.26.147.194 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 80
80. 246. 136. 104 || srael 147.237.0.19 |nadi matal .idf.il gg?z'ﬂylgg tlgj Sane Response Code (404) in Session from Bock  [35
37.26.147.231 |lIsrael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 33
2.52.24.190 I srael 147.237.0.19 |[nadimatal .idf.il |DOstributed Suspicious Response Code B ock 29
185.32.179.98 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 14
2.52.61.26 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 13
46.19. 86. 76 I srael 147.237.0.19 |[nadimatal .idf.il |DOstributed Suspicious Response Code B ock 12
80. 246. 139. 247 |lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 11
185.32.179.26 |Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock
2.54.54. 130 I srael 147.237.0.19 |[nadimatal .idf.il |DOstributed Suspicious Response Code B ock
80. 246. 140. 95 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
2.54.128.248  |Israel 147.237.77. 243 |nobi | e. i df . i | et eh ?r(;fz‘f? } g;eggrcﬁsem e/ i st chi | ddocunent &/ 1071 Bock |6
46.19. 86. 192 I srael 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46. 19. 86. 120 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
176.13. 12. 46 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.19. 85. 125 I srael 147.237.0.19 |[nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
81.218. 175. 224 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Wauthorized URL Access from 81.218. 175. 224 B ock 3
37.26.149. 144 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
128.194. 131. 235|thited Sates [147.237.72.166|aka. i df .i | Dstributed NLL Character in Mt hod B ock 2
188. 143. 232. 41 :Zg::t”i o 147.237.77. 176 |nat pash. i df . i | \?ﬂ;&rcio%:ﬁ ?ﬂ‘%%&_g?fgggt at;;;r:( og‘ar ter fronate B ock 2
169.253.194.1 |Wited Sates |147.237.77.176|nat pash. i df . i | thaut hori zed LR Access to . Bock |2
W cogat . i df . il /sip _storage/fil es/ 6/4466. ) pg
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il muzzs;' e e e/ navy. aspx. aspx Bock |2
2.54.181.9 I srael 147.237.0.19 |[nadimatal .idf.il |DOstributed Suspicious Response Code B ock
95. 86. 90. 51 I srael 147.237.72. 166 |aka. i df . i | Mal formed URL A-4' Qux¢Asj Bl ock
Unknown Par anet er
89. 139. 0. 247 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chbl Quest i o [None 1
n$42 in aka.idf.il/nain/giyus/ questionnai re. aspx
212.179.21.194 | srael 147.237.0.19 |nadimatal .idf.il ?a;“rtnh;r;]zl?ﬂf fﬁ, gﬁ;e;ds/;jle pdat enakat Geunt 1y, asp Bock |1
Ostributed Paraneter Type Mol ation on
176.13.15.183 |Israel 147.237.76.42 |refuah.idf.il ww ref ua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 1
ct | 00$Cont ent P aceHol der 1$t xt Last Nane
80. 246. 136. 104 [lIsrael 147.237.0.19 |[nadimatal .idf.il |Too Many 404: Response Code per Session B ock 1
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter gt; in ww aka.idf.il/main/rabanut/general .aspx [None 1
2.54.27.42 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/mai n/sachar/ about . aspx B ock 1
95. 86. 90. 51 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unknown HTTP Request Method from 95. 86. 90. 51 Bl ock 1
46. 19. 85. 166 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
95. 86. 90. 51 I srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1
81.218. 175. 224 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/ _vti_bin/owssvr.d | B ock 1
Russi an ) ) Paraneter Type Mol ation _ _ '
188. 143. 232. 35 Federat i on 147.237.77. 216 |dover.idf.il ctl OQ$O)r_1t ent Pl acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
wan i df . i | /1283- en/ dover . aspx
77.126. 8. 50 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/gius B ock 1
2.54.130. 79 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
95. 86. 90. 51 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Abnormal |y Long Request from 95.86. 90. 51 Bl ock 1
46.120.106. 173 |Israel 147.237.72. 166 |aka. i df . i | Mu;vz“atkgof theldl /'”r:j ';j’gagf:ﬁ;e?;ul (. asp B ock 1
46.19. 85. 35 I 'srael 147.237.77.216|dover . i df . i Mal formed LR Bl ock 1
216.218.206. 68 |Lnited Sates [147.237.76.39 Irmbl le. neitav. idf.i Unaut hor i zed URL Access to 147.237.76. 39/ B ock 1
95. 86. 90. 51 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
5. 39. 222. 159 Net her | ands 147.237.72.167]i shuri maka. i df . i | |Unaut horized URL Access to 147.237.72.167/rom0 B ock 1
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