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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address
71.6.216.55

Lhited Sates

Target Address
147.237. 76. 196

e.sviva.idf.il

Signature

Device Action

Count

B ock Np Al _Net drop 1
185. 130. 5. 201 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 201 147.237.76. 44 e.refuah.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
66. 249. 66. 33 147.237.76.42 |lhited Sates |[refuah.idf.il [ET SCAN NVAP -sA (2) 2
59. 10.37. 98 147 237 76. 42 |FOT€ Republic | o o ET SIJAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
209.126. 116. 147|147.237.8.24 |Wited Sates |elifestyle.id|ET SCAN NVAP -sS wi ndow 1024 1
188. 120. 154. 240|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
107.218.93.76  [147.237.77. 179 |Wited Sates enazi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
79.176.220. 132 |147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.0.35 |Lhited Sates akaws.idf.il |ET SCAN NVAP -sS w ndow 1024 1
189, 39. 133, 148|147 237 77. 61 |mrazi| . coget. i i1 ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237.76. 30 |Turkey himussh.idf.il |ET SCAN NVAP -sS w ndow 4096 1
84.0.5.81 147.237.76.30 [Hungary hinush.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
69.31.51.245  [147.237.77.216 g”&;ymus dover.idf.il |portscan: TGP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il  |drop SAMrul e drop 36
2.52.9.63 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 36
82.145. 219. 140 |Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 25
46. 19. 85. 231 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval id ACK nunber noni t or 21
2.52.9.63 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 12
2.52.9.63 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |12
r in ine: TCP Invali i i Ssi
2.54.18. 145 I srael 147. 237.77. 243 |noti 1 e i 11 | €AM NG Engi ne: TCP alid invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dropped.
2.52.9.63 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 12
158.169. 150. 5  |Bel gi um 147.237.77. 176 |matpash.i df .il [dr op Frst packet isn't SN drop 12
46.19. 85. 97 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 11
46. 19. 85. 97 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor (11
46.19. 85. 175 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I nval i d ACK nunber noni t or 11
2.54.128.122 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
185.32.179.62 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 8
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 177 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |7
212.179.46.16 |lsrael 147.237.76. 197 |e. hinush.i of . i ] SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 252 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I nval i d ACK nunber noni t or 7
Sreaning Engine: TCP Invalid i i ssi
77.125.3.122  |israel 147. 237.72. 166 |aka. i f . i1 9 =g Inval id segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
81.218. 166. 135 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176. 154. 204 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
109. 253. 133. 83 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.127.101. 159 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 250 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
r in ine: TCP Invali i i Ssi
46. 19. 85. 38 I'srael 147.237.77. 243 ot e i op 1 |2 €M NG Engi ne: TCP Invalid invalid segnent retransmission. | op 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
46.19. 86. 88 I srael 147.237. 77. 243 |robi | e. i df . i | g =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
188. 143. 232. 43 |Russi an Federation 147.237.77.74 |lawidf.il dr op SAMrul e drop 6
Sreaning Engine: TGP Invalid i i ssi
46.19.86.134  |israel 147.237.72. 166 |aka. i f .1 g =g Inval id segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
212.179.21.194 |israel 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop
158.169. 150. 8  |Bel gi um 147.237.77. 176 |natpash.i df il [dr op First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
66.249.78.170 |Wnited Sates 147. 237.76. 200 |ei tan. aka. i f . g =g Invalid segnent retransmssion. |y 4
Ret ransm ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor |4
84.108.87.234 |lsrael 147.237.76.30 |himsh.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor (4
109. 253. 156. 237 || sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
217.132.38.25 |Israel 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i sSi
46.19.86.241  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 178. 222. 207 |israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
31.210.187. 222 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64.54. 233 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
176.13. 2. 12 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.182.106 | srael 147. 237.72. 166 |aka. i f .11 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
176.13.4.232  |Israel 147. 237. 72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
213. 6. 47. 82 Pal estini an Territory. |17 537.77. 176 |nat pash.idf. il |dr op First packet isn't SWN drop 3
Qccupi ed
Sreaning Engine: TGP Invalid i i sSi
89.145.95.42  |wnited K ngdom 147.237.72. 166 |aka.i df .1 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.58. 63 I srael 147. 237.72. 166 |aka. i f .11 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
80.179.18.28  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 147. 55 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
77.125. 146. 235 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
5.102.242.164 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.59. 248 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 43
185.32.179.98 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 26
109. 253.132. 91 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 15
5.29. 236. 142 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
2.54.18. 145 I srael 147. 237.77. 243 |nobi | e. i df . i | nl'ggult : ?rd'fsz , tgeggrcﬁzm;esu <t ohi | ddocunent </ 1362 Bock |4
46. 19. 86. 88 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock
2.54.36.162 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
165.91.48.186 |Lhited Sates |147.237.72.166|aka.idf.il Dstributed NLLL Character in Mt hod B ock
46.121.17.29  |israel 147.237.77. 216 |dover . i df . i | m“f gfo'ri' Iz/etdenl:)ttif;ii; te‘;/ Lser cont 1ol 8/ pr oot onoubel Bock |2

Il1egal HITP \ersion the green fields outside. Vétch the goats chew ng

the grass. Wat is the neaning of life? Life isn't about getting to the
84.0.5. 81 Hungary 147.237.76.30 |hinush.idf.il end. Goats know this. You shoul d knowtoo. Goats are wse. Goats are |B ock 1

cute. Listen to themt This is the nessage. Love goats, |ove the Internet!

dY?? Kecske. HITP/ 1.0
68.180. 228. 112 |[lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
66.249.64.235 [Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1116- he/ dover . aspx B ock 1
95.175.35.73  |Israel 147.237.76.86 |navy.idf.il m“;;?;_'iz di‘_j if?;h;"gjfjsérocomml o header Upper Bock |1
5.39.222. 159 Netherlands [147.237.77.234|hal ag.idf.i | Unaut hori zed URL Access to 147.237.77.234/rom0 B ock 1
80.178. 212. 121 |Israel 147.237.72. 166 |aka. i df . i | m”:kmgiﬁ'_?ﬁ;;' mczgfﬁiit;angfngsgfcphsaCha'$Ct' rin None |1
207.232.27.5  |israel 147.237.72. 166 |aka. i df . i | atfg:':%fml |P/ar:;r;/etszcrh aﬁ\fwﬁf\;ﬁwm in None |1
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er pop in ww aka. i df.il/main/ hone/ None 1
46.19. 85. 105 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
128.194. 131. 235|lhited Sates |147.237.72.166|aka.idf .il NULL Character in Mt hod B ock 1
84.0.5. 81 Hungary 147.237.76.30 |hinush.idf.il Mal formed URL towards B ock 1
68.180.230. 167 [lnited Sates |147.237.76.31 |nakchal .idf.il Paraneter Type Mol ati on PageNumin nakhal .idf.il/1073-he/ nakhal . aspx |B ock 1
66.249.66.90 I srael 147.237.76.86 |navy.idf.il mu:lzxiizd?iﬁhgrcgs/sjs;:’wmml of header upper Bock |1
108. 30. 243. 175 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for wwu aka. i df . i |/ nai n/ har edi mi B ock
23.254.243.17 |thited Sates |147.237.77.176 |nat pash. i df . il D stributed Suspici ous Response Code Bl ock
82.80.196.44 |israel 147.237.72. 166 |aka. i df . i | :E;?Zf‘“fqi IF;anrm‘f’“rTf;:crh aﬁgﬂ&ﬁﬁﬁma_ia@m None |1
208.115.113.89 [lnited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . il/giyus/index/ B ock
66.249.79. 105 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock
132.66.30. 221 I srael 147.237.76.42 |refuah. idf .il Paraneter Type M ol at! fglg_tr']g’r?gﬁ”;;;xacem' deritxtlasthame in g og |1
91. 228. 248. 251 |l srael 147.237.77. 226 \é\:IW\iI'ICharmt z. aka.i Mil ti pl e Unauthorized URL Access from 91. 228. 248. 251 B ock 1
74.82.47.3 Lhited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
188.143.232.35 [0 % 147.237.77.176|nat pash. i df . i | mmﬂgzt e i\':/(’ggtli_g;/fcro%'?t:sés Bock |1
66.249. 66. 131 | srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g?lri?éejy?p g:tc;s%;/?i | s/ 5 3365, pa Bock |1
23.254.243.17 |lnited Sates [147.237.77.216|dover.idf.il Dstributed Suspicious Response Code B ock 1

Unknown Par anet er
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1

waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
208. 115.113. 89 [Lhited Sates |147.237.76.31 |nakchal .idf.il :;;L]’;Jhﬂr éfzﬁdl /ﬁnsﬁ‘;‘fizrte‘/’ doo. mr/ doc. nur . asp Bock |1
66.249.79.127 |[israel 147.237.77.74 [lawidf.il Mitiple Illegal Paraneter Encoding from66.249.79. 127 None
46.116. 117. 112 |[Israel 147.237.77. 216 |dover. i df . il SSL Uhtraceabl e Connection - (pen Mde None
157. 55. 39. 75 Lhited Sates |147.237.72.156 |anan. i df.i | Uhaut hori zed LRL Access to list.ips.gov.il/modiin/ defaul t.aspx B ock 1
91.228.248. 251 |Israel 147. 237. 77. 226 mlchamt z. aka.i m“é:a?;tzzlegkﬁdﬁﬁssispt_;’wage”i les/d Bock |1
79.180.24.251 |lIsrael 147.237.76.31 |nakchal .idf.il PHP Att enpt B ock 1
199. 115.117.88 |lLhited Sates |147.237.0. 17 r?;cy_iliOSher -kravi Uhaut hori zed URL Access to 147.237.0. 17/ admn/i 18n/ r eadne. t xt Bl ock 1
66.249.79.10 | srael 147. 237.72. 166 |aka. i df . i | mngk": i?r.?ﬁtn: nfsz;:tf ;'/Oc(imr: act s, asp None |1
128.194. 131. 235|United Sates [147.237.72. 156 [anan. i df . il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
23.254.243.17 |lWnited Sates [147.237.77.233|atal .idf.il Suspi ci ous Response Code Bl ock 1
84.0.5.81 Hungary 147.237.76.30 |hi nush.idf.il Abnornal |y Long Request request version Bl ock 1
66.249.79.218 |Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on 147. 237.72. 166/ robot s. t xt B ock 1
213.8.163.154 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css Bl ock 1
165.91.48.186 |Uited Sates |147.237.72.156|anman.idf.il D stributed Uhaut hori zed URL Access on list.ips.gov.il/robots. txt B ock 1
94.230.93.204 [Israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f [B ock 1
5. 39. 222. 159 Netherlands |147.237.72.156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ rom 0 B ock 1
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