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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Signature Device Action |Count
185. 75. 56. 139 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 3
118. 98. 43. 124 | ndonesi a 147.237.77. 243 nobi | e.idf.il Frk_Under _Attack_Con_Tcp dr op 2
185. 130. 5. 224 147.237.76. 197 e hinush.idf.il B ock Wp Al Nets drop 1




02-09-2016-07:04:06 to 02-09-2016-08:04:06

|Top Attackers In IPS|

Attacker Address |Attacker (}Juntry|Target Address |Site |Sgnature
77.127.253.212 |lsrael 147.237.77. 216 |dover . i df . i|C017: HTTP: Malicous User Agent FOCA B ock 3
172.246.104. 194 |Lhited Sates 147.237.77.216 |dover. i df . i|16798: HITP. Q\U Bash HITP Header Renote Code Execution Wul nerability |B ock 1
172. 246. 104. 194 |Lhited Sates 147.237.77. 216 |dover . i df . i|0543: HTTP. php.cgi Access Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
198. 20. 69. 74 147.237.76. 176 Lited Sates test.ncore.idf.il ET DRCP Dshiel d B ock Listed Source 1
183. 60. 48. 25 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
118. 98. 43. 124 147.237.0. 15 | ndonesi a kosher-kravi .i df .i ET SCAN Potential VNC Scan 5900- 5920 1
84.0.5.81 147.237.76. 31 Hungary nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 79. 10 147.237.72. 166 Wited Sates akaidf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 31 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.204. 101. 24 147.237.76. 86 Lebanon navy. i df .il ET SCAN NVAP -sA (2) 1
118. 98. 43. 124 147.237.0. 33 | ndonesi a idf.il ET SCAN Potential VNC Scan 5900- 5920 1
107. 182. 27. 248 147. 237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
82. 81. 160. 245 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 61 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
R SWNretransnit wth different .
80. 246. 130. 254 |l srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence wi ndow scal & noni t or 24
77.127.253.212 [israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SN retransnit wih different monitor |15
W ndow scal e
109. 253. 133. 11 |l srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 13
109. 253. 133. 11 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 12
reamn ine: TCP Invali i i Ssi
79.180. 1. 37 I srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
Russi an e SYNWACK retransmit with different .
188. 143. 232. 43 rat i on 147.237.77. 216 |dover.idf.il [Bad TCP sequence wi ndow scal noni t or 9
46. 19. 86. 138 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaming Engine: TP Invalid i i ssi
109.65.36.37  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
Russi an . )
188. 143. 232. 43 ration 147.237.77.74 |lawidf.il drop SAMrul e drop 9
79.178.189.67 |lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.244  |israel 147.237.77. 216 |dover.idf.il |Bad TOP sequence SIACK retransmt wth different | oo |
W ndow scal e
Sreamng Engine: TCP Invalid ' i ssi
109. 253. 136. 1741 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 65. 129. 222 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
2.54.175. 90 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 66 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
31.154.233.194 |lsrael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
66.102.9. 76 Lhited Sates 147.237.77. 176 |matpash.idf .il |dr op Frst packet isn't SN drop 5
46. 19. 85. 31 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
31.154. 234. 206 |l srael 147.237.72. 156 |anan. i df .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
46.19. 85. 31 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46.121.120. 195 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 4
. . SYNFAK retransmit with different .
31. 154. 234. 206 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i sSi
157.55.12.66  |Wited Sates  |147.237.76. 200 |eitan aka.idf . i 9 =g Invalid segent retransmssion. drop 4
Ret ransnmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
Sreamng Engine: TCP Invalid i i ssi
2.52.151.102  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
77.125.114. 235 |Israel 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.253.218.5 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.179. 148. 199 |Israel 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.22.146 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19. 86. 50 I srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.81.43.72 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19. 85. 97 I srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.188 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 253. 223. 47 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
199.203.215.1 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
2.54.156. 92 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 182 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i sSi
176.13.11.192 |Israel 147.237.77. 243 |nobile. i of . | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.149.226 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Russi an L Sreamng Engine: TGP Invalid Inval i d segnent retransnission.
5. 255. 253. 38 et ot i on 147. 237. 72. 166 |aka.i df .i | Ret 1 ansm Ssi on Packet dr opped. drop 3
46. 19. 86. 24 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.182.97.90  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
46.19.86.210  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.222  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
80.179.33.186 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
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Sreanming Engine: TGP Invalid i i ssi

176.13.22. 143 |israel 147. 237. 72. 166 9 =g nvalid segnent retransmssi on. drop
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i SSi

79.177.17.228  |israel 147. 237. 72. 166 9 =g nval i d segnent retransmssi on. drop
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi

193. 104. 117. 230|I srael 147.237.72. 166 9 =g Invalid segent retransmssion. drop

Ret r ansm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
Russi an . . Dstributed Parameter Type Mol ation on wa i df.il/1283-en/ dover. aspx
188. 143. 232. 43 Feder ati on 147.237.77. 216 [dover . i df . i | par anet er ct1 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker Bl ock 82
5.22.131.3 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
Russi an Paraneter Type Mol ation
188. 143. 232. 43 ) 147.237.77.216|dover. i df .i | ct1 00$Cont ent P acetbl der 15ucAr ti cl eLobbyont rol $dat epi cker in B ock 5
Federation . )
wa i df . i1 /1393- en/ dover . aspx
219.94.128. 197 |Japan 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 219. 94. 128. 197 B ock
176. 13. 1. 100 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
176. 13. 23. 18 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | v cogat i df i 1/si p,_storagelfi | es/ O/ si 7e220x0/ 3410, j pg. Sr ¢ Bl ock 3
188. 143. 232. 43 RJSf;:I”i on 147.237.77.233|atal .idf .il Mil ti pl e Unaut hori zed URL Access from 188. 143. 232, 43 B ock 2
37.26.149.143 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
172. 246. 104. 194|Wnited Sates [147.237.77.216|dover.idf.i | Mil tipl e Uhauthorized URL Access from 172.246. 104. 194 B ock
Russi an . . Distributed Paraneter Type Mol ation on vwwu i df.il/1283-en/ dover . aspx
188.143. 232. 11 Federation 147.237.77. 216 [dover . i df . i | par anet er ctl 00$Cont ent Pl aceHbl der 1$ucArti cl eLobbyCont r ol $dat epi cker Bl ock 2
. . Unhknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct109 in
207.232.27.5 I srael 147.237.72.166|aka. i df . i | wiw aka. i df . i | / nai 1/ sachar/ pays! i ps. aspx None 1
. - Il11egal Paraneter Encodi ng searchText in
66.249.79.127 |Israel 147.237.77.74 (lawidf.il vow | aw i df i 1/ 275- hel pat zar . asp None 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54.63.93 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
80. 246. 130. 254 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout dev. css  |B ock 1
66. 249. 64. 240 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robots. txt B ock 1
212.199. 154. 194|l srael 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 212. 199. 154. 194 B ock 1
176.13.22.143  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
68.180.228.175 |[lLhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9004- he/ r ef uah. aspx  |B ock 1
Unknown Par arret er
82.80.198.164 |[lIsrael 147.237.72.166|aka. i df . i | ct | 00%ct | 00$cphvai n$cphSachar $enpl oynment S at usDay i n None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
66.249. 66. 131 |l srael 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to 147.237.0.34/robots. t xt B ock
212.199. 154. 194l srael 147.237.77.216|dover. i df . il Uhaut hori zed UR. Access to wan i df.il/inages/ 1. he/ sear chback. png B ock
Unknown Par arret er
2.52.165. 161 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekHol der $ct | 13$ct | 01$ct | 03%chl Questi on$ |None 1
82 in aka.idf.il/main/giyus/questionnaire. aspx
] - . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates |147.237.77.176 @t pash. i df . i v cogat . i df . i 1/ 2113- he/ cogat . aspx B ock 1
219. 94. 128. 197 [Japan 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
188. 143. 232. 43 F“Sf;;”i on 147.237.77.233|atal .i df . i | Unaut hori zed LRL Access to vww atal .idf.il/926-he/ B ock 1
66.249. 66. 136 |lIsrael 147.237.0.34 |tikshuv.idf.il [Uauthorized UR. Access to 147.237.0.34/sip storage/files/5/1555.jpg |B ock 1
Unknown Par arret er
2.52.165. 161 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02%ct | 03t xtField in None 1
aka.idf.il/nai n/giyus/ questionnai re. aspx
77.127.253.212 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
46. 19. 86. 210 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka.idf.il/main/g Bl ock 1
199. 203. 89. 142 |l srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
172. 246. 104. 194|Uhited Sates |147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df . i/ cgi-bin/php B ock 1
66.249. 66.141 |lIsrael 147.237.0.34 |tikshuv.idf.il [Uauthorized UR. Access to 147.237.0.34/sip storage/files/1/1541.jpg |B ock 1
- - Mil tiple Uhtraceabl e SSL Sessi ons from 217.194. 198. 104 (Prot ocol
217.194. 198. 104l srael 147.237.72. 166 |aka. i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
2.54.55. 215 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawnidf.il/error.htm B ock 1
80. 246. 130. 254 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 80. 246. 130. 254 B ock 1
66.102. 9. 101 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
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