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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
69. 22. 187. 155 Anonynous Pr oxy 147.237.77. 216 dover.idf.il SYN H ood out of context drop 33

185. 130. 5. 224 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Udp Al _Nets dr op 1

159. 122. 252. 41 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1

185.94. 111. 1 147. 237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

188. 165. 15. 235 France 147. 237.72. 166 aka.idf.il 228: HITP. AwrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
77.127.174.110 |147.237.72. 166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
223.4.174.30 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.174. 30 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
209.126. 116. 147(147.237.8.45 |Wnited Sates |e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
114. 25. 210. 167 |147.237.8.28 |Taiwan e.mobi | e-ks. i df .il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
109. 235. 254. 181|147.237.0.19  [Turkey madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
80. 82. 79. 104 147.237.76. 200 |Netherl ands  [eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 |147.237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
45.79. 165. 62 147.237.77. 170 naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
223.4.174.30 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.174.30 147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 235. 254. 181|147.237.0. 19  [Turkey nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 235. 254. 181|147.237.0. 19  [Turkey nadi matal .idf.il ET SCAN NVAP -f -sS 1
61.182.170.38 [147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
223.4.174.30 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
69. 22. 187. 155 g”&;ymus 147.237.77. 216 |dover.idf.il |drop Frst packet ism't SWN drop 15
69. 22. 187. 155 é{”&;‘/ym“s 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
69. 31. 51. 128 g”;(;‘lym“s 147.237.77. 216 |dover.idf.il |drop Frst packet ism't SWN drop 11
185.33.168. 254 [lhited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
Sreaning Engine: TCP Invalid i i ssi
46.19.86.234  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
185.33.168. 254 [lnited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout aert
46. 19. 85. 66 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 89 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or
185.33.168. 254 |Uhited Sates |147.237.77.216|dover.icf.il |Bad TCP sequence SINHAK retransmt with different oo |7
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.250 |United Sates  |147.237.77. 234 |hal ag.i of .11 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109.66.53.74  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178.137. 224 |israel 147. 237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.139 |lnited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 89 I sr ael 147.237.76. 42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
69. 115. 134. 233 |nited Sates |147.237.77.216|dover.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 5
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 5
2.52.151. 148 I sr ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
185.33.168. 254 |[lnited Sates [147.237.77.216|dover.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
69. 22. 187. 155 g”;(’;ymus 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout al ert 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 24 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.182. 205. 217 |Israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 87 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.233. 128 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
69. 22. 187. 155 g”&;ymus 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Invalid ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
84.228.130. 104 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.178. 140 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
5.102.195.149 |[lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
2.52.151. 114 I sr ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
37.26.146.153 | srael 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 145. 25 | srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dr opped.
; . . SYWNretransmt wth different .
128.194. 131. 235|lhited Sates 147.237.72. 156 |aman.idf .il Bad TCP sequence Vi ndow scal e noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.178.147.95 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.162 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
185.33.168. 254 [lnited Sates [147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST aert 3
Sreaning Engine: TCP Invalid i i ssi
2.54.52. 67 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
128.194. 131. 235|Uhited Sates  [147.237.72. 166 |aka.idf .i Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 2
46. 19. 86. 89 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
2.52.150. 159 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
2.52.151. 146 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d sequence nuniber noni t or 2
62.210.181.15 |France 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
2.52.150. 159 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 2
Sreaning Engine: TCP Invalid i i Ssi
66.249.79.10  |Wited Sates [147.237.72. 166|aka idf.il g =g Invalid segnent retransmssion. drop 2
Ret r ansm ssi on Packet dropped.
46. 19. 86. 89 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2
176.12. 135. 141 | srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.52. 151. 146 I sr ael 147.237.77. 216 |[dover.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 2
46.19. 85. 251 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.23.133 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 19
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock
79.180.51.128 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
176.13.20.229 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock
85.64.185.185 |l srael 147.237.72. 156 |aman. i df . i | m“;rrgg' iZSf_ :‘ﬁcgﬁgsf:/ ;gr of doc. gt undef | ped Bl ock 2
176.13.23.133 |[Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
37.187.56.47  |France 147.237.77. 216 |dover . i df . i | m“f gfo.ril|2/etdenl§;\t2§/c:§; ;;’/ ser cont rol f header Upper Bl ock 1
50. 62. 208. 82 Uited Sates |[147.237.76.200|eitan. aka.idf.il Uhaut hori zed LRL Access to eitan. aka.idf.il/ol d/ wp-admn/ B ock 1
188. 14323211 [0 & 147. 237.77. 176 |nat pash. i df . i | ;Twa?:gzrt e i\':;’gglli_zr;/fcro‘;';?l:s;; Hock |1
17.138.55.107 |Uwited Sates [147.237.77.74 |lawidf.il Ml tipl e Unaut hori zed URL Access from 17.138. 55. 107 B ock 1
162.243.175.77 |Whited Sates |147.237.77.216 |dover.idf.il m”fgf?riilzlel‘;gﬁ n/Acv;;Vsis df“’l endl i sh Bl ock 1
69.194.230.99 |[Lhited Sates [147.237.76.200(ei tan. aka.idf.il Unaut hori zed URL Access to eitan. aka.idf.il/wo/ wp-adnin/ B ock 1
45.79. 165. 62 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to / B ock 1
109. 66. 53. 74 | srael 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/giuys B ock 1
Russi an ) ) Paraneter Type Mol ation ' _ _
188.143. 232. 11 Federat i on 147.237.77.216|dover . i df . i | ctl OQ$O)nt ent Pl acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 1
ww i df . i 1/1283-en/ dover . aspx
37.142.64. 36 I srael 147.237.77. 234 |hal ag. i df . il PHP Attenpt Bl ock 1
165.91.48. 154 |lhited Sates [147.237.72.156|aman. i df.i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots.txt |B ock 1
79. 176. 43. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
46. 19. 85. 66 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
128.194. 131. 235|Uhited Sates [147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
66.249.79.10  |israel 147. 237.72. 166 |aka. i df . i | mngkm; infrinle/tr?;i r?/a:;gariur; f general . s None 1
212.227. 114. 172|Ger many 147.237.76.200(ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/wordpress/wp-admin/ [B ock 1
37.142. 64. 36 I srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to wa | ogistics.atal.idf.il/xmrpc.php  |B ock 1
165.91.48. 154 |lhited Sates [147.237.72.166|aka. i df .il Mil ti pl e NILL Character in Method from 165. 91. 48. 154 B ock 1
46. 19. 85. 66 I srael 147.237.76.42 |refuah.idf.il Mal for med URL B ock 1
185.29.24.7 G eece 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to eitan. aka.idf.il/test/wp-admn/ B ock 1
138.134.192.10 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed UR. Access to vwwuidf.il/mil net Bl ock 1
66.249.79. 167 I srael 147.237.72. 166 |aka. i df . i | %ﬂgﬁﬁ%ﬁpfﬂ“g - Protocol vidlation None 1
216. 218.206. 67 |Wited Sates [147.237.0.17 g]fnlyl kosher-kravi i |, thori zed URL Access to 147.237.0.17/ B ock 1
37.187.56. 47 France 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 37.187.56. 47 B ock 1
165.91.48.154 [thited Sates [147.237.72. 166 |aka. i df.il NLLL Character in Method Bl ock 1
82.118.17.88 Wrai ne 147.237.76.200|ei tan. aka.i df . il Uhaut hori zed URL Access to eitan. aka.idf.il/bl og/ wp-adnin/ B ock 1
46.19.85.66 |Isreel 147.237.76.42 |refuah.idf.il thienovn HTTP Request Nethod Tonl d=zdw 3gehcy] vIRSSVIAC222M ook |1
185. 32.179. 169 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
157.55.39.192 |thited Sates |147.237.0. 16 Inf/ kosher-kravi . idf. |, 1orized URL Access to v ny- kosher -kravi . i df i/ B ock 1
66.249.79.229 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
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