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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

Count
159. 122. 252. 41 Net her | ands 147.237.76. 201 eatal.idf.il B ock Np Al _Net drop 1

142.54. 169. 165 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . i | bl ock-sp-traf 1 dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

123. 26. 251. 210 Mi et nam 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1




02-09-2016-05:04:05 to 02-09-2016-06:04:05

|Top Attackers In |D|

At t acker .
Attacker Address |Target Address ount ry Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. o SERVER- APACHE Apache mod_ssl non- SSL connection to SSL
54.67.38. 74 147.237.76.42 |thited Sates [refuah.idf.il . i - 1
port denial of service attenpt
46. 45. 137. 67 147.237.8.28 [Turkey e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 |147.237.76. 44 |China e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114.112.90.54 |147.237.76.31 |China nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
112.168. 26. 199 |147. 237. 76. 38 g?rea, Repulic | o neitav.ich. i1 ET SCAN Potential SSH Scan 1
112. 168. 26. 199 |147. 237. 76. 30 Okfrea' RepUb i C | e i ET SOAN Potential SSH Scan 1
104. 197. 96. 221 |147.237.77.233|thited Sates [atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
, o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL
54.67.38.74 147.237.77. 235 |Lhited S ates sviva.idf.il . . - 1
port denial of service attenpt
, . |SERVER APACHE Apache mod _ssl non- SSL connection to SSL
54.67.38.74 147.237.0.17 |Lhited Sates |mny-kosher-kravi.idf.il . . - 1
port denial of service attenpt
209. 126. 116. 147|147. 237. 76.38 |lLnited Sates |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
138.201.0.171 |147.237. 77. 226 |Ger many wwwy chanat z. aka. idf . il [ET SCAN NVAP -sS w ndow 4096 1
114.112.90.54 |147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
112. 168. 26. 199 |147. 237. 76. 197 Okfrea RepUBI i C 1o i rush, i i ET SCAN Potential SSH Scan 1
112.168.26. 199 |147.237. 76. 31 okfrea’ Republ i C | vchal id. il ET SCAN Potential SSH Scan 1
112. 168. 26. 199 |147.237.0. 16 Okfrea Republic | | osher-kravi.idf.il  |ET SCAN Potential SSH Scan
80. 82. 79. 104 147.237.0.200 |Net herl ands mdu.idf il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10
Sreamng Engine: TCP Invalid i i ssi
87.68.245.161 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
109. 253. 141. 60 |I srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
109.67.39.182 |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
37.26.148.132 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
128.194. 131. 235|Wited Sates 147, 237. 72. 156 |anan. i . il Bad TCP sequence SiNretransmt with different oo |3
w ndow scal e
Sreaning Engine: TQP Invalid i i Ssi
79.179.135.60 | srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
100.64.4.47  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
128.194. 131. 235|Wnited Sates  [147. 237.72. 166 [aka. i of .i | Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid i i ssi
79.183.197. 181 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
54,244.22.103 |Wnited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 2
198.1.101.123 |Whited Sates [147.237.77. 176 [nat pash. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
182.70.73.31 India 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
24.87.20.91 Canada 147.237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
) . . SYNtACK retransmt wth .
182.70. 73. 31 I ndi a 147. 237.77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e mnitor |2
216.218.206.75 |lhited Sates [147.237.8.46 |e.chinuch.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.32 Lhited Sates |147.237.0.17 ?]I"Iy kosher-kravi-id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 123|United Sates |147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 25 I'srael 147.237.77. 226 [ "™ chanatz.aka.idf-1 a4 TCP sequence Inval i d ACK nunber moni tor |1
141.212.121. 47 |wited Sates [147.237.8.50 e tikshuv.idf.il Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
37.26.147.145 |lIsrael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |Wited Sates [147.237.76. 202 |e. hal ag. i df . Geo- | ocati on enf or cenent i?;'rggzsmon I nbound drop 1
198.1.101.123 [thited Sates [147.237.77.74 [lawidf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor |1
184.105.139. 67 |lhited Sates [147.237.77.216 |dover.idf.il drop SAMrule drop 1
45. 63. 97. 227 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
141.212.121.43 |Uhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 104|Wnited Sates |147.237. 77. 178 |e. nat pash. i df . i Geo-1 ocation enf or cenent gﬁ;’;zgi'nfn  nbound drop 1
74.82.47.34 Lhited Sates |147.237.76.39 |mobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 216|Wnited Sates  [147.237. 77. 212 |e. dover. i of .i Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
s . Geo- | ocati on i nbound
46. 45. 137. 67 Tur key 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
155. 94. 254. 143 |lhited Sates [147.237.0.33 |idf.il drop drop 1
141. 8. 132. 67 RJSf;;”ion 147. 237. 77. 170 |maar achot . i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
89. 248. 172. 154 |Net her| ands 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
69.181.250.86 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
184.105.139. 72 |wited Sates  [147.237. 76. 202 |e. hal ag. i df .i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
45, 63. 97. 227 147. 237.72. 166 |aka. i df .i | drop SAMrule drop 1
141.212.121. 44 |Uhited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|Whited Sates  [147. 237. 72. 156 |anan. i of . | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
74.82.47. 46 Lhited Sates |147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 232|Uhited Sates [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
) o . Geo- | ocati on i nbound
46. 45. 137. 67 Tur key 147.237.8.24 |e.lifestyle.idf.il Geo-| ocati on enf or cenment enf or cenent drop 1
155. 94. 254. 143 |lhited Sates [147.237.72. 167 |i shuri maka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.35 |Lhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104.130.78.65 |Wited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
198.1.101.123 |[thited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
70. 48.244.156 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
. . Uhaut hori zed URL Access to
213.251. 182. 103 [France 147.237.77. 176 |nat paSh' idf.il v cogat . i df . il /sip storage/fil es/ 0/ si ze220x0/ 3410. j pg. src B ock 3
2.54.143. 118 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock
17.138.55.107 |Uhited Sates |147.237.77.74 [lawidf.il Mil tipl e Unauthorized URL Access from 17.138.55. 107 B ock
: . . . S Whtraceabl e Gonnection - Protocol violation
54. 67.38. 74 Uited Sates |147.237.77.235|sviva.idf.il (SSL CONN LI ENT FELLO) None 1
68.180.228. 112 |lnited Sates |147.237.77.216|dover.idf.il Paraneter Type Vi ol ation PageNumin B ock 1
w i df . i1 /1153- he/ dover . aspx
: . . Uhaut hori zed URL Access to
17.138.55. 107 Uited Sates |147.237.77.74 |lawidf.il wan [ aw i df . i |/ shared/ usercontrol s/ obbyi nf ocent eri t ent Bl ock !
64.31.44.3 Lhited Sates |147.237.72.166|aka.idf.il MSQ Data Retrieval with Inplicit  Qonversion Brors None 1
128.194. 131. 235|lhited Sates |147.237.72. 156 |anman. i df .i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
40.77. 167. 69 Uhited Sates |147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
64.31.44.3 Lhited Sates [147.237.72.166aka.idf.il Mil tipl e signatures from64. 31. 44.3 Bl ock 1
. . Uhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | www. i df . i |/ 1133- 19831- he/ kkkkkkk=d9ecchcakkkkkkk d9eccbea |2 °K !
: m ny- kosher - kravi . i d|s3 wtraceabl e Gnnection - Protocal violation
54.67.38.74 Lhited Sates [147.237.0.17 £l (SSL.CONN QLI ENT HELLO) None 1
. . Uhaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 18762- he/ dover . aspx Bl ock 1
197.36. 207. 109 |Egypt 147. 237. 77. 176 | mat pash. idflil Unaut hori zed URL Access to www cogat . idf.il/1279- @Weo 8 ock 1
/ cogat . aspx
] . . Mil tiple Lhtraceabl e SSL Sessi ons fromb54. 67.38. 74 (Prot ocol
54. 67.38. 74 Lhited Sates |147.237.76.42 |refuah.idf.il viol ation (SS. GOV QLI ENT FELLO) None 1
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