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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
74.91. 28. 58 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address ‘Site |Slgnature Device Action |Oount
197.41.23.12 Egypt 147.237.77.216  |dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 4
172. 246. 104. 194 Lhited Sates 147.237.77. 233 atal.idf.il |0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

197. 41.23.12 147. 237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER / et ¢/ passwd 4
197. 41.23.12 147. 237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
193. 201. 227. 65 |147.237.76. 44 |Wkraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 65 |147.237.76.34 |Wkraine yohal an. i df.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 147 |Sweden chinuch.aka.idf.il [ET SCAN NMAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.0.15 [China kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 79. 104 147. 237. 77. 179 [Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.108. 132. 58 |[147.237. 77. 235 |Chi na sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
54.67.38. 74 147.237.77.61 |lhited Sates |e.cogat.idf.il SER\/ER APAO_E. Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
209. 126. 116. 147|147.237.0.33 |Wited Sates |[idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 65 [147.237.76.39 |lkraine nobi | e.neitav.idf.i|ET SCAN Potential SSH Scan 1
193. 201. 227. 65 |147.237.0.19 |Wkraine nadi matal .idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 197 |Chi na e. himush. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.171. 131 |[147.237. 77. 179 |Net her| ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
74.200.18.196 [147.237.77. 121 |Canada e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 76. 202 |Lhited Sates |e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
54.67.38. 74 147.237.76. 177 |Lhited Sates |ncore.idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
198. 20. 69. 98 147.237.77. 227 |Uhited Sates |e hamaz.idf.il ET ORCP Dshiel d B ock Listed Source 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
54.244.22.103 |wited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 71
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
2.52.45.58 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 252 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 5
46. 19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 252 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber nonitor (4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
80.246.130.26 | srael 147.237.76. 200 |ei tan. aka. i df .i | Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 4
Ret ransm ssi on Packet dropped.
66.249.78.170 |Wited Sates |147.237.76.200 |eitan. aka.idf.il Streaning Engine: TCP Invalid invalid segnent retransmission drop 4
Ret ransni ssi on Packet dr opped.
46. 19. 85. 252 I sr ael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
149.88.7.106  |Israel 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Invalid ivvalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
94. 230. 86. 173 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
52. 33. 66. 29 Wited Sates |147.237.0.34 [tikshuv.idf.il drop First packet isn't SN drop
45. 63. 97. 227 147.237.72. 166 |aka. i df . il dr op SAMrul e drop
128.194. 131. 235|thi ted States |147. 237. 72. 156 |anan.i df il Bad TCP sequence Vﬂdgfltvrsa:jit wth different moni tor  [2
128.194. 131. 235|Wited Sates |147.237.72. 166 |aka.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
45. 63. 97. 227 147.237.77.74 |lawidf.il dr op SAMrul e drop
193.202. 110. 189|Netherl ands ~ |147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fai |l ed to handl e connection data |nonitor
107.223.47.12  |Wited Sates |147.237. 7. 243 |nobil e i of .i Streamng Engi ne: TCP Invalid ivvalid segnent retransmssion. |y 2
Ret ransm ssi on Packet dropped.
66.249.78.184 |Wnited Sates |147.237.76.200 |eitan. aka idf.il Streaning Engi ne: TCP Invalid invalid segnent retransnssi on drop 2
Ret r ansni ssi on Packet dropped.
74.82.47.38 Lhited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent ﬁ?olr ggiimon i nbound drop 1
165.91.49.172 [lhited Sates [147.237.72. 166 |aka.idf.il Bl ock HTTP Non Conpl i ant Response out of state nonitor |1
108. 4. 143. 45 Lhited Sates |147.237.72.166 |aka.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
74.82.47.16 Lhited Sates [147.237.72. 217 e idf.il Geo- | ocati on enf or cenent ﬁ?olr ggﬁ:mon  nbound drop 1
45. 63. 97. 227 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 1
184.105. 139. 91 |Wnited Sates |147.237.77. 227 |e hanaz.idf. i Geo- | ocati on enf or cenent ﬁ?olr ggiimon i nbound drop 1
149.78.154.69 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 1
74.82. 47.60 Wited Sates [147.237.76. 197 |e. hinush.idf.il Geo-1 ocati on enf or cenent i?olr 222;1?”  nbound drop 1
198. 20. 69. 74 Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
182.118.20. 174 |China 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.18 Lhited Sates [147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 124|UWited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.177. 167 I sr ael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
198.20.70.114 |Lhited Sates |147.237.77.170 |naarachot.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
45. 63. 97. 227 147.237.76. 200 |eitan. aka.idf.il drop SAMrul e drop 1
182.118.21.209 |China 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82.47.18 Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 203|Wited Sates |147. 237.77. 226 "‘f’f“ chamat z. aka. Tdf o At ack SYN -> SYN-ACK -> RST rej ect 1
2.54.177. 167 I srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
165. 91. 4. 53 Lhited Sates |147.237.72.166|aka.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 1
184.105.139.71 |Wited Sates |147.237.0.33 |idf.il drop drop 1
141.212.121.35 |wnited Sates [147.237.76.38 |e.eneitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 20 Wited Sates |147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
165.91.49.172 |Wited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
45. 63. 97. 227 147.237. 77. 170 |naarachot . i df .i | drop SAMrule drop 1
184.105.139. 88 |[lhited Sates [147.237.8.24 |elifestyleidf.il  |Geo-1ocati on enfor cement ﬁ?olggﬁ:mon  nbound drop 1
141.212.121.42 |wnited Sates [147.237.8.45 e eitanidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
2.54.46. 132 I srael 147.237.0.19 |madi matal .idf.i|°0 MW of the Sane Response Cbde (404) in Session from B ock 224
2.54.46.132
2.54. 46. 132 I srael 147.237.0.19 |madi matal . i df . i |Suspici ous Response Code B ock 140
2.54.46. 132 I srael 147.237.0.19 |madi matal .idf.i|°0 M of the Sane Response Cbde (403) in Session from Bl ock 61
2.54.46.132
172. 246. 104. 194|lnited Sates |147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 172.246. 104. 194 B ock
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/error.htm B ock
17.138.55.171 |Uited States [147.237.77.74 |lawidf.il Wnaut hori zed UL Access to B ock 2
ww mag. i df . i |/ consol ef cor e/ doc_ngr/ doc_ngr . asp
207. 46. 13. 66 Uhited Sates |[147.237.76.31 |nakchal .idf.il |Wauthorized LRL Access to waw nakhal .idf.il/page. asp B ock 1
108. 4. 143. 45 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for www aka. i df . il/mai n/ sachar/ defaul t. aspx |B ock
. . ; Uhaut hori zed URL Access to
195.138.85. 250 |Ukrai ne 147.237.77. 216 [dover . i df . i | ww i df . i 1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp B ock !
66.249. 66. 137  [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm B ock 1
2.54.46. 132 | srael 147.237.0.19 |nadimatal .idf.i|Too Many 403: Response Code per Session Bl ock 1
157. 55. 39. 48 Wited Sates [147.237.77.176 |nmat pash. i df.il [Wauthorized URL Access to wwwu cogat . idf.il/size220x0/ si p_st or age B ock 1
46. 19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Dstributed Ml fornmed UR B ock 1
197. 41.23.12 Egypt 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 197.41.23. 12 Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29  [United Sates |147.237.77.176[matpash. idf i1 | T 1034 hes cogat . aspx B ock 1
2.54. 46. 132 I srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session Bl ock 1
157. 55. 39. 75 Uited Sates [147.237.72.156|aman.idf.il Lhaut hori zed URL Access to list.ips.gov.il/nodiin/ default.aspx Bl ock 1
46.19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method dch in URL B ock 1
198.136.63.241 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df .il/newsitel hebrew main. asp Bl ock 1
] - . Paraneter Type M ol ati on ct| 00$Cont ent A aceHbl der 1$t xt Bai | in
96.36.149.75  |lhited Sates (147.237.77.216|dover.idf.il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
165.91.49.172 |[wited Sates [147.237.72.166|aka.idf.il NULL Character in Method B ock
66.249. 64. 230 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 230 Bl ock 1
207. 46. 13. 54 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] . . . Unhaut hori zed URL Access to
107.223.47.12 |Wited Sates [147.237.77.243|nobil e.idf.il nobi | e, o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 1
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