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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
204. 42. 253. 130 Lhited Sates 147.237.76. 31 nakchal .idf . il B ock_Wdp Al _Nets drop 2
203.171.173. 96 Korea, Republic of 147.237. 76. 202 e.halag.idf.il B ock_Wp Al _Nets dr op 1
142. 54. 160. 214 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 drop 1
159. 122. 252. 41 Net her | ands 147. 237. 76. 39 nobi | e. nei tav. i df il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action ‘Count
95, 211. 213. 213 Net her | ands 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
172. 246. 104. 194 Lhited Sates 147.237.77. 233 atal.idf.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 246. 0. 97 147. 237.76. 86 Chi na navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.108. 132. 58 147. 237.76. 34 Chi na yohal an. i df . i ET SCAN NVAP -sS wi ndow 1024 1
89.248.171. 131 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.182. 88. 63 147.237.76. 199 Hungary e.nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 45, 137. 67 147. 237. 76. 196 Tur key esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
218. 108. 132. 58 147. 237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89.248.171. 131 147. 237. 0. 200 Net her | ands mu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 45. 137. 67 147. 237. 76. 202 Tur key e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransmssion. Packet

46.19. 86. 110 | srael 147.237. 72. 156 |anan. i df . il X . drop 30
Ret ransm ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 120. 95. 48 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
81.182.88.63  |Hungary 147.237.76.42 |refuah.icf.il ge;iir:t n?_i E:gt]' rgf oTchjerrent ;?Do\fezggig;e:c‘g (;fadf:t’“ dTég]pe o oo 6
185. 32.179. 187 |l srael 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |6
128.194. 131. 235|Wited Sates [147.237.72. 166 |aka. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor (4
177. 246. 200. 96 |Mexi co 147.237.72. 217 |e.idf il Geo- 1 ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent drop 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
128.194. 131. 235|Wited Sates  [147. 237. 72. 156 |anan. i df . i Bad TCP sequence SSZ;\II;etransn'nt with different wndow |.oitor
46. 19. 85. 122 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 4
195.34.150.18 |Austria 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop
66.249.78.216 |Wnited Sates |147.237.77. 243 |nobile.idf. il Streaning Engi ne: TCP Inval i d finvalid segnent retransnission. Packet drop 3
Ret r ansn ssi on dr opped.
80. 246. 136. 123 I srael 147. 237. 77. 243 |nobi l e.i df . i | Streamng Engi ne: TCP Inval i d finvalid segnent retransmission. Packet |y 3
Ret ransm ssi on dr opped.
141.8.132. 112 [sSIan 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i d finvalid segnent retransnissi on. Packet drop 3
Federation Ret r ansni ssi on dr opped.
81.182. 88. 63 Hungary 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
217.69.133.68 | USSian 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Inval i d invalid segnent retransnission. Packet drop 2
Federation Ret r ansn ssi on dr opped.
45.63. 97. 227 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 2
46. 19. 85. 130 | srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
141.212.121.38 |lhited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
155. 94. 254. 143 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN Al t ack SYN -> SYN-ACK -> RST rej ect 1
73.134.180.83 |[Wited Sates |[147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber monitor |1
197.231.221. 211 |Li beria 147.237.77. 216 |dover.idf.il DOrectory Traversal directory traversal overflow noni t or 1
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.121.39 |lWhited Sates [147.237.76.202|e.halag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 1
45. 63. 97. 227 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
137.116.71.170 |Uited Sates |147.237.76.198|e.yohalan.idf.il |Geo-| ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent drop 1
74.82.47.15 Lhited Sates |147.237.72.167|ishurimaka.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
41. 33. 232. 66 Egypt 147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 1
141.212.121. 44 |Uhited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN Al t ack SYN -> SYN-ACK -> RST rej ect 1
81.182. 88. 63 Hungary 147.237.76. 199 [e.nakchal .idf.il [Geo-1 ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 1
45.63. 97. 227 147.237.77.233|ata .idf.il dr op SAMrul e drop 1
178. 33.126. 108 |France 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |1
137.116.71. 170 |Whited Sates |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 1
46. 45. 137. 67 Tur key 147.237.76. 196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
216.218.206.82 |lhited Sates |147.237.76.202|e. halag.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enf or cenent drop 1
41.33.232.66 Egypt 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 46 |lhited Sates |147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|lhited Sates [147.237.72. 156 |anan. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data nonitor |1
68. 81. 38. 133 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid AGK nunber monitor |1
46. 19. 85. 81 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
81.182. 88. 63 Hungary 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
46. 45. 137. 67 Tur key 147.237.76. 202 |e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 1
216.218.206.82 |lhited Sates |[147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45. 63. 97. 227 147.237. 72. 156 |anan.i df .i | drop SAMrul e drop 1
141.212.121. 47 |Uhited Sates |147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf or cenent drop 1
73.134.180.83 |[lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
2.54.36. 162 | srael 147.237.0.19 |madi matal .idf.il{Too Many of the Sane Response Code (404) in Session from 2.54.36. 162 |B ock 113
2.54.36. 162 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
172.246. 104. 194|nited Sates  |147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 172.246. 104. 194 B ock
80. 246. 136. 123 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock
188. 143.232. 11 RJsls;;ni on 147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ation fronate in ww cogat.idf.il/901-en/ cogat . aspx |Bl ock 2
68.180.230.29 |thited Sates  [147.237.77.176 |nat pash. i df . i | Par anet er Type M ol ation PageNumin waw cogat . i df.il/901-he/ cogat . aspx B ock 1
45.64.133.78 Bangl adesh 147.237.77.216|dover. i df . i | PHP At t enpt B ock 1
Russi an Paraneter Type Mol ation
188. 143. 232. 11 ) 147.237.77. 216 |dover.idf . il ct1 00$Cont ent A acetbl der 1$ucArti cl eLobbyCont rol $dat epi cker in B ock 1
Federation ) .
waw i df . i | /1283- en/ dover . aspx
81.182. 88. 63 Hungary 147.237.76.42 |refuah.idf.il Mal formed URL towar ds B ock 1
66. 249. 66. 26 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
172. 246. 104. 194|lnited Sates  |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal .idf.il/cgi-bin/php B ock 1
74.82.47.3 Lhited Sates  |147.237.72.167|i shuri maka. i df . i|naut hori zed URL Access to 147.237.72. 167/ B ock 1
45.64.133. 78 Bangl adesh 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wwidf.il/xmrpc. php B ock 1
A . . URL is Above Root Drectory
197. 231. 221. 211|Li beria 147.237.77. 216 |dover. i df .i | Wi o i1/ / shared/cl i entscri pts/j query/j query-1 4. 2. .| s B ock 1
96.36.149.75  [lnited Sates  [147.237.77.216|dover. i df .i| Paraneter Type Viol ation ct 00SCont ent B acetbl der 18txt Enai | in Bock |1
waw i df . i | /1038- en/ dover . aspx
66.249.79.105 |l srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
177. 246. 200. 96 |Mexi co 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to /tmunbl ock. cgi B ock
47.32.117. 21 Canada 147.237.77. 216 |dover i df .i | Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) fromBlock 1
47.32.117. 21
207.46.13.142 |lhited Sates  [147.237.72. 166 |aka. i df.il Distributed Unaut horized URL Access on 147.237. 72. 166/ Bl ock 1
128.194. 131. 235|lhited Sates  [147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249.79.218 [Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
177. 246. 200. 96 |Mexi co 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to /tmnbl ock. cgi B ock 1
81.182. 88. 63 Hungary 147.237.76.42 |refuah.idf.il Aonornal |y Long Request request version B ock 1
66.249.64.230 |[lsrael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock 1
Pal esti ni an
212.106.77.59 |Territory, 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
Qccupi ed
166.170.5.107 |[wited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/en B ock 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.idf .i | Paranet er Type M ol ation PageNumin vww i df.il/1815-he/ dover . aspx Bl ock 1
Unhaut hori zed URL Access to
8.37.70.72 Uited Sates  [147.237.77.216|dover.idf .il www i df . i |/ 894- he/ dover . aspx&usg=al kj r hgr | 3| 5peOnun8- e- y8r Owai k3l u |Bl ock 1
g
Illegal HITP \Version the green fiel ds outside. Vdich the goats chewng the
grass. Wat is the neaning of life? Lifeisn't about getting to the end.
81.182. 88. 63 Hungary 147.237.76.42 |refuah.idf.il Goats know this. You should knowtoo. Goats are wise. Qats are cute. |B ock 1
Listen to them This is the nessage. Love goats, |ove the Internet! &Y??
Kecske. HITP/ 1.0
66. 249. 64. 233 |lIsrael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wawidf.il/english/http:/vwwidf.il/english/ |B ock 1
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