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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action

74.91. 28. 58 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf1 drop 1
74.91. 28. 60 Lhited Sates 147.237.77. 235 sviva idf.il bl ock-sp-traf 1 dr op 1
142. 54. 160. 212 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
142.54. 169. 164 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

195, 245. 194, 62 Latvi a 147. 237.72. 166 aka.idf.il |[3630: HITP. SQ Injection (Bool ean Identity) Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 74,105 |147.237.77.74 |Wnited Sates lawidf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147. 237. 76. 196 |Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76.31 |lhited Sates nakchal . i df . i1 ET DROP Dshiel d B ock Listed Source 1
59. 45. 79. 117 147.237.76.30 |China hi nush. i df . i ET SCAN Potential SSH Scan 1
194. 187. 249. 70 |147.237.77. 74 |Europe lawidf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.8.27 |[China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
185.130.5.165 |147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 165 |147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
1. 54. 210. 107 147. 237.77. 216 |M et nam dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 197. 96. 221 |147.237.77.179|lhited Sates e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 [147.237.76.31 nakchal . i df i | ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 61 |[China e.cogat.idf.il ET SCAN Potential SSH Scan 1
211. 149. 187. 104|147. 237. 72. 156 |Chi na anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na gacenter. aka.i df . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
185.130.5.240 |147.237.76. 177 ncore.idf.il ET SCAN Repi d PCP3 Qonnect i ons - Possi bl e Brute Force 1
Attack
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 165 [147.237.8.50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
46.151.52.161 |147.237.77. 235 |Wkrai ne svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130. 5. 165  |147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
1. 54. 210. 107 147. 237. 77. 216 |M et nam dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.76. 201 eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 179 |Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
202.1.163. 98 IS;';ZS” 147. 237. 77. 216 |dover. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
Sreanming Engine: TCP Invalid i i SSi
79.178. 146. 192 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 5
41.235.101. 217 |Egypt 147. 237. 77. 216 |dover . i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
128.194. 131. 235|Uhited Sates |147.237.72. 166 |aka.idf.il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  [nonitor 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
reamn ine: TCP Invali i i Ssi
109. 66.132.81 |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 197. 141 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.180.192.57 |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 223. 123|i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
77.125.158. 209 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.24.127 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.177.29.203 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
94. 159. 144. 166 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19.85.253  |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINHAK retransmt with different Jooyvor |2
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.75.37  |Wited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
128.194. 131. 235|Wnited Sates |147. 237. 72. 156 |anan.i df . Bad TCP sequence SN retransmt with i fferent moni tor |2
w ndow scal e
68. 52. 222. 67 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
221.199. 217. 173|Australia 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
5.22.131.0 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
46. 19. 85. 253 I srael 147.237.72. 166 |aka. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
68. 81. 38. 133 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.121. 43 |lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent |dr op 1
155.94. 254. 143 |Wnited Sates [147.237.76. 147 |chi nuch. aka. i df .i ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Sreanming Engine: TCP Invalid
210. 50. 41. 76 Australia 147.237. 77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. |drop 1
Checksum
128.194. 131. 235|UWited Sates |147.237. 72. 156 |anan.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
178. 62. 162. 228 LK!i“r:gegom 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 1
68.52.222.67 |wnited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
79.177.106. 170 |Israel 147.237.72. 166 |aka. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45. 63. 97. 227 147. 237. 72. 156 |anan. i of . i | dr op SMrul e dr op 1
180.76.15.140 |china 147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.36. 162 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 100
2.54.36. 162 I srael 147.237.0.19 |nadi matal .idf.i|Too Miny of the Sane Response Code (404) in Session from 2.54.36. 162 Bock |83
. . Illegal Byte Code Character in URL A qa€o Grd%k— A Aca€i %[ #24]] x EtA xce
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il [[#25]1[[#8]] A bA _ Gkx zi AB[[#19]][[#14]] A [[#16] ] x&x3[ [ #11] ] kx! : 0 B ock 1
66. 249. 79. 16 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to v aka. i df . il /kapaz/ cont act us. asp Bl ock 1
94.21.155.199 |Hungary |[147.237.77.216|dover.idf.il NULL Character in Header Name at ACMAZA[[#31]]%[#14]]~A A~ Bl ock
94.21.155.199 |Hungary |[147.237.77.216|dover.idf.il Abnormal |y Long Request et hod Bl ock
202. 1. 163. 98 IS;';’;‘S’” 147. 237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to vuw i df.il/sharebsite Bock |1
Il egal HTTP Version AUAEA AAE# @[ #25]] AREA 8AZ+AF $[ [ #17] ] AoAAAL
AYf [#12]] AEAZ=U] A° Rr HA'A?A®, PA'AsA! Ao AT [ #1] ] Ay Aj Az
Pl [ #1] ] 4Z8n* <kt FAZ] [ #23] ] At[ [ #31] 1 pl A6] A¥A; [ [#27]1[[#24]]1)i 5AK AER’
. . ' 5A2~A3 A- . d=NA-A...gA%a7AceACl u[ [ #31] ] AAVA- A»AtAtA? AT
94.21.156.199  [Hungary |147.237.77.216|dover. i df.il +DRO[ [ #11] ] 4A; A Acr AxOA%Rl A AE[[#16]] AT[#19]] AoA(Ae: cA. s[[#19]1 & [T oK [
AA3A | 0" { A° Ao Acej PMPAN. "ABEAYAW A Az<( AZ[ [ #22]] A-
Avul . A28 [ #31] ] f A [ [ #18] ] sASNAR Az} ARA: AA2e _Ad) [ [ #23] ] AS
AcAl [ [ #28] ] ASA'AVAVA°® QA- %A?
68. 180. 228. 112 g“;:s 147.237.77.216|dover . i df .i | Paranet er Type M ol ati on PageNumin vww i df . i |/ 1380- he/ dover . aspx Bl ock 1
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il Too Many Headers per Request - 37 Headers Bl ock 1
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il Illegal Byte Qde Character in Header Nane B ock 1
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_st orage/ fi | es/ 0/ 2400. j pg B ock 1
208.115.113.92 g];::: 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized UR. Access to waw cogat.idf.il/sip_storage/files/8/ 4538. pdf Bl ock 1
. . Illegal URL Path Encoding A qa€e Grox— A AAE; %[ #24]] x EtA xce
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il [[#25]][[#8]] A A Cexd i B[ #19]] [ [ #14]] A [ [ #16]] x&[ [ #11] ] k.- 0 B ock 1
84.228.147.213 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Ostributed PHP Atenpt Bl ock 1
. . Unknown HTTP Request Met hod yAxuA[[#22]]/ AxAe A2A%.A8A2' wR A~ A...A
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il ([ #28]] %&9[ [ #3]] pu[ [ #16] ] RhcA»_ XU =A- hE B ock 1
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il Illegal Byte Gde Character in Header Val ue Bl ock 1
66.249.66.191 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 8/ 2808.  pg Bl ock 1
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il Mal f or med HTTP Header Line 21 Bl ock 1
84.228.147.213 |[Israel 147.237.76.200|ei tan. aka. i df . i | [Uhaut hori zed LRL Access to ww ei tan. aka.idf.il/xmrpc. php Bl ock 1
128. 194. 131. 235 g‘;tt:: 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
. . Illegal Byte Code Character in Method yAruA|[#22]]/ At A2A%o
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il Aghar wR A: A A[ [ #28] ] %E9[ [ #3] ] pul [ #16] ] RcAn XU| <A hE B ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
. . Mal formed URL A qa€e Qro— A Acag€i %[ #24]] x ETA xce
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il [[#25]][[#8]] A A Cexd i B[ [ #19]] [ [ #14]] A [ [ #16]] x&<[ [ #11] ] k.- o B ock 1
94.21.155.199 |Hungary |147.237.77.216|dover.idf.il Abnornal |y Long Header Line request header nane Bl ock 1
157. 55. 39. 48 gﬁ;ttg: 147.237.77. 176 [mat pash. i df . i |  |Uhauthori zed LR Access to ww cogat . i df . i1/ si ze220x0/ si p_st or age Bl ock 1
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