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|Attacker Country
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Device Action

77.51. 65. 149 Russi an Federati on 147.237.76. 31 nakchal .idf.il Bl ock_UWp Al _Nets drop 1
142.54.169. 163 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 dr op 1
71.6.167. 142 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 1
142.54. 169. 165 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl drop 1
74.91. 28. 61 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-traf1 forward 1
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Attacker Address
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195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
182.18.158. 231 [147.237.0.34 |india tikshuv.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 [147.237.76.31 |China nakchal .i df .il ET SCAN Potential SSH Scan 1
116.121.137.5 |147.237. 76. 34 okfrea’ REpUDL 1 C i an, i of i ET SCAN NVAP -sS wi ndow 1024 1
114.112.90.54 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
60.220.117 56 |147. 237 72. 14 |cni na dover. i i1 (0l d) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T S Potential Scan or Brute Force
46.151.52.161 |147.237.8.14 |Wraine e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
182.18. 158. 231 [147.237.72. 167 |India ishurimaka.idf.il |[ET SCAN Potential SSH Scan 1
125. 65. 165. 215 [147.237.76.34 |Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
116.121.137.5 |147.237. 76. 34 ok‘f’rea RepUDL T C i an, i of i ET SCAN NVAP -sS wi ndow 2048 1
116.121.137.5 |147.237.76. 34 Okfrea’ RepUDL T C i an, i of i ET SCAN NVAP -f -sS 1
104. 128. 144. 131|147. 237. 76. 39 |Canada nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 3072 1
, o SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port
54.67.38. 74 147.237.72.156 |Lhited Sates |aman.idf.il ) ) = 1
deni al of service attenpt
193. 105. 134. 220|147. 237. 76. 34 |Sweden yohal an.i df . i ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

41.33.231.90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 36

79.179. 145. 220 i srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 12
Ret r ansni ssi on Packet dropped.

5.22.130.241  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.

109.66.132.81  |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  Jinvalid segnent retransnission. |y 6
Ret r ansni ssi on Packet dropped.

31.168.192.95 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.

188. 120. 148. 136l sr ael 147.237.76.39 [mobile.meitav.idf.i|Bad TCP sequence Inval i d AGK nunber noni t or 5

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5

195.34.150. 18 |Austria 147.237.77. 216 [dover. i df . il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  [monitor |4

87. 69. 83. 182 | sr ael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3

79.181.209. 111 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

79.176. 2. 80 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.

46.19.86.223  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid Jimvalid segnent retransission drop 3
Ret r ansni ssi on Packet dropped.

188. 120. 148. 136]I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

109. 253. 212. 147|i srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

79.182.204.72 |israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dropped.

79.178.11.70  |israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

109. 253. 223. 1231 sr ael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dropped.

2.54.176.178  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

81.218.104. 66 |l srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Inval id  invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dropped.

109.65.30.98  |Israel 147. 237. 72. 166 |aka. i of . i | Streanmng Engi ne: TCP | nvalid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.

79.181.135. 117 | srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Inval id  invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dropped.

46.19. 85. 11 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 3

46. 19. 86. 18 | srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

61. 135. 190. 200 [Chi na 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on inbound enf orcenent |dr op 2

87.69. 90. 180 I srael 147.237.77. 233 [atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 2

188. 120. 148. 136l srael 147.237. 77. 243 |nobi l e.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |2

46.19.85. 11 I srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval i d ACK nunber alert 2

2.54.182. 164 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

84.110. 35. 74 | sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

68. 52. 222. 67 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 1

45.35.64. 142 147. 237. 77. 216 |dover i df .1 Bad TCP sequence mﬁsg reansnit wthditterent | onitor |1

61.135.190. 71 |China 147.237.0.33 |idf.il drop drop 1

46.19.85. 11 I sr ael 147.237.77. 234 |hal ag.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

141.212.121.32 |wnited Sates [147.237.0.19 |nadimatal.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1

5.102. 254.160 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 1

87.69. 90. 180 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 1

45. 63. 97. 227 147. 237. 72. 156 |anan. i df . i | drop SAMrul e drop 1

213.8.173.180 |[lIsrael 147. 237.72. 156 |anan.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 1

46. 19. 85. 87 I 'srael 147.237. 77. 243 |nobi | e.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1

156. 198. 93. 125 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 1

46.117.71. 25 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber aert 1

45. 63. 97. 227 147.237.77. 233 |atal .idf il drop SAMrul e drop 1

66.249. 66. 186 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 1

213.8.173.180 |israel 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

46. 19. 85. 222 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

157.55.39. 108 |wnited Sates [147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1

104. 128. 144. 131|Canada 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1

46.117.71. 25 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 1

115. 230. 124. 164|chi na 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Action ‘Count

Attacker Address Qount ry ‘Target Address |Site Sgnature

Too Many of the Same Response Code (404) in Session from
79.178. 189. 229

109. 253. 195. 237|I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 97
il Too Many of the Same Response Code (404) in Session from

79.178.189. 229 |[lsrael 147.237.0.34 |ti kshuv.idf.il B ock 110

109. 253. 195. 237l srael 147.237.0.19 |nadimatal .idf. 109. 253. 195. 237 B ock 69
79.176.160.50 |Israel 147.237.0.34 |tikshuv.idf.il D stributed Too Miny of the Same Response Code (404) B ock 13
37.115. 78. 99 kr ai ne 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to waw navy. i df . i |/ 404. aspx' Bl ock 3
46. 19. 86. 48 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
188. 120. 148. 136l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109. 253. 202. 35 |l srael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 109. 253. 202. 35 Bl ock 2

Russi an . . Paranmeter Type M ol ati on PageNumin
81.200.91.15 er ati on 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 1038- en/ cogat . asp B ock 1
66.249.74.107 |[israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df .il/228-he/f aq. aspx Bl ock 1

. . O stributed Unaut hori zed URL Access on

31.13.112.122 |ireland 147.237.77. 176 |nat pash. i df . i |  cogat i df .i1/1218- hel cogat . aspx- xj x™xaxex” Bl ock 1

Russi an - - Paraneter Type Molation & in
109. 235.223. 130 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !

. m ny- kosher - kravi . i _

74.91.28. 61 Lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to waww 1916wh. coml B ock 1

} . . S Uhtraceabl e Gonnection - Protocol violation
54.67.38.74 Lhited Sates [147.237.72.156|anan. i df .l (SSL OONN LI ENT FELLO) None 1

Uhaut hori zed URL Access to

109. 253. 202. 35 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 1

. . Paraneter Type Molation SortOr in
81.200. 91. 15 e ot i on 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i |/ 1038- en/ cogat . asp

66.249. 78. 11 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ atal . aspx  [Bl ock 1

Russi an B ock 1

Russi an . . Paraneter Type Mol ation f in
109.235. 223. 130 Federati on 147.237.77. 216 dover . i df . i1 v i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
61.135.190.69 [China 147.237.0.15 |kosher-kravi.idf.il [Unhauthorized URL Access to 147.237.0. 15/ Bl ock 1
157.55.39.48  |UWited Sates [147.237.77.176 [nat pash. i df . i | thauthori zed LR Access to Bt ock 1
wwe cogat . i df . i |/ si ze220x0/ si p_st or age
5.102. 255. 87 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | PHP At t enpt Bl ock 1
Russi an . . Paraneter Type Molation lang in
81.200. 91. 15 eration 147.237.77. 176 [mat pash. i df . i | vaww cogat . i df . i |/ 1038- en/ cogat . asp Bl ock 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1411-he/ atal . aspx  |B ock 1
79.178.189.229 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.230 |Israel 147.237.77. 216 |dover. i df . il 147. 237. 77. 216/ 1133- 14402- he/ dover . aspx B ock 1
157.55.39.100 |Uited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/military-police/ Bl ock 1
5. 102. 255. 87 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to v chi nuch. aka. i df.il/xmrpc. php Bl ock 1
Unknown Par anet er
95.86.113.105 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1

wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Uhaut hori zed URL Access to
66. 249. 78. 65 I srael 147.237.77. 170 [maar achot . i df . i | 147. 237.77. 1701 pdf /1 | es/ 3/ 112933, pdf B ock 1

Uhaut hori zed URL Access to

46.116.16.241 |Israel 147.237.77. 176 |nat pash. i df . i | Wi cogat . i df . i | / 1218- he/ cogat . aspx- xj x™Mxaxex” Bl ock 1

66. 249. 64. 235 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ 1133- he/ dover . aspx |Bl ock 1
. . Distributed Uhaut hori zed URL Access on

31.13.97. 107 Irel and 147.237.77. 176 |nat pash. i df . i | Wi cogat . i df i |/ 1218- hel cogat . aspx- xj xxaxex” Bl ock 1

109. 66. 132. 81 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i/ mai n/ hore/ def aul t B ock 1

Paraneter Type M ol ati on PageNumin
wane cogat . i df . i |/ 1043- he/ cogat . aspx

46.120. 154. 62 [l srael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wan i df.il/https:/wwidf.il/ B ock 1
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68.180.230.29 |Wnited Sates |147.237.77.176 |mat pash. i df .i | B ock 1




