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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
212.126.112. 171 Irag 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
212.126.112. 171 Iragq 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 14
213.93.183. 129 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

74.91. 28. 61 Lhited Sates 147.237.76. 39 nobil e.neitav.idf.il |bl ock-sp-trafl drop 1
142.54.160. 211 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Devi ce Action |Oount|

83.246. 206. 218 |Russian Federation [147.237.8.46 [e.chi nuch.idf.il|13891: TLS: @enSSL Encrypted/ Lhencrypt ed Heartbeat Packet Per mit 1
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Gountry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
89. 244, 231. 130 (147. 237. 77. 74 |Ger many lawidf.il ET SCAN Potential SSH Scan 2
66.249.69. 77  [147.237.77.176|Uited Sates |[natpash.idf.il ET SCAN NVAP -sA (2) 2
54.67.38.74 147.237.76.38 [lhited Sates |e.eneitav.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
172.56.17.93  [147.237.77. 216 |Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
89. 244, 231. 130 |147. 237. 76. 148 |Ger many ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147. 237. 76. 31 |Ger nany nakchal i df .il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147. 237. 72. 156 |Ger many anan. i df.il ET SCAN Potential SSH Scan 1
89. 244, 231. 130 |147. 237. 0. 200 |Ger many mau. i df il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147.237.0.15 |Ger nany kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
208.67.1.25 147.237.72.14 |tnited Sates |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
89. 244, 231. 130 |147. 237. 77. 178 |Ger many e. nat pash. i df . il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147. 237. 76. 176 |Ger nany test.ncore.idf.il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147. 237. 76. 39 |Ger many nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
89. 244, 231. 130 |147. 237. 72. 167 |Ger many i shuri maka.idf.il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147.237.8. 24  |Ger nany elifestyleidf.il ET SCAN Potential SSH Scan 1
89. 244. 231. 130 |147.237.0. 16  |Ger many ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218.246.0.97 |147.237.76. 147 |Chi na chi nuch. aka. i df . i ET SCAN NMAP -sS wi ndow 1024 1
85. 93. 5. 65 147.237.77.19 |Ger many lawforumidf.il ET SCAN Potential SSH Scan 1
198.20.69. 74  |147.237.76.198|lhited Sates |e. yohal an.idf.il ET DRCP Dshi el d B ock Listed Source 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreanming Engine: TGP Invalid

Inval i d segnent retransnission.

Action

Ret r ansm ssi on

Packet dropped.

176. 13. 20. 21 I srael 147.237. 76. 200 |ei tan. aka. i df .i | > dro 90
Ret r ansmi ssi on Packet dropped. P

212.126.112. 166|lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40

212.76.127.10 |israel 147. 237.77. 226 "f’:"“ha"atz' aka.1df 15 6ck HTTP Non Conpliant  |Failed to hand e connection data |monitor |36

212.126.112.171]|lraq 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31

41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

212.76.127. 111 |israel 147.237.77. 226 Wi"l"“Cha”atZ' aka.1df 15 6ck HTTP Non Conpl i ant Failed to hand e connection data |monitor |15
Sreaming Engine: TCP Invalid i i ssi

176.13.4.235  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 12
Ret ransmi ssi on Packet dr opped.

212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor |9
Sreamng Engine: TCP Invalid i i ssi

109. 65.136.30 |Israel 147.237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

46.19. 85. 37 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | . 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

172.56.17.93  |Wited Sates  |147.237.77. 243 |nobile i i1 g =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46.19.85.5 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert

46.19.85.5 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or

41.254.8.23 'J" byai”rip;:b 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

212.126.112. 171|Irag 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 5

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5

195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor |4

80. 215. 167. 183 |FRance 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 4

202.171. 186. 156|Austral ia 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 85. 245 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

79.177.116.32  |israel 147. 237.72. 166 |aka i of .11 g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

109. 253. 211. 169|i srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

37.26.149.211 |Israel 147.237.72. 166 |aka i df .i g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

79.180.31.75  |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi

109. 67. 48. 244 |Israel 147.237.72. 166 |aka i df .i g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3

212.76.127. 44 |israel 147.237.77. 226 "f“l"‘“’ha”atz' aka.Tdf gy ock HTTP Non Conpliant  |Failed to hand e connection data |monitor |3
Sreaning Engine: TGP Invalid i i ssi

46.19.85.195 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransmi ssi on Packet dropped.

84.229.246. 114 |l srael 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

79.182. 188. 197 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.

212.126.112. 171|Iraqg 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi

79.183.30. 182 | srael 147.237.72. 166 |aka i of .11 g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

2.54.144.216 I srael 147.237. 72. 156 |anan.i df . i | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi

5.102.194.89  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

77.125.4.166  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransmi ssi on Packet dropped.

212.76.127.219 | srael 147.237.77. 226 "f“l"‘“’ha”atz' aka.Tdf gy ock HTTP Non Conpliant  |Failed to hand e connection data |monitor |3

141. 0. 14. 194 Eur ope 147.237. 77. 216 |dover.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

5.22.129. 243 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi

46.19. 86.9 I'srael 147.237.72. 166 |aka i df .i g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19.85.158 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | . 3
Ret ransm ssi on Packet dropped.

Russi an . Do Streamng Engi ne: TCP Inval i d|invalid segnent retransnission.

93. 158. 152. 49 ration 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3

5.102.254.134 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

109. 66. 150. 215 |l srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi

93.172.135.63 | srael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | . 2
Ret ransm ssi on Packet dropped.

217.132.226.65 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

172.56. 17. 93 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [reject
Sreamng Engine: TCP Invalid i i ssi

157.55.39.101 |Wited Sates  |147. 237.72. 166 [aka i o .11 9 =g Invalid segnent retransmssion. g 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.148.227 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 25
2.54. 145. 156 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 25
2.52.181.170 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 8
37.26.149.211 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 3
109. 253. 130. 202|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 3
80. 246. 136. 140 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
} . . Uhaut hori zed URL Access to
199. 16. 156. 124 |lLhited Sates  [147.237.77.216|dover.idf .il v f i /i p_storagel i1 es/ 6/ si ze220x0/ 16706. | pg B ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 Bl ock 1
Lhknown Paraneter id in
176.13.14.5 I srael 147.237.72. 166 [aka. i df . i | aka.idf.il/main/giyus/ main/ gi yus/ resour ces/ i mages/ naster/favico |[None 1
n.gif
. . Uhaut hori zed URL Access to
66. 249. 78. 58 I srael 147.237.77. 170 [maar achot . i df . i | 147.237.77. 1701 pdf /11 | es/ 3/ 105893, pdf B ock 1
] . . D stributed Lhauthori zed URL Access on
199. 16. 156. 126 |Uited Sates  [147.237.77.216|dover.idf .il v f i /i p storage/files/ 3/ si ze220x0/ 15933, | pg B ock 1
94.230. 86.213 |l srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/1133 Bl ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww idf.il/1415 Bl ock 1
. . Uhaut hori zed URL Access to
2.54.142. 44 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ 960. css B ock 1
Russi an . . Paraneter Type Mol ation fronbate in
188.143.232.40 | oo 147.237.77. 176 |nat pash. i df . i | v cogat . i df i 1/ 901- en/ cogat . aspx B ock 1
] . . D stributed Lhauthori zed URL Access on
68.180.228.175 [Wited Sates  |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.26.149.211 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx |B ock 1
] . . D stributed Lhauthorized URL Access on
199.59. 148. 210 |Uited Sates  [147.237.77.216|dover.idf .il v f i 1/sip storage/ il es/ 6/ si ze220x0/ 16706. | pg B ock 1
. . Uhaut hori zed URL Access to
66.249.66.23  |Israel 147.237.77.233|atal . i df .il 147. 237, 77. 233/ 994- 9067- he/ at al . aspx B ock 1
192. 157. 245. 129|Wnited Sates  [147.237.77.216|dover.idf .i | Uhaut hori zed LRL Access to wwidf.il/pricing Bl ock 1
wWww. chanmat z. aka. i d . .
80.179. 190. 242 |l srael 147.237.77. 226 £l Ml tipl e Uhaut hori zed URL Access from 80. 179. 190. 242 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 [maar achot . i df . i | 147.237. 7. 1701 pdf /1 | es/ 3/ 108503. pdf B ock 1
. . . Uhaut hori zed URL Access to
207.46.13.157 [Wited Sates  |147.237.77.216|dover.idf . il 147.237.77. 216/ 1133- 19748~ he/ i df gdover . aspx Bl ock 1
157. 55. 39. 75 Lhited Sates  |147.237.72.156|anman. i df .il Lhaut hori zed LRL Access to list.ips.gov.il/modiin/default.aspx  |B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
23.247.151.161 |lhited Sates 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waww i df . il/ nazi Bl ock 1
198. 20. 69. 74 Lhited Sates  |147.237.72.167 i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
Wiy, chamat z. aka. i d [unaut hori zed URL Access to
80. 179. 190. 242 |l srael 147.237.77. 226 £l waw chanat z. aka. i o . i | /i p_storagel fil es/ &/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 53 I srael 147.237.77. 170 [maar achot . i df . i | 147.237. 7. 1701 pdlf 1 | es/ 4/ 107734, pdf B ock 1
172.56.17. 93 Uited Sates  [147.237.77.243|nobil e.idf.il D stributed Suspici ous Response Code Bl ock
66. 249. 78. 51 I srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Unhaut horized URL Access from 66.249. 78. 51 B ock
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