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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |[Count |
37.8.79.12 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYN H ood out of context drop 8
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
139. 196. 4. 19 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
115. 239. 228. 10 Chi na 147. 237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con Htp drop 2
74.91. 28. 58 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
208. 69. 30. 158 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1
94.102. 49. 54 Net her | ands 147.237.76. 198 e.yohal an.i df.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Device Action

212.126.112.171 Iraq 147.237.77. 216 dover.idf.il Cl64: HTTP. Bangl aDos B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93.219 |147.237.77.170|W0ited Sates |maarachot.idf.il|ET SCAN NVAP -sA (2) 2
149.88.147.91 |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
112.74.39. 160 |147.237.76.42 |China refuah.idf.il |ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.76.86 |[Wited Sates |navy.idf.il ET SCAN NVAP -f -sS 1
, . |SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port deni al
54.67.38. 74 147.237.8. 45 Lhited Sates |e.eitan.idf.il . - 1
of service attenpt
46. 45. 137. 67 147.237.0.35 [Turkey akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 161. 226. 176|147. 237.0. 35  |Mexi co akavs. i df . i | _ 1
Potential Scan or Brute Force
112.74.39. 160 |147.237. 76. 200 |Chi na eitan.aka.idf.il|ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.76.86 |[Lited Sates |navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1
, L ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
96. 57. 189. 67 147.237.77.233|hited Sates |atal.idf.il 1
attack
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port deni al
54.67.38.74 147.237.77. 216 |Lhited Sates |dover.idf.il . - 1
of service attenpt
, , . |SERVER APAGHE Apache nmod_ssl non- SSL connection to SSL port deni al
54. 67. 38. 74 147.237.0.34 |wnited Sates |tikshuv.idf.il . -
of service attenpt
46. 45. 137. 67 147.237.0.34 [Turkey tikshuv.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
195. 239. 16. 53 RJSf;;”i o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [nonitor (26
195. 239. 16. 40 RJSS::{} o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e comnection data  [nonitor  [26
31.168.154.36 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaming Engine: TGP Invalid i i ssi
79.177.113.95 |israel 147.237.77. 243 |nobil e.i df .| 9 =g Invalid segnent retransmssion. drop 18
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.144.16 |l srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.
179.99.195.45 |Brazil 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
80.246.133.58 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |12
w ndow scal e
185. 89. 217. 227 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 12
reanming BEngine: TCP Invali i i ssi
85.130.248.28 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret r ansn ssi on Packet dr opped.
. . SYNVACK retransmt wth different .
89. 138. 106. 187 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 11
185. 89. 217. 233 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |11
162. 204. 30. 9 Lhited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
185. 89. 217. 228 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 10
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |10
185. 89. 217. 230 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 10
Sreaming Engine: TGP Invalid i i sSi
185.3.147.122  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 9
185. 89. 217. 231 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 9
185. 89. 217. 232 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 9
79.178.101. 71 |[Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
185. 89. 217. 229 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 8
79.179.36.176 [ srael 147.237.72. 166 |aka. i df . Bad TCP sequence SN retransmt wth different monitor (8
w ndow scal e
46.19. 85. 211 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
185. 89. 217. 226 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 7
89. 138. 106. 187 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
2.54.26.9 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i sSi
87.68.73.67 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
212.76.127.10 |lsrael 147.237.77. 176 |matpash.idf.i1  [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6
Sreamng Engine: TCP Invalid i i ssi
46.19. 86.9 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.28.105 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 176. 202. 205 I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
5.22.135.149  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.20.21  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor 6
Sreamng Engine: TCP Invalid i i ssi
79.181. 138. 243 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
191.242.179.82 |prazil 147. 237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different | oo |5
w ndow scal e
46.19. 85. 211 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
185. 89. 217. 224 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 5
79.182. 64. 67 I srael 147.237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
191.242.179.82 |Brazil 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or 4
79.176.99.226 |l srael 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 136. 170 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 4
Sreaming Engine: TGP Invalid i i sSi
89. 139. 164. 242 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
191. 242.179. 82 |Brazil 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 4
212.126.112. 171|Iraqg 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
191.242.179.82 |Brazil 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.120. 90. 3 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 251
46.120. 90. 3 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 105
46.120. 90. 3 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 104
176.13.15.250 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 92
176.13.15.250 |lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 36
89.138.180.33 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 89. 138. 180. 33 |B ock 11
2.54.28. 105 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
5. 29. 105. 58 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
37.26.148.227 |[israel 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
79.176.99.226 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 201. 123. 243 RJSf;;”i o 147. 237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 109. 201. 123. 243 B ock 3
79.178.59. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
; ] ] Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
Russi an . .
109.201.123. 243|120 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 2
84.108.95.183 [lIsrael 147.237.72. 166 [aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
66. 249. 93. 29 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
Unknown Par anet er
93.172.155. 130 |[lIsrael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenM aceHbl der $ct | 38$ct | 01%$ct | 03$chl Quest |None 1
ion$6 in vww aka. i df . il /nai n/gi yus/ questi onnai re. aspx
46. 19. 85. 187 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod B ock 1
. . Mil tiple Full width/Hal fwidth Uhi code Encodi ng on URY Par anet er (+)
79.179.36.176 |l srael 147.237.72. 166 [aka. i df . i | from 79 179. 36. 176 B ock 1
. m ny- kosher - kravi . i _
61. 135.190. 71 Chi na 147.237.0. 17 df il Unhaut hori zed URL Access to 147.237.0.17/ B ock 1
109. 201. 123. 243 RJSf;;”i o 147. 237.72. 166 |aka. i df . i | Lhaut hor i zed URL Access to www aka. i df.il/main/giyus/index. php |B ock 1
46.19. 85. 187 I srael 147.237.77.216|dover . i df .i | Mil tiple Unknown HTTP Request Met hod from 46. 19. 85. 187 Bl ock 1
Unknown Par anet er
85. 65.233.206 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01$ct | 03$chl Quest |None 1
ion$36 in aka.idf.il/nain/giyus/ questionnaire. aspx
68.180.228.112 |[Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i|/bamahane Bl ock 1
46.229.164.102 |Wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
178. 232. 4. 46 Nor way 147.237.77.74 |lawidf.il PHP ALt enpt B ock 1
96. 57. 189. 67 Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx B ock 1
46.19. 85. 187 I srael 147.237.77. 216 |dover.idf . il II1egal HITP \ersion deflate, sdch B ock 1
79.181. 138. 243 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 53 I srael 147.237.77. 170 |naar achot . i df . i | 147. 237.77. 1701 pdf /1 | es/ 4/ 109284, pdf B ock 1
109. 253. 202. 101l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock
46.19. 85. 187 I srael 147.237.77. 216 |dover. i df . i | Unknown HTTP Request Met hod s=56b90cf e44a11515000 in URL  [B ock 1
Unaut hori zed URL Access to
8.37.70.81 Lhited Sates |147.237.77.176 |mat pash. i df . il v cogat . i df . i | /894- en/ mat pash. aspx&usg=al kj rhj | i j gut wueysgl uns |Bl ock 1
ypj pocgkadg
Unknown Par arret er
85. 65.233.206 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl acekbl der $ct | 13%ct | 02$ct | 03$txt Fiel d |None 1
inaka idf.il/main/ g yus/questionnaire. aspx
46.229.164.102 |whited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
178.232. 4. 46 Nor way 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwwy | aw i df.il/xnirpc. php B ock 1
. . Unaut hori zed Met hod HEAD for
109. 160. 148. 2541 sr ael 147.237.72. 166 [aka. i df . i | vaw aka. i df i | / nai n/ sachar/ hore. aspx B ock 1
46. 19. 85. 187 I srael 147.237.77.216|dover.idf .i | Mal f ormed URL B ock 1
. . . Unaut hori zed URL Access to
79.183.59. 157  |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e.i . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 1
66. 249. 78. 51 I srael 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149. 78. 63. 153 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / i v sachar/ i | box. aspx None 1
] . . . S Whtraceabl e Gonnection - Protocol violation
54. 67.38. 74 Wited Sates |147.237.0.34 |[tikshuv.idf.il (SSL CONN LI ENT FELLO) None 1
. . URL is Above Root Directory
185.89. 217. 235 147.237.76.42 [refuah.idf.il ww refua. atal.idf.il/../inages/ shared/ hone. png Bl ock !
46.19. 85. 187 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Abnormal |y Long Request from 46. 19. 85. 187 B ock
80.246.133.58 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx  |B ock
. . Unaut hori zed URL Access to
66. 249. 78. 65 I srael 147.237.77. 170 |naar achot . i df . i | 147. 237.77. 1701 pdf /11 | es/ 4/ 105714, pdf B ock 1
37.142.191. 160 |[Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https: /v idf.il/ B ock
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish B ock
] . . S Whtraceabl e Gonnection - Protocol violation
54.67.38. 74 Lhited Sates |[147.237.77.216|dover.idf.il (SSL CONN LI ENT FELLO) None 1
46. 19. 85. 187 | srael 147.237.77. 216 |dover. i df . i | Mil tiple Malformed URL from 46. 19. 85. 187 B ock 1
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