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02-08-2016-22:04:00 to 02-08-2016-23:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 4
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
185. 130. 5. 224 147. 237. 76. 202 e halag.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 224 147. 237. 76. 196 e.svivaidf.il Block Udp All Nets drop 1
66. 249. 93. 184 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
185. 130. 5. 224 147. 237. 76. 197 e. himush.idf.il Block Udp All Nets drop 1
142. 54. 160. 211 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il |bl ock-sp-trafl forward 1
185. 130. 5. 224 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 1
180. 97. 106. 161 Chi na 147.237.76. 177 ncore.idf.il Bock Np All Net drop 1




02-08-2016-22:04:00 to 02-08-2016-23:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site

212.126.112.171 Iraq 147.237.77. 216 dover.idf.il Cl64: HTTP. Bangl aDos B ock 16




02-08-2016-22:04:00 to 02-08-2016-23:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

176.13.20.102 |[147.237.0.19 |[lIsrael nadimatal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.149. 161. 186 |147.237.76.44 |China erefuah.idf.il  [GPL SCAN nmap TCP 2
218. 246. 0. 97 147. 237. 77. 233 [Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.108. 132. 58 |147.237.77.212|Chi na e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.47.237.95 |147.237.72. 156 |France aman.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
212.47.237.95 [147.237.8.45 |Fance eeitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
198. 154.60. 27  [147.237.77.216|thited Sates |[dover.idf.il ET SCAN Potential SSH Scan 1
218.108. 132. 58 |[147.237. 77. 233|Chi na atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
218.108. 132.58 |147.237.77.121|China e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.47.237.95 [147.237.8.50 |France e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
209. 126. 116. 147|147. 237. 76. 147 [Whited Sates |chinuch.aka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
119 141 242 87 1147 237 8. 27 |chi na o radimatal i i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
212.76.127.10 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (114
212.126.112. 166|lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 78
79.179.136. 105 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wth different monitor |53
W ndow scal e
212.76.127. 111 |lIsrael 147.237.76.30 |hi nush.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |42
Sreanming Engine: TCP Invalid i i ssi
2.54.130. 29 I'srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 36
Ret r ansmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
Sreamng Engine: TCP Invalid ' i ssi
2.54.8.1 I'srael 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. |, 33
Ret r ansmi ssi on Packet dr opped.
212.76.127.10 |l srael 147.237.77. 226 V\:VTN chanatz. aka.1df gy ok HTTP Non Conpl i ant Failed to handl e connection data |nonitor (27
46.19. 85. 119 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
212.76.127.44 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor (21
Sreaning Bngine: TQP Invalid i i SSi
77.127. 209. 155 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
o SYNtACXK retransmt wth .
46. 19. 86. 251 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence afferent vi ndow scal e monitor |15
37.26.149.188 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNACK retransmt wth moni tor |14
different w ndow scal e
85. 130. 210. 138 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
46. 19. 86. 70 | srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
Sreanming Engine: TCP Invalid ' i ssi
2.54.34. 150 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
195. 60. 232. 57  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
212.76.127.219 |israel 147.237.77. 226 "} chanat z. aka. 1d |5y 6ok HITP Non Compl i ant Failed to hand e connection data |monitor |12
46. 19. 85. 119 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |12
46.19.86.251 | srael 147.237.77. 233 |atal .i f i Bad TCP sequence SINWACK retransmt with monitor |11
different wndow scal e
79.178.173.35 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
195. 60. 232. 57 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning Bngine: TQP Invalid i i SSi
79.181.176.23 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.177.170. 108 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
85.250.151.31 |l srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dr opped.
84.109.244.13 |lIsrael 147.237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
212.76.127.111 |israel 147.237.77. 226 [} chanatz.aka.idf 1y ok HITP Non Conpl i ant Failed to handl e connection data |monitor (8
Sreamng Engine: TCP Invalid ' i ssi
79.177.12.166 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
84.109.244.13 I srael 147.237.72. 156 |anan. i df . Bad TCP sequence SYNACK retransmt with monitor |6
different wndow scal e
Sreamng Engine: TCP Invalid ' i ssi
2.54.30. 82 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.229.29.192 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
84.94.165.130 |[lIsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid i i sSi
79.178.19.167 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
79.179.123.59 | srael 147. 237. 77. 243 |obi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2. 54. 150. 226 I 'srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Bngine: TQP Invalid i i SSi
109. 64.221.52 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
79.176. 96. 86 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
35.2.254. 184 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TCP Invalid ' i ssi
109. 66. 190. 151 |l sr ael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54.172.202  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
5.102. 254. 78 I srael 147.237.77. 243 |nobi l e.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
176.13.20.102 |Israel 147.237.0.19 |nadi matal .idf.il Bad TCP sequence Invalid sequence nunber noni t or
90. 220. 61. 149 z";ggom 147. 237. 77. 176 |mat pash. i of . | Bad TCP sequence Invalid ACK nunber monitor |5
31.210. 186. 141 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 86. 251 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
37.26. 146. 142 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop
90. 220. 61. 149 Eiqlr:gegom 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 5
85. 130. 210. 138 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
90. 220. 61. 149 E?';gegom 147.237.77. 176 |nat pash. i df .i| SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
212.126.112. 171|Iraqg 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.20.102 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 180
176.13.20.102 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 119
2.54.29. 68 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 82
84.109.73.190 | srael 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from B ock 69
84.109. 73. 190
176.13.20.102 [l srael 147.237.0.19 |madi matal .idf.i| |1°0 M of the Same Response Qode (403) in Session from Bl ock 68
176. 13. 20. 102
93.173. 250. 183 |l srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 45
2.54.29. 68 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (404) B ock 44
84.109. 160. 223 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 36
46. 19. 86. 212 | srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 21
176.13.20.102 |[lIsrael 147.237.0.19 |madimatal .idf.il [Dstributed Too Miny of the Same Response Code (403) B ock 17
176. 13. 20. 92 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 16
79.177.12.166 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79. 177.12. 166 Bl ock 11
46.19.85.2 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock
46.121.119. 214 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response CQode B ock
. . . Unaut hori zed URL Access to
176.13. 3. 218 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 6
79.179.123.59 [israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut horized URL Access from 79.179. 123. 59 B ock
46.19. 86. 146 I srael 147.237.77.243|nobi l e.i df . i | Paranet er Type M ol ation Password i n nobile.idf.il/sachar/login Bl ock 5
. . . Unhaut hori zed URL Access to
79.179.123.59 |Israel 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 5
109. 65. 52. 76 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response CQode B ock 4
176.13.22.186 |Israel 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
176.13.3. 218 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
213.8.204.7 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 3
2.54.30. 82 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
95. 86. 94. 227 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock 2
46.19. 86. 236 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 2
149. 78. 23. 13 | srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 149. 78. 23. 13 B ock 2
. . Lhtraceabl e SS. Sessions: Protocol violation
190. 236. 135. 239|Feru 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
79.179.123.59  |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock
176. 13. 20. 92 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Many of the Sane Response Code (403) B ock
. . Lhtraceabl e SS. Sessions: Protocol violation
79.178.19.167 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
2.54.8.1 | srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 2
. . D stributed Lhaut hori zed URL Access on
66.249.81.218 |[Israel 147.237.77.216|dover . i df . il vw i df i 1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock 2
. . Unaut hori zed URL Access to
66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 17982- he/ dover . aspx Bl ock 1
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df.il/ituriniasp/wars. asp B ock 1
. . Unaut hori zed URL Access to
79.179.133. 42 I srael 147.237.77. 216 [dover . i df . i | waw i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
142.54.160. 211 |lhited Sates [147.237.0.15 |kosher-kravi.idf.i|Unauthorized URL Access to wwv 1916wh. coml Bl ock 1
77.127.240.118 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
Unknown Par anet er
46. 120. 134. 152 |l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM acekbl der $ct | 13$ct | 02%ct | 03%txtField in  |None 1
aka.idf.il/nain/giyus/ questionnai re. aspx
89.138.180.33 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 89. 138. 180. 33 B ock 1
83.166.234. 5 RJSf;;”i o 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
79.178.173.35 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_CONN CLIENT_HALLQ |None
66.249. 64.233 |[Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/error. htm B ock
. . Doubl e UR. Encoding - paraneter: search in
79.179. 135. 153 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ @i 1V gi yus/ pri ot hand er 1. asnx/ sear ch Bl ock 1
89.138.180.33 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for aka.idf.il/nai n/ gi yus/ general . aspx Bl ock 1
83.166.234. 5 RJSf;;”ion 147. 237. 76. 147 |chi nuch. aka. i df . i I{Uhaut hori zed URL Access to 147.237.76. 147/ B ock 1
46. 19. 85. 224 I srael 147.237.77.216|dover . i df . i SSL Wntraceabl e Gonnection - Qpen Mde None 1
109. 64.201.17  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.i |/ nai nysachar B ock 1
66.249. 66. 132  [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
Unknown Par anet er
46.116. 6. 224 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Quest i on |None 1
$60 in aka.idf.il/nain/giyus/questionnaire. aspx
84.109.244.13 |lIsrael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
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