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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
46.19. 85. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
89. 138. 28. 156 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 6
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il Bl ock UWdp Al Nets drop 3
77.127.160. 250 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
185.94.111. 1 147. 237. 76. 202 e halag.idf.il Bl ock_Udp Al _Nets drop 1
180. 97. 106. 162 Chi na 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
74.91. 28. 59 Lhited Sates 147.237.77.19 | awforumidf.il bl ock-sp-traf 1 dr op 1
142. 54, 160. 211 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
185.94. 111. 1 147. 237.76. 199 e nakchal .idf.il  [Block Wp Al Nets drop 1
74.91. 28. 61 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
165. 91. 4. 60 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

111. 202. 102. 69 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.81. 148 |147.237.77.226|W0ited Sates |wmn chamatz. aka idf.il |[ET SCAN NVAP -sA (2) 2
54.67.38.74 147.237.76.200 |Lhited Sates |eitan aka.idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
54.67.38. 74 147.237.0.15 |Lhited Sates |kosher-kravi.idf.il SEF\.VER_ APAO_E. ApaChe m)d_ssl non- 8L connection to SSL port 1
deni al of service attenpt
46.77.66. 31 147.237. 77. 121 |Pol and e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
218. 246. 0. 97 147.237.77. 176 |Chi na mat pash. i df .i ET SCAN NVAP -sS w ndow 1024 1
46. 45, 137. 67 147. 237. 77. 234 | Tur key hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 8. 14  |Sweden e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 234 |147.237.0.15 [Satzerland kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
116, 25. 139, 207 1147 237 0. 16 |chi na ny-kosher-kravi i of i ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.138.93.151 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
54.67.38. 74 147.237.0.16 |lLhited Sates |ny-kosher-kravi.idf.il SEF\.VER_ APAO_E. ApaChe m)d_ssl non-SSL connection to SSL port 1
deni al of service attenpt
46.77.66. 31 147.237. 77. 121 |Pol and e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
46. 45, 137. 67 147. 237. 77. 235 [Tur key svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
179. 43. 141. 234 |147.237.72. 14 |Satzerl and dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 5. 239 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 113 |147.237. 77. 235 |krai ne sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.108. 80. 188  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

213.8.204.25 |lIsrael 147. 237. 72. 167 |i shuri maka. i df . i | > dro 108
Ret r ansmi ssi on Packet dropped. P

41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
Sreaning BEngine: TQP Invalid i i ssi

24.242.211. 181 |Uited Sates |147. 237. 77. 216 |dover i df .1 9 =g Invalid segnent retransmssion. |, 26
Ret ransm ssi on Packet dropped.

192. 116. 54. 221 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreaning Engine: TGP Invalid i i ssi

85. 130. 253. 120 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 12
Ret ransm ssi on Packet dropped.

31.210.188.87 |[lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 11

192. 116. 54. 221 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
Sreaning BEngine: TQP Invalid i i ssi

89.139.228.31 |Israel 147.237.77. 243 |nobi l e. i of .| g =g Invalid segnent retransmssion. | 10
Ret ransm ssi on Packet dropped.

2.54,161.21 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

31.154.14.46  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |10

w ndow scal e

Sreaming Engine: TCP Invalid i i ssi

37.26.147.129 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.

31. 210. 187. 230 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8

66.249.81. 152 |United Sates |147. 237. 77. 226 ;’\:““Chamz'aka"df' drop First packet ism't SWN drop 8

e SYN+AXK retransmit with different .

62.219.137.5 |lIsrael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal & nonitor |8

5.22.135.97 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
Sreaning Engine: TGP Invalid i i ssi

185. 3. 144. 123 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

185. 13. 193. 147 |I srael 147. 237.77. 243 |mbi l e, i f . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

209. 88. 157. 203 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
Sreaning Bngine: TCP Invalid i i ssi

77.126.95. 226 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

31.210.186.17 |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6

62.219.137.5 |[Israel 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TCP Invalid i i ssi

77.127.13.139 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

217.132. 147. 29 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.

46.19.86.207 |lIsrael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

79.176. 160. 70 |I srael 147.237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

79.178.96.97 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

84.228.43.55 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi

79.177.48.113 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

185. 120. 125. 32 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.

62.219.137.5 |lIsrael 147.237.77. 216 |dover.idf i1 Bad TCP sequence monitor |6
Sreamng Engine: TCP Invalid i i ssi

109. 253. 130. 48 |l srael 147.237.72. 167 |i shurimaka.i df .il g _g Inval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.

2.54.161.21 | srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence Inval i d sequence nuniber noni t or 5

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5

2.54.161.21 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber alert 5

2.54.161.21 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5

31.168.24.58 |Israel 147.237.77. 226 |\ chamatz.aka. 1df- a4 TOP sequence Invalid sequence nunber moni tor |5

187.36.7.58 Brazil 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop

46.19.86.202 |lIsrael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

66.249.78. 184 |Wnited Sates [147. 237. 76. 200 [ei tan. aka i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

62.219.137.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

46.19.86.207 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4

37.46.38.98 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4

46.19. 85. 74 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber alert 4

46.19.86.101  |[lIsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |4

5.22.130.238 |[lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4

195. 34.150. 18 [Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nenitor |4

77.127.160. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi

2.52.11.4 I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.

149. 78. 154. 69 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.117. 224. 217 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 87
2.52.38.152 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 79
2.54.29. 68 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 65
46. 19. 86. 213 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 65
2.52.38.152 I srael 147.237.0.19 |madimatal .idf.il |Suspicious Response Code B ock 42
46.117. 224. 217 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 39
2.52.38.152 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 29
37.26.149.194 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 12
46.19.85.2 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
. . . Unaut hori zed URL Access to
188. 64. 102. 215 |l srael 147.237.0.19 |nadimatal .idf.il naci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx Bl ock 3
93.173.250. 183 [Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Qode B ock
109. 67. 169. 188 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock
109. 253.199. 50 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock
. - . Unaut hori zed URL Access to
176.13.12.118 |[lIsrael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1381 B ock 2
84.229.42.178 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
37.142.184. 228 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/si ze220x0/ si p_st or age B ock 2
2.52.11.4 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/1214-he/ m| ui maspx B ock 1
185. 3. 144. 123 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
66.249. 64.230 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
Unknown Par anet er
109. 66. 37. 187  |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%ct | 03%chl Questi on |None 1
$71 in aka idf.il/nain/giyus/questionnaire. aspx
Illegal Byte Code Character in Paraneter Nane AE
cAcfr[[#31]] ARAY: xExEr R [ #22] ] [ [ #14] ] GVA?AEX] ROUG/x“x>8A8
217. 194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | 1K [ #12] ] Ace* xR ; c) oOA[ [ #7] ] A€C1A€ [ [ #7]] [ [ #6] ] O/BKONAY Bl ock 1
O R [#3]]1[[#29] ] ASx™AYARA-t w; - : XN*L*&,-A" At r A?j (3 qEtxar nAE
P; [ [ #0] | xAZA: Af8[ [ #0] ] xoea[ [ #28] ] AtAYA" Aj JA¥
89.139.228.31 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
66.249.79.225 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
165. 91. 4. 62 Lhited Sates |147.237.72.156|aman. i df.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
] S . |Miltiple Lhtraceabl e SS. Sessi ons from54. 67.38. 74 (Protocol violation
54.67.38. 74 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il (SSL. OONN LI ENT HELLO)) None 1
. . Unaut hori zed URL Access to
93.190. 140. 235 |Netherlands |147.237.72.166|aka. i df.i | aka. i df .i 1/ adi v cns wysi v/ di recti ve/ i ndex/ B ock 1
- - D stributed Lhaut hori zed URL Access on
46.19.86.162 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Block |1
. . Mil tiple Uhtraceabl e SSL Sessi ons from217. 194. 198. 104 ( Prot ocol
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | viol ation (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
Unknown Par arret er
37.26.146.130 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01%ct | 03%chl Questi on |None 1
$2 in vy aka. i df.il/nain/gi yus/ questionnai re. aspx
217. 194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Dstributed 111egal Byte Gode Character in Mthod B ock 1
81.200.91. 15 RJSIS:;ni on 147.237.77.74 |lawidf .il Paraneter Type Mol ation PageNumin vww | aw i df . il/163-en/ pat zar. aspx |B ock 1
185. 3.147. 114 |lIsrael 147.237.76.200|ei tan. aka. i df . i | PHP Att enpt B ock 1
66.249. 64. 233 [Israel 147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
90. 161. 119. 178 |Spain 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
46.19. 85. 148 I srael 147.237.77. 216 |dover . i df . il Abnornal |y Long Request request version B ock 1
Illegal Byte Gode Character in Query Sring AECA r[[#31]] ARRY: xExE
r R [#22] ] [ [ #14] ] VA2 AEX] ROUO/x“x-8A81K] [ #12] ] Ace* x—A2 ; c) 00A
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | [[#7]]18€¢1a€L [ [#7]] [ [#6] ] O/BKONAYQ R [ #3]] [ [ #29] ] ASx™AY B ock 1
ARA-t w, - : XNCL*&,~A At r A?j & qETxar nAEP; [ [ #0] ] xAZA:; A8 [ #0] | xce
af [ #28] ] AtAYA" A; JA¢
Unknown Par arret er
77.126.16.135 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01$ct | 03%chl Questi on |None 1
$6 in wwn aka. i df . il /nai n/ gi yus/ questionnaire. aspx
2.54.132. 41 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con.ico B ock 1
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Distributed Aonornal |y Long Header Line B ock
176.13.12.118 |Israel 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut horized URL Access from176.13.12. 118 B ock
' ny- kosher - kravi . i d|s3. ntraceabl e Gnnection - Protocol viol ation
54.67.38.74 Lhited Sates |147.237.0.16 fil (SSL_CONN OLI ENT_HELLO) None 1
109. 64. 129. 23 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed UR. Access to wwyidf.il/kesher Bl ock 1
46. 19. 86. 207 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
NULL Character in Paranmeter Name AGECA:fr[[#31]] ARRE: xEXE
r R [#22] ] [ [ #14] ] VA2 AEX] ROUO/x“>-8AS1K] [ #12] ] Ace* x—A2 ; ¢) 00A
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | [[#7]]18€c1a€[ [#7]] [ [#6] ] O/BKONAYQ R [ #3]] [ [ #29] ] ASx™AY B ock 1
ARA-tw, - 1 XN'L*&,-A ALt A?j (8 qEtxar nAEP; [ [ #0] | xAZA AT8[ [ #0] ] xce
af [ #28] ] AtAYA" A; J A
Unknown Par anet er
37.26.148.142 |Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01%$ct | 03$chl Questi on |None 1
$7 in aka.idf.il/main/giyus/ questionnaire. aspx
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Distributed M forned UR Bl ock 1
- . DO stributed Lhaut hori zed URL Access on
84.108.237.62 |lsrael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Block |1
185. 3. 147. 114 |Israel 147.237.76.200(ei tan. aka. i df . il Unaut hori zed LRL Access to waw ei tan. aka. i df.il/xmrpc. php Bl ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to wwwvidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
46.120.24.109 |Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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