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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
176. 44.127. 199 Saudi Arabi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
128. 194. 131. 235 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
74.91. 28. 59 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DO5 Large anount of TCP Zer oWwndow - Possible Niller2

176.13.11. 38 147.237.76.30 |[Israel hi nush. i df .i | Dhos at t ack 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
80. 82. 79. 104 147.237.76. 200 |Netherl ands ~ |eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.182.36.128  |147.237.77. 216l srael dover.idf.il portscan: TGP O stributed Portscan 1
213.151. 45. 179 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
61.155.203.54 |147.237.76. 199 |Chi na e. nakchal .idf .il ET SCAN Potential SSH Scan 1
61.155.203.54 |147.237.76.30 |China hi nush. i df .i | ET SCAN Potential SSH Scan 1
193. 105. 134. 220(147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.151.52.161 |147.237.0.17 |Wkraine mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
185.3.147.110 |147.237.77.216|Israel dover.idf.il portscan: TGP O stributed Portscan 1
2.54.191. 106 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 13. 4. 254 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 64. 135. 175 |147.237. 72. 166 |I srael aka idf.il portscan: TGP O stributed Portscan 1
82.80.198. 164  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.182.107. 135 |[147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237. 77. 234 |Chi na hal ag. i df .il ET SCAN NVAP -sS wi ndow 1024 1
79.181. 38. 2 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.47.237.95 |147.237.76. 147 |France chi nuch. aka. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
61.155.203.54 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
193. 109. 199. 196(147. 237. 77. 216 LK?i;gegom dover.idf.il portscan: TCQP O stributed Portscan 1
54. 67. 38. 74 147.237.76.31 |Wnited Sates |[nakchal .idf.il SERVER APAO_E Apac.he mod_ssl non-SS. connection to SS. 1
port denial of service attenpt
188. 120. 148. 246|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149.181 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
114.33.130.35  |147. 237 76. 44 |Tai van o refuahid i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.173. 190. 100 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Slgnature Action ‘Count
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.icf.il |drop drop 45
66.249.93.127 |Wwited Sates [147.237.77.233|atal.idf.il [drop drop 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [dr op SAMrul e drop 30
Sreaning Engine: TCP Invalid i i SSi
89. 139. 8. 65 | srael 147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. Packet . 28
Ret r ansni ssi on dr opped.
66.249.93.123 |Lhited Sates |147.237.77.233(atal.idf.il [drop First packet isn't SYN drop 26
213.57.241.232 | srael 147.237.72.166|aka i of il |Bad TCP sequence SIAK retransmt with di fferent monitor  [25
wi ndow scal e
213.57.241.232 |Israel 147.237.72. 166 |aka. idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 25
82.145. 219. 184 |Europe 147.237.77. 216 |dover.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
176.13.11. 38 I srael 147.237.76.30 |himush.idf.il|Bad TCP sequence Invalid ACK nunber aert 19
176.13.11. 38 I srael 147.237.76.30 |himush.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 19
85. 65. 205. 37 I srael 147.237.76.30 |himsh.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 14
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
80. 246. 133. 177 |Israel 147.237.77.233|atal .idf.il [Bad TOP sequence S retransmt with different wndow | oivor |13
201.37.163.30 |Brazil 147.237.77. 216 |dover.idf. il |Bad TCP sequence SAK retransmt with di fferent monitor |12
wi ndow scal e
S SYNVACK retransmt with different .
46.116. 26. 25 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 11
213.140.59.136 |Ageria 147.237.77. 216 |dover.idf. il |Bad TCP sequence SAK retransmt with di fferent monitor |10
wi ndow scal e
5.102.254.195 |Israel 147.237.72. 166 |aka idf.i| |Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaming Engine: TGP Invalid i i sSi
109. 65. 127. 69 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet f. 9
Ret ransni ssi on dr opped.
66. 249. 93. 67 Lhited Sates [147.237.77.233|atd.idf.il [Bad TCP sequence Inval i d ACK nunber aert
66. 249. 93. 67 Wited Sates |147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
5.28.173. 68 I'sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. Packet |, 9
Ret ransni ssi on dr opped.
66.249.93.127 |lhited States |147.237.77.233|ata.idf.il [Bad TCP sequence Inval i d ACK nunber aert 8
79.180. 28.240 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
66.249.93.127 |Wwited Sates [147.237.77.233|atal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.idf.il |drop First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i sSi
185.32. 179. 167 |Israel 147. 237.77. 243 |mobile. i f . | 9 =g Invalid segment retransmssion. Packet f. 6
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179. 100. 136 I srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. Packet f 6
Ret r ansni ssi on dr opped.
87.68. 51. 29 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence i;‘;e”ansn“ with different wndow | oovor o
37.46.38.99 I srael 147.237.72.166|aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
109. 66. 202.80 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid
105. 155. 231. 205|Mor occo 147.237.77. 216 |dover.idf.il Checksugm 9 Inval i d checksum Packet dropped. drop 6
Sreamng Engine: TCP Invalid i i ssi
149.78. 254. 252 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 6
80. 246. 133. 177 |Israel 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi
84.228.12.104 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. Packet . 6
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.52.54.12 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. Packet f 6
Ret r ansni ssi on dr opped.
31.210. 186. 156 |[lIsrael 147.237.72. 166 |aka.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
79.180.99.136 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet f 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.229.28.133 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet f. 6
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i SSi
5.102.207.165 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet f 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.37.169 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet f. 6
Ret r ansni ssi on dr opped.
66.249.93.123 |Wited Sates [147.237.77.233|atal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 5
S SYNVACK retransmt with different .
46.19. 86. 92 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence wi ndow scal e noni t or 5
176.13. 14. 39 I srael 147.237.77. 216 [dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
66.249.93.123 |lhited Sates |147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
5.102.254. 188 |l srael 147.237.72.166|aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
66.249.93.123 [United Sates [147.237.77.233|atal.idf.il [drop Lhexpect ed post SYN packet - RST of g o 5
SYN expect ed
193. 109. 199. 196 z‘;;gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [dr op Frst packet isn't SN drop
185. 3. 147. 168 |l srael 147.237.72.166|aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46. 120. 246. 128 |[lIsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Miny of the Same Response Code (404) B ock 85
77.127.29.221  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 63
109. 253. 158. 223]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 60
109. 64. 36. 219 |l srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 109. 64. 36. 219 B ock 10
37.26.147.200 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19. 86. 132 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
2.52.54.12 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
185.3.144.62  |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂtgci’rd'le??/ lc";egpgrcyisem e/ 1 st i | cdocument s/ 1152 Bock |3
94. 230. 86. 31 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock
109. 253. 136. 99 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
185. 120. 125. 60 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock
82.81.77.100 isreel  [147.237.76.42 |refuah.idf.il  |ooreer be Molat fglg_tr']g)r?’;;he_”atsixacem' der 13txt LastNare i n Bock |2
176.13.3. 217 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.159. 248 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
84.111. 38. 42 I 'srael 147.237.72. 166 |aka. i df . i | Mal forned URL Bl ock
80.178.24.94  |israel 147. 237.72. 156 |anan. i df . i | m;{irzﬁﬂe; Lm“;tr;cgs'zliswu:;mﬁcfzfsl o Bock |1
185. 24. 206. 58 |l srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mde None 1
109. 64. 185. 139 |Israel 147.237.77.216|dover.i df . il D stributed Unaut hori zed URL Access on v i df.il/https: /v idf.il/ Bl ock 1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf .l Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 1
87.68.51. 29 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
5. 29. 80. 165 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access fromS5. 29. 80. 165 B ock 1
201.37.163.30 |[Bazil 147.237.77. 216 |dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
Illegal Byte Gode Character in Header Name #dSKa2nA'EAY[[#17]][[#3]] A-YA
SOpA° A2 oAt _>Q') cA bUATAA; AYAs A€l [ #24]] | xgﬁ:&—i&qiﬁox Al AZA’A@&
[[#25]] 6’?A—-§A3AA§AA¥[~[ #25] ] AE[ [A#2A2]~] ] I:lﬁ: A?ACz Aj AEIA: A3 [[#12]] Bt A'AS
[[#6]] LATP" As AoA ARe u[ [ #27] | ASASAG/ ReAc] [ #5] ] 5AS
84.111. 38. 42 I srael 147.237.72. 166 [aka. i df . i | A [[#19]] [[#28]] A [ #1711 [[#27]] m A—AL A [1 t[[#20]] A, B ock 1
Ac[[#31] JWMAR[ [ #23] ] QeA?" [[#17] ] AUAMA AS2K
ATACA™A A-7Q\ Au<[ [ #15]] $A'A AANA"}DIf ] MA®A AOA A2 AAVAE
e?'AAl/{ [A#Z] ]AVA’?A} 1 Ai; iWA%OA?[ [A#7] ]~A—AGEV\A’?AB[ [#29] 1 A [ [ #0] ] AEAA©
A A; S$A; ATA [ RA] AGATAcA?[ [ #2] ] Atb' A [ [ #18
77.126.60.147  |israel 147.237.72.166 |aka. i df . i | mngkmg izafrjrlnjtn: n?tgli Sgilc;t' Sggfgshnhghr:?;‘;gim acetol der $btnAtudaBack in |y, 0 g
157.55.39. 75 g‘;ltee: 147.237.72. 156 |anan. i df . i | Wnaut hori zed URL Access to |ist.ips. gov.il/nodiin/ default. aspx Bock |1
46.120. 180. 226 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
Unhaut hori zed URL Access to
95.86.119.232 | srael 147.237.76.86 |navy.idf.il Wb;as\ga ;udgc'éiﬁgg} g‘;’:r;ijv){&gfszg‘i‘;‘ELZ"?“;‘ES‘?A;OCEI;E\EES‘S;Lg?z?‘gnzaphxufgg":;g Bock |1
4i t bgoi n¥xaoax6ghqg
NULL Chgr act er ~| n H?ader~ Nane at A% [#g] 1@A3A 1A§1l‘:’,§’?~A—AtAj .
84.111. 38. 42 I srael 147.237.72. 166 |aka. i df . i | [Y[A;Qﬁ]] ?{?QA?[A;Z%I] gl";ﬁ;?ﬁﬂﬁﬁ;ﬁ&?% 731[ [A;g;ﬁ/ IAAg\;g?[s:;]z]}X RS B ock 1
[[#17]] B4 [ #0] | t AsK?3A»A0% d
81.218. 251. 250 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/hone/ def Bl ock 1
185. 32.179. 167 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il Distributed Unauthorized URL Access on 147.237. 76. 42/ robot s. t xt B ock
Unknown Par anet er
87.69.197.188 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Questi on$42 in  [None 1
aka.idf.il/mai n/gi yus/ questionnai re. aspx
5.29. 80. 165 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df.il/mai n/kapat z/ x-x” Bl ock 1
208. 80. 194. 26 ;h;:ee: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
84.111.38. 42 | srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Header VAl ue B ock 1
157. 55. 39. 100 g“;tt:g 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/nilitary-policel Bock |1
104. 227.56. 19 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/newsitel english/ docunents. asp B ock 1
84.111.38. 42 | srael 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 37 Headers B ock 1
109. 253. 139. 174]I srael 147.237.72. 166 [aka. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1402- he/ at al . aspx B ock 1
93.172. 20. 49 | srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on v idf.il/https: /v idf.il/ B ock 1
Illegal Byte Code Character in Method } A PAdAVATRAcA?ASA. .. RAA+UA?A-
84.111.38.42  |Israel 147.237.72.166 |aka. i df . i | gﬁ gﬂ[[[#ﬁzg‘;]]] nﬁf/%\[\([nﬁ](gﬁ;ﬁ%’fﬂfﬁhﬁﬁgg /L§Ar] ?\hgf'J*AéASA?AOEAY Bock |1
EA; A2 A»GRY®\ 6] [ #26] ] ARA- A° A
77.127.29.221  |Israel 147.237.0.19 |nadimatal .idf.i|Too Many of the Sane Response Code (404) in Session from77.127.29.221  |B ock 1
50. 253. 2. 217 g];::: 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to ww i df.il/newsitel english/ main. asp B ock 1
Unknown HTTP Request Met hod 1A ~PA:d~A1/~ATA&VA<;A’?;A§A...ARA,ﬁ:iLi%’?AA—A -
84.111.38.42  |Israel 147.237.72. 166 |aka. i df . i | QZZ AA:ﬂ[[[[ #izsdi]]] n’iﬁzg\{[ﬂiﬂ( gﬁ;’,ﬁi&iﬂfgﬁiﬁ;gé /L§ ;Ar: ggf'J*AgASA?A@AY Bock |1
EA; A2 A»GR96)\ 6] [ #26] ] ARA- A°A; in URL
194. 90. 66. 9 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter _ in aka.idf.il/nain/giyus/ defaul t.aspx None 1
84.111.38.42 I srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
66.249.93.67  |Israel 147.237.77.233atal . i df .il SR 1 fhove oot D _r/eiC;géZS/ har ed nenustr ech. prg Bock |1
94.185.83.100 |Sweden 147.237.76.86 |navy.idf.il D stributed Unhaut hori zed URL Access on testp5. miel no. | ubin. pl /testproxy. php [B ock 1
84.111. 38. 42 I srael 147.237.72. 166 |aka. i df . i | Ml forned HITP Header Line 1 B ock 1
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