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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
128. 194. 131. 235 Lhited Sates 147.237.72. 166 aka. idf.il bl ock-sp-traf 1 dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
79. 103. 166. 153 G eece 147.237.77. 227 e hanaz.idf.il Frk _Under Attack Con Tcp drop 1
142.54. 160. 212 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qountry |Ste Signature

66.249.81.175 |147.237.77.233|lited Sates atal.idf.il ET SCAN NVAP -sA (2) 1753

80, 246. 133. 177 |147. 237 77 233 |1 ael atal idh il ET DOB5 Large anount of TCP Zer oVWndow - Possible Niller2
DDos att ack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent

66.249.81.179 |147.237.77.233|Wited Sates aal.idf.il ET SCAN NVAP -sA (2)

85. 65. 124. 77 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan

46.121.203. 117 (147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan

123. 25.21. 23 147.237.76. 44 |M etnam e.refuah.idf.il ET SCAN Potential SSH Scan

213.57.41.99 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan

84.94. 80. 32 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan

46.116.127.86  [147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan

123.25.21.23 147.237.76. 34 |\ et nam yohal an. i df.il ET SCAN Potential SSH Scan

82.81.129. 158  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan

46.97.11. 102 147.237.76.86 |Romani a navy. i df.il ET SCAN Potential SSH Scan

123.25.21. 23 147.237.8.46  [Vietnam e. chi nuch. i df .il ET SCAN Potential SSH Scan

178.39.218.11 |147.237.77. 216 |Satzer| and dover.idf.il portscan: TCP O stributed Portscan

123.25.21. 23 147.237.8.28 |V et nam e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan

79.180. 230. 151 |[147.237.72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan
123. 25.21. 23 147. 237. 77. 233 |M et nam atal.idf.il ET SCAN Potential SSH Scan

123. 25. 21. 23 147.237.0.35 |V etnam akaws. i df .i | ET SCAN Potential SSH Scan
123.25.21.23 147.237.77. 178 M et nam e. nat pash. i df . i ET SCAN Potential SSH Scan
123.25.21. 23 147.237.0.16 |\ et nam ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan

123. 25. 21. 23 147. 237. 76. 199 |M et nam e. nakchal .idf .i ET SCAN Potential SSH Scan

62. 83. 80. 168 147.237.77. 216 |Spai n dover . idf.il portscan: TCP Distributed Portscan
94.102. 51. 30 147. 237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024
123. 25. 21. 23 147. 237. 76. 196 |M et nam e.svivaidf.il ET SCAN Potential SSH Scan

46.166. 129. 183 |147.237.77. 74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 2048

93.158.152. 31  |147.237. 72. 166 |Russi an Federation [aka. idf.il portscan: TCP O stributed Portscan

46.166. 129. 183 |147.237.77. 74 |Nether| ands lawidf.il ET SCAN NVAP -f -sS

123.25.21.23 147.237.76.86 [\ et nam navy. i df.il ET SCAN Potential SSH Scan
213.57.230. 133 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan
84.228.194. 207 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan
46.117.128. 186 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan

123.25.21. 23 147. 237. 76. 38 |\ et nam eenetav.idf.il ET SCAN Potential SSH Scan

82.117.208. 243 [147.237.76.196 e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024
212.47.237.95 |147.237.77. 212 |France e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920
46.97.11. 102 147. 237. 77. 216 |Ronani a dover.idf.il ET SCAN Potential SSH Scan

123. 25. 21. 23 147.237.8.50 |V et nam e.tikshuv.idf.il ET SCAN Potential SSH Scan

81.169.251. 74 |147.237.77. 179 |Ger many e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024
193.104.41. 141 [147.237.76. 198 O'\f' dova, RepubliC o vopey an,idf. | ET DRCP Spanhaus DRCP Listed Traffic | nbound
46.97.11. 102 147.237.76. 31 |Ronani a nakchal . i df.il ET SCAN Potential SSH Scan

123. 25.21. 23 147.237.8.45 |V et nam e.eitanidf.il ET SCAN Potential SSH Scan

80. 82. 79. 104 147.237.0. 200 |Netherl ands ral. i of i | ET SCAN NMAP -sS wi ndow 1024

123. 25.21. 23 147. 237. 77. 235 |M et nam sviva idf.il ET SCAN Potential SSH Scan

123. 25.21. 23 147.237.8.27 |V etnam e.madimatal .idf.il ET SCAN Potential SSH Scan

79.178.27.20  |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stri buted Portscan

waw chanat z. aka. i df .i | [ET SCAN Potential SSH Scan
ET SCAN Potential SSH Scan

123.25.21. 23 147.237.77. 226 |M et nam
123.25.21. 23 147.237.0. 33

M et nam idf.il

NNEEEEEEEEEEE R E I EEEEEEE S EEEEEEE eSO EEEEETEEaTrEaTESyeEEEEE

123.25.21.23 147.237.77. 176 |\ et nam nat pash. i df . i | ET SCAN Potential SSH Scan
109. 253. 197. 160|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan
123.25.21. 23 147. 237. 76. 197 |M et nam e hinush.idf.il ET SCAN Potential SSH Scan
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36

109. 253. 157. 195|l sr ael 147.237.76.30 |hinush.idf.il [Bad TCP sequence Invalid ACK nunber aert 22

188. 120. 148. 25 |l srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 21

66.249.81.179 |Whited Sates 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 19
Sreaning BEngine: TGP Invalid i i ssi

109.67.154.8  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 18
Ret r ansni ssi on Packet dropped.

66.249.81.175 |Lhited Sates 147.237.77.233|atal .idf.il  |drop First packet isn't SWN drop 14

77.125.110. 157 |Israel 147.237.76.31 |nakchal .idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 14

109. 253. 157. 195|I srael 147.237.76.30 |[himsh.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 14

66.249.81.183 |Lhited Sates 147.237.77.233|atal .idf.il  |drop First packet isn't SWN drop 14
Sreaning Engine: TCP Invalid i i ssi

109. 253. 216. 82 |Israel 147, 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.

91. 206. 181. 242 |Pol and 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 12
Sreaming Engine: TP Invalid i i ssi

2.52.49. 124 I srael 147.237.77. 243 |nobil e.i of . 9 =9 Invalid segnent retransmssion. o 12
Ret r ansni ssi on Packet dropped.

176.228.217.52 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect

37.26.147.155 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

. . SYNtAXK retransmt with .

5.29. 196. 61 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence di fferent wi ndow scal e noni t or 8

46. 19. 86. 61 I srael 147.237.76.42 |refuah.icf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8

188.161.1. 64  |ASStinian Territory. |, )7 o37 77. 216 |dover. k.l |dr op First packet ism't SWN drop 8

Cceupi ed

Sreanming Engine: TGP Invalid i i sSi

66.249.66.93  |lited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.

80. 246. 133. 177 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning BEngine: TCP Invalid i i ssi

141.8.132.112 |Russian Federation  |147.237.72. 166 |aka i df.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

66.249.66.95  |Uited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.

46. 19. 85. 100 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or

98.124.11.59 Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TGP Invalid i i ssi

79.177.30.172  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

66.249.81.174 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
Sreaning Engine: TAP Invalid i i ssi

46.19. 85. 86 I'sr ael 147.237.77. 243 |robi 1 e. i of . i1 g =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.

. . SYNWAK retransmt with .

98.124. 11. 59 Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence different vindow scal e monitor |6

46. 19. 86. 227 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

79.177.54.220  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

188. 120. 148. 25 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TP Invalid i i ssi

2.52.51. 49 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi

176.13.18.187 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 134 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber monitor |5

109. 65. 212. 184 |Israel 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 44 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5

41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 5

46.19. 85. 134 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 4

85. 65. 151. 224  |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

176.13.7.245 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |4

149. 88.127.27 |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 4

130.203.136. 75 |nited Sates 147. 237. 72. 166 |aka.i df .i drop SAMirul e drop 4

31.210.186.49 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber moni tor |4

213. 140.59. 136 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
Sreaming Engine: TP Invalid i i ssi

81.218.44.19  |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.

149. 88.127.27  |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

84.109.137.80 | srael 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

79.183.1.133  |Israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

185. 27. 105. 184 |1 srael 147.237.72. 166 |aka i df .1 9 59 Invalid segnent retransmssion. |, 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.178.117. 237 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 66
79.178.117. 237 |israel 147.237.0.19 |madimatal .idf.il  |1o0 My of the Same Response Code (404) in Session from Bock |40
79.178. 117. 237
37.26.147.174 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 34
176.13.18.130 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 29
46.19. 86. 119 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 28
80. 246. 136. 213 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 15
. . . Too Many of the Sanme Response Code (404) in Session from
84.228.182. 148 |Israel 147.237.0.34 |tikshuv.idf.il 84 228,182, 148 Bl ock 9
109. 253. 221. 212|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
128.194. 131. 148|United Sates |147.237.72.166|aka.idf.il Miltiple NLLL Character in Method from 128.194. 131. 148 B ock 4
79.177.148. 153 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.52.49. 124 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 85. 86 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
Lhited . . Unhtraceabl e SS. Sessions: Protocol violation
86.171.45.11 Ki ngdom 147.237.77. 216 |dover.i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 B ock 2
2.54.53.81 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.0. 125 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
5. 28.135. 102 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
79.182.206. 190 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/nai n/ sachar/undefined |B ock 1
185. 25. 151. 159 |Pol and 147.237.77.19 [lawforumidf.il Uhaut hori zed URL Access to testp5. miel no. | ubin. pl/testproxy. php  [B ock 1
128.194. 131. 235|Uhited Sates |147.237.72. 156 |anan. i df .i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1396- he/ at al . aspx Bl ock 1
. . DO stributed Whaut hori zed URL Access on
109. 65. 53. 86 | srael 147.237.77.216|dover. i df . i | ww i o i1/t t ps: /ww i o i1/ Bl ock 1
. . D stributed Uhauthorized URL Access on
2.54.63.93 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shar ed/ r eset . css Bl ock 1
198. 20. 69. 74 Lhited Sates |147.237.72.166(aka.idf.il D stributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1
81.200.91. 15 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Parameter Type Molation lang i n waw i df.il/1395 en/ dover. aspx B ock 1
176.13. 2. 105 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237. 77. 233/ 1134-he/ at al . aspx B ock 1
] . . . SS. Lhtraceabl e Gonnection - Protocol violation
54. 67.38. 74 Wited Sates [147.237.0.19 |[madimatal .idf.il (SSL OONN CLI ENT HELLO) None 1
Unknown Par arret er
109. 160. 167. 18 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wawn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
5.62.131. 135 RJSf;;”i o 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/arr/ B ock 1
. . DO stributed Uhauthori zed URL Access on
80. 246.133. 177 |lIsrael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
185, 25. 151. 159 |Pol and 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to test pd. pospr. waw pl /t est pr oxy. php B ock 1
128. 232. 110. 28 LK!i“r:gegom 147.237.77. 234 |hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ B ock 1
68. 180. 230. 244 |Wnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
www. chamat z. aka. i _ _
109. 65. 128. 243 |l srael 147.237.77. 226 df il Mil tipl e Whaut hori zed URL Access from 109. 65. 128. 243 Bl ock 1
2.54.132. 41 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/favicon.ico Bl ock 1
’ . . Unhaut hori zed URL Access to
199. 16. 156. 124 |lhited Sates |147.237.77.216|dover.idf.il Wi df i /i p storagel i1 es/ 8/ si ze220x0/ 16838 | pg B ock 1
Unknown Par anet er
83.130.99.240 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenM aceHbl der $ct | 38%ct | 01$ct | 03$chl Quest [None 1
ion$3 in v aka. i df.il/nain/giyus/ questionnaire. aspx
176.13. 8. 57 I srael 147. 237.77. 216 |dover . i df . i | Miltiple Fullwdth/Hel fuidth thicode Encoding on LRJ/Paraneter(+) g o 3
from176. 13. 8. 57
109. 253. 203. 121 ]I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock 1
Unknown Par anet er
87.68. 159. 39 I srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oyment S at us in None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
www. chamat z. aka. i _ . .
185. 25. 151. 159 |Pol and 147.237.77. 226 df il Uhaut hori zed URL Access to testp5. niel no. | ubin. pl/testproxy. php Bl ock 1
141. 0. 12. 242 Nor way 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/ar/upl ouded B ock 1
77. 66. 60. 75 Denmar k 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
46. 19. 86. 162 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ favi con. i co B ock 1
Wy, chamat z. aka. i [unaut hori zed URL Access to
109. 65. 128. 243 |l srael 147.237.77. 226 df il Wi chanat z. aka. i o . | /i p_storagel fil es/ &/ Bl ock 1
2.54.179. 67 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
83.166. 235. 5 RJSf;;”ion 147.237.72. 166 |aka. i df . i | Unaut hor i zed URL Access to 147. 237. 72. 166/ B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
. ] O stributed Lhaut horized URL Access on
93.172.138.130 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
41.82.114.152  |Senegal 147.237.77. 216 |dover.i df .i | Enail collector robots 14 B ock 1
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