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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

212.179. 247. 58 | srael 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 5
128. 194. 131. 235 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 dr op 1
185.94.111.1 147.237. 76. 39 nobi | e.nei tav.idf.il Bock Np Al Net drop 1
185.94.111. 1 147.237. 76. 196 e.sviva.idf.il Bock Np Al _Net drop 1
71.6.135. 131 Lhited Sates 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnarure Devi ce Action |Oount

151. 80. 31. 134 Italy 147.237.76. 31 nakchal .idf.il 228: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
109, 253. 157 195|147 237 76.30 |israel himsh i df i | ET DCS Large anount of TCP ZeroWndow - Possible Nkiller2 DDos
attack
66.102. 9. 28 147.237.72. 167 |Lhited Sates [ishurimakaidf.il |[ET SCAN NVAP -sA (2) 2
66.249. 64. 153  [147.237.77.74 |United Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
179. 43. 141. 234 |147.237. 77. 243 |Sni t zer| and nobi | e. i df il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 85. 25 147.237.77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
149.78.127.90 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
222.186.58. 169 |147.237.76.34 |China yohal an. i df . il ET SCAN Potential WNC Scan 5900- 5920 1
119. 62. 123. 227 |147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
218.83.155.86 |[147.237.76.31 [China nakchal .idf.il ET SCAN Potential SSH Scan 1
212.47.237.95 |147.237.77. 235 |France sviva idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.201. 236. 114 |[147.237.0.34 |lkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.65. 101. 238  [147. 237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 165 |147.237.77. 212 e. dover.idf.il ET SCAN Potential SSH Scan 1
79.183.136. 113 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 165 |147.237. 76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237.72.217|India eidf.il ET SCAN NMAP -sS wi ndow 4096 1
60.217.72.16 147.237.76.30 [China hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
152, 250,22, 9 147 237 0.33  |mragil il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
14, 158, 242. 161 |147. 237. 76. 34 |chi na yohal an.i df. i ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.58. 169 |[147.237.76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
149. 78. 39. 35 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
222.186.58.169 |[147.237.0.33 |[China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
119. 62. 123. 227 |147.237.0.15 |China kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
212.199. 218.50 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 25. 21 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.47.237.95 [147.237.0.15 |Fance kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
89. 138. 169. 178 |[147.237. 72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220|147. 237. 77. 178 |Sweden emtpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
82.81. 84. 170 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 165 |147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
185.130. 5. 165 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
60. 217.72. 16 147.237.76.86 |China navy. i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature ?«;\tni%?]
193. 124. 248. 130|Russi an Federati on 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SN drop 1419
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
82. 145. 209. 135 |Eur ope 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
reamn ine: TCP Invali i i ssi
2.52.15. 68 I srael 147.237. 77, 243 |roti L e i i1 | €M NG Engine: TGP alid |invalid segnent retransnission drop 18
Ret ransmi ssi on Packet dropped.
109. 253. 157. 195|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |17
46. 19. 86. 194 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
46.18. 18. 232 g‘ilcisgi':('ja” Territory.l147. 237.77. 176 |mat pash.icf.il  |dr op Frst packet isn't SWN drop 11
46. 19. 86. 204 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |10
reamn ine: TCP Invali i i ssi
79.178. 224. 252 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.46. 75 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dr opped.
107.167. 112. 151|Uhited Sates 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
185.24.76.134  |Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i ssi
109. 64. 154.54  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.27.106.89 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181.116.79  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176. 231. 240 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 130. 48 |Israel 147. 237.72. 167 |i shuri maka. i of . 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.94.184.110 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80.230.92.13  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66.19. 202 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
2.52.140. 253 I srael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
85. 130. 205. 62 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
79.178.1. 63 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 5
79.178.1. 63 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber monitor |5
79.179. 134. 206 |l srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST alert 5
46. 19. 86. 83 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
79.179. 134. 206 |l srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 253. 157. 195l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
2.54.49. 168 I srael 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
81.218.44.19  |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dropped.
84.111. 36. 36 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
o SYN+ACK retransmt with .
109. 186. 169. 230|I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence ditferent vindow scal e monitor |4
Sreaning Engine: TGP Invalid i i ssi
132.70.66.12 [ srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 4
Ret ransmi ssi on Packet dropped.
46. 19. 85. 85 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
79.182.25.164 |lIsrael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
79.180.48.181 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
2.54.39.26 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 3
Sreaning Engine: TGP Invalid i i Ssi
79.180.56.26 | srael 147.237.72. 166 |aka. i f . i1 g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.64.57.48  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi
2.52. 22,212 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
94.159.155.38 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi
5.22.135.151  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.0.113  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi
79.183.201.54 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature

Sreamng Engine: TCP Invalid [invalid segnent retransnission.

109. 67.30.226 |Israel 147.237.72. 166 |aka.idf il .
Ret ransm ssi on Packet dropped.

drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.52.176. 197 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 289
2.52.176. 197 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 104
2.52.176. 197 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (403) Bl ock 96
37.26.147.174 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 20
109. 65. 210. 204 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 15
37.26.148.238 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
188. 120. 148. 63 |l srael 147.237.72.167|i shurimaka. i df .i| |Ostributed Ml forned UR B ock 3
46. 19. 85. 203 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 3
46.19. 86. 213 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
176.13. 5. 198 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
94. 23. 242. 48 France 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df.i|/894-en/ dover . aspx/ B ock 2
188. 120. 148. 63 |Israel 147.237.72. 167|i shuri maka.idf.i| |Miltiple Unknown HTTP Request Method from 188. 120. 148. 63 B ock 2
31.154.2.110 | srael 147.237.77.74 |lawidf il thauthori zed LR Access to Bock |2
www | aw i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
. . Unaut hori zed Met hod HEAD for
109. 67. 148. 123 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df i |/ mai v r abanut / gener al . aspx B ock 2
46. 19. 86. 76 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
188. 120. 148. 63 |l srael 147.237.72. 167 shuri maka. i df .i| [Mitiple!llegal Byte Qode Character in Header Nane from Bock |2
188. 120. 148. 63
nmobi | e.neitav.idf.i _
37.26. 146. 164 | srael 147.237.76. 39 | Untraceabl e SSL Sessi ons: (pen Mbde None 2
188. 120. 148. 63 |l srael 147.237.72.167|ishurimaka. i df .i| |Mitiple I1legal Byte Code Character in Method from 188. 120. 148. 63 B ock 2
Unknown Par anet er
109. 65. 99. 54 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Quest i on |None 1
$20 in aka. idf.il/nain/giyus/guestionnaire. aspx
5.29. 6. 190 I srael 147.237.77.216|dover.i df .i | Distributed Unauthori zed URL Access on wwidf.il/https:/wwidf.il/ [B ock 1
188. 120. 148. 63 |Israel 147.237.72.167|i shuri maka. i df .i| |Abnormal Iy Long Request net hod B ock 1
149. 88. 36. 60 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
84.109.74.111 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 38%ct | 01%$ct | 03$chl Quest i on [None 1
$6 in wwn aka. i df . i |/ nai n/ gi yus/ questi onnai re. aspx
. . . . S Uhtraceabl e Gonnection - Protocol violation
188. 120. 148. 63 |l srael 147.237.72.167|i shuri maka. i df . il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
109. 169. 67. 50 LKTI;gegom 147.237.77. 170 |maar achot . i df . i | Ml tiple Malformed URL from 109. 169. 67. 50 B ock 1
. . Unaut hori zed URL Access to
66.249.64.233  |Israel 147.237.77. 216 |dover. i df . il v i df i 1/ 1133- 19667 he/ i df gdover . aspx) B ock 1
188. 120. 148. 63 |l srael 147.237.72.167i shuri maka. i df .i| |Mitiple Abnornal |y Long Header Line from 188.120. 148. 63 Bl ock 1
100, 169. 67.50 | ted 147.237.0.19 |madimatal .idf.il |Miforned LR * Bock |1
Ki ngdom
180. 76. 15. 149  |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9004- he/ r ef uah. aspx |Bl ock 1
Unknown Par anet er
80. 179. 225. 230 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 38%ct | 01%ct | 03%chl Quest i on |None 1
$1 in vy aka. i df.il/nain/gi yus/ questionnaire. aspx
Unknown Par anet er
213.57.92.115 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01%$ct | 03$chl Quest i on [None 1
$35 in aka.idf.il/main/giyus/questionnaire. aspx
128.194. 131. 148|Uhited Sates |147.237.72.166|aka.idf.il Miltiple NLLL Character in Method from 128.194. 131. 148 B ock 1
109. 169. 67. 50 z‘;;gom 147.237.76.42 |refuah.idf.il Mil tiple Malformed URL from 109. 169. 67. 50 B ock 1
. . Unaut hori zed URL Access to waw aka.idf.il/main/giyus/ BV RERf
46.216.245.56 |Belarus 147.237.72. 166 |aka. i df . i | R R6e BYBY. B ock 1
188. 120. 148. 63 |l srael 147.237.72. 167 i shuri maka. i df .i| |Miltiple NILL Character in Header Nane from 188. 120. 148. 63 B ock 1
5.62.131. 135 R‘SS::I”i o 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wanidf.il/arr/ Bock |1
149.88.37.219 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/mai n-sachar Bl ock 1
84.228.216.116 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . URL is Above Root DOrectory
66.249.93. 125 |l srael 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df.i17../. /i nages/ shared/ cal endar/ prev but . gi f B ock 1
188. 120. 148. 63 |l srael 147.237.72. 167 i shuri maka. i df . i| |Unknown HTTP Request Method dAAGAS: in URL B ock 1
109. 169. 67. 50 LK*i"rfgegom 147.237.77. 176 |nat pash. i df . i | Mil tiple Ml formed URL from 109. 169, 67. 50 B ock 1
188. 120. 148. 63 |Israel 147.237.72.167i shurimaka. i df .i| |Miltiple Abnormal Iy Long Request from 188.120. 148. 63 B ock 1
Lhited . . R
109. 169. 67. 50 Ki ngdom 147.237.72. 156 |anan. i df . i | Mal formed URL B ock 1
104. 236. 8. 229 147.237.77.243|nobi | e.i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
- - Mil tiple Uhtraceabl e SS. Sessi ons from 181. 225. 132. 66 (Prot ocol
181.225.132.66 |B Sal vador 147.237.77. 216 |dover.i df .i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
. . Paraneter Type M ol ati on ct| 00$Qont ent A acetbl der 1$t xt Last Nane i n
80. 246. 130. 209 |l srael 147.237.76.42 [refuah.idf.il v r ef ua. at al i df i1/ 1518 hel r ef uah. aspx Bl ock 1
128.194. 131. 148|nited Sates |147.237.72.166|aka.idf.il NULL Character in Method B ock 1
109. 169. 67. 50 LK*i"rfgegom 147.237.76.200 |ei tan. aka. i df .i|  [Mitiple Malformed URL from 109. 169. 67. 50 B ock 1
61.245.173.105 |Si Lanka 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v i df.il/navy/ Bl ock 1
Illegal Byte Code Character in Header Nanme Al A..VAEI<AY A [#2]] A
188. 120. 148. 63 |Israel 147.237.72.167|i shuri maka. i df . i | |xk&ACAZ" Ao 1] [ #29] ] Arr Bel [ [ #17]]1 A A2Asj [ [ #3] ] A— As B ock 1
[[#26] ] A Avx [ [#24] ] A- AR Avheel A [ [ #2] ] MVASA¥IAA<
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