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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
159. 122. 252. 41 Net her | ands 147.237.76. 30 hi nush. i df . i | B ock Np Al _Net drop 1
198. 48. 92. 104 Lhited Sates 147.237.76.176 test.ncore.idf.il Bl ock_Udp All _Nets drop 1
83. 21. 204. 144 Pol and 147.237.76.176 test.ncore.idf.il B ock Wp Al Nets drop 1
83.21.204. 144 Pol and 147.237.76. 177 ncore.idf.il Bl ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature

89.216. 115. 8 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2




02-08-2016-17:04:03 to 02-08-2016-18:04:03

|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste ‘Signature

185. 3. 144. 18 147.237.72. 166 I srael aka.idf.il |portscan: TGP O stributed Portscan 1
149. 88.228.58 |147.237.72. 166 |I srael aka idf.il |portscan: TCQP O stributed Portscan 1
84.109.235.38  [147.237.77. 216 |l srael dover.idf.illportscan: TCP O stributed Portscan 1
82.166. 193. 5 147.237.77. 216 (I srael dover.idf.illportscan: TCQP O stributed Portscan 1
79.180.162.55 |147.237.72. 166 |l srael aka idf.il |portscan: TCQP O stributed Portscan 1
46. 19. 86. 159 147.237. 72. 166 |I srael aka.idf.il |portscan: TCP O stributed Portscan 1
46. 19. 85. 56 147.237.77. 216 (I srael dover.idf.illportscan: TGP O stributed Portscan 1
212.150. 200. 179|147. 237. 72. 166 || srael aka idf.il |portscan: TP O stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.illTehila - Perl LWP with fake user agent 1
171 80. 212 153 |147. 237 76.86 |ani na ey, i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential 1

Scan or Brute Force

84.228.176.71  |147.237.77.216 |l srael dover.idf.illportscan: TCP O stributed Portscan 1
84.108. 166. 250 |[147.237.77.216 |l srael dover.idf.illportscan: TCP DO stributed Portscan 1
81.218.175. 126 |[147.237.77. 216l srael dover.idf.illportscan: TQP O stributed Portscan 1
58.253.96.122 |147. 237. 77. 205 |Chi na prisha.idf.ilET SCAN NVAP -sS w ndow 3072 1
46. 19. 85. 228 147.237. 72. 166 I srael aka.idf.il |portscan: TCP O stributed Portscan 1
213.57.74.178 |147.237.72. 166 |l srael aka idf.il |portscan: TQP O stributed Portscan 1
198. 16. 78. 34 147.237.0.35 |lhited Sates |akaws.idf.il[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi

192. 116. 231. 161|I srael 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 27
Ret ransmi ssi on Packet dr opped.

212.76.127.111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data noni t or 21
Sreanming Engine: TCP Invalid i i ssi

176.13.18.227 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.

194.177.16.3 I srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 17

46.19.85.70  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt with different ooyvor |13

w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

109. 186. 148. 199|i srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.

185. 32.179. 187 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

212.117.136.7 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

5.28.137. 180 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect

46.19. 86. 234 | srael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence Inval i d ACK nunber noni t or

2.54.49. 63 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i sSi

37.26.147.215 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

217.132.14.103 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

2.52.178.144  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

84.229.76.151 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

166.170.28.41 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

46.19. 85. 251 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert

46. 19. 85. 204 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TAP Invalid i i sSi

82.81.48. 3 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

46.19. 85. 251 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nval id ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

2.54.133.201  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 135 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

2.52.52. 14 I'srael 147.237. 72. 167 |i shuri maka. i of .| 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

37.26.149.135 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

31.168. 155. 239 || srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

46.19.85.255  |Israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

82.145.217.24  |Europe 147.237.0.19  |nadi matal i df . il 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

2.54.53.0 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

62.219.133.61 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

84.108. 168. 225 |l srael 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 5

212.25.107. 145 |l srael 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence Invalid AGK nunber aert 5

46. 19. 85. 155 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
Sreaning Engine: TCP Invalid i i SSi

81.218.44.19  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.

e SYNHAK retransmit with different .

46.19. 85. 155 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 4

212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 4

84.108. 168. 225 |l srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

46. 19. 86. 175 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4

130.203.136. 75 |Uhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 4

5.22.134. 194 I srael 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TQP Invalid i i SSi

2.54.169.162 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.19.85.149  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

79.181.190. 199 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

84.228.123.239 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

79.178.1. 58 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 66. 169. 24 |1 srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

212.143.57.123 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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A tacker

Attacker Address Target Address |Ste Signature
Count ry

5.22.134.194 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.1.61 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 354
176.13.2.133 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 315
176.13. 2. 133 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 270
2.54.1.61 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 184
2.54.1.61 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 69
85.130.129. 175 [Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 46
46.19. 85. 46 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 29
176.13.2.133 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 17
85. 250. 186. 202 [l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 16
109. 253. 147. 160]I srael 147.237.0.34 |tikshuv.idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 16
82.145.217.24 |Europe 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
2.54.1.61 I srael 147.237.0.19 |madimatal .idf.i|Too Many of the Sane Response Code (403) in Session from2.54.1.61 |B ock 4
46.19. 86. 104 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
84.109. 114.79 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 4
84.109.114.79 [israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to ww anan. i df .il/sip_storage/files/ 4/ B ock 3
109. 186. 148. 199l srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
185.32.179. 241 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
62.210. 101. 170 |France 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 62.210. 101. 170 B ock 3
176. 13. 0. 69 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
178. 71. 170. 229 g{sj:;;nl on 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/givus Bl ock 2
Unknown Par anet er
84.111.110.61 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chbl Quest i on$ [None 2
74 in aka.idf.il/nai n/giyus/ questionnai re. aspx
2.54.169. 162 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.182.125. 234 |Israel 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Qode B ock 2
46.19. 85. 108 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.52.173. 109 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 253. 215. 187|l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
80.246.136.41 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.7. 101 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46.19.86.224  |israel 147. 237.77. 216 |dover . i df . i | (SSSLSLUJ gﬁﬁ&cﬁﬁfgﬁfg Frotocal violation None 1
Unknown Par anet er
109. 66. 52. 78 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chbl Quest i on$ [None 1
38 in aka.idf.il/main/giyus/questionnaire. aspx
2.54.133.201 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
77.127.63. 81 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
149. 88. 147. 137 |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 149. 88. 147. 137 B ock 1
62.210. 101. 170 |France 147.237.77.216|dover . i df . i1 Lhaut hori zed LRL Access to wwwidf.il/feed B ock 1
188.143.232.10 |FEO N, [147.237.77. 216 dover i df i1 |07 "l costont ent A scer de thucAc o eLobbycont o sdaepieker |79 |1
66. 249. 65. 224 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
46.117.199. 222 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
178. 71. 170. 229 gs::;”i on 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/givus B ock 1
149. 88. 147. 137 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/natash B ock 1
62.219.120. 114 |[Israel 147.237.77.216|dover . i df . il D stributed Whauthori zed URL Access on waw i df.il/https:/wunidf.il/ B ock 1
2.54.1.61 I srael 147.237.0.19 |[madimatal .idf.i|Too Many 403: Response Code per Session B ock 1
213.151.42.84 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/giyus/ general B ock 1
Unknown Par arret er
84.109. 112. 150 |[lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acehHbl der $ct | 13%$ct | 01$ct | 03%chl Questi on$ |None 1
20 in aka.idf.il/nai n/gi yus/ questi onnaire. aspx
68.180.230.244 |Lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
46.120.159.0 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par arret er
84.111.110.61 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13$ct | 02%ct | 03t xtField in None 1
aka.idf.il/main/giyus/ questionnaire. aspx
5. 28. 156. 172 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df .il/mai n/ hore/ def B ock 1
79.182.171. 108 |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Uhknown SSL Sessi on None 1
185. 25. 151. 159 |Pol and 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to testp2. czar. bi el awa. pl / t est proxy. php B ock 1
157.55.39. 100 |lnited Sates [147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to aka.idf.il/nilitary-police/ B ock 1
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