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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
158. 169. 40. 9 Bel gi um 147.237.77.176 nat pash. i df . il Frk Purple Gon_Limt _Htp drop 3
37.142. 64. 28 | srael 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 3
149. 78. 113. 47 | srael 147.237.76. 31 nakchal .idf.il ock Wdp Al Nets drop 3
158. 169. 40. 9 Bel gi um 147.237.77.176 nat pash. i df .i | Frk Under Attack Con Htp drop 2




02-08-2016-16:04:09 to 02-08-2016-17:04:09

|Top Attackers In IPS|

At t acker At acker

count ry ’Target Address |Site Sgnature
52.1.90. 117 Lhited Sates  |147.237.77.216|dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
69.175.117.202 |Uited Sates  [147.237. 7. 170 |mmar achot . i df . j || 2% ET BXFLAT Possible CVE 2014-3704 Drupal SQUI- attenpt B ock 1
URLENCODE 1
162. 210. 196. 98 |Lhited Sates  [147.237.77.216|dover.idf.il ClO6: HTTP. maj estic bot B ock 1




02-08-2016-16:04:09 to 02-08-2016-17:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

2.54.12. 105 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 76
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
109. 67. 10. 214  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 2
59. 45.79. 117 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
109. 186. 135. 119|147, 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
54. 67. 38. 74 147.237.72. 167 |Lhited Sates  [ishurimaka idf.il SE?.\/E?-APAO-E'Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
109. 64. 192. 180 |147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
46. 45. 137. 67 147. 237. 72. 217 [Tur key eidf.il ET SCAN NVAP -sS w ndow 1024 1
94. 230. 85. 42 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
37.26.147.232 |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
89. 139. 23. 36 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.180.17.201 |147.237.72.166 |l srael aka. idf.il portscan: TCQP D stributed Portscan 1
77.127.101. 158 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
213. 8. 50. 209 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147. 237. 77. 205 |Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45.79. 117 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
109. 201. 154. 210|147. 237.8.27  |Nether| ands e.madimatal .idf.i |[ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
49.143.32.8 147.237.77. 243 g?rea, REPUDL T C o e o i1 ET SCAN Potential SSH Scan 1
95. 86.97. 3 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.142.253.88 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
94. 102. 51. 30 147.237.76.30 [Netherl ands hi nush. i of .i | ET SCAN NVAP -sS w ndow 1024 1
31.168.212. 101 |[147.237.72. 166 |l srael akaidf.il portscan: TQP D stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.177.53.157  |147.237.77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147, 237. 77. 227 |Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147. 237. 77. 179 [Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
109. 253. 202. 99 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1




02-08-2016-16:04:09 to 02-08-2016-17:04:09

|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
2.54.12.105 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 66
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
46. 19. 86. 68 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |26
reamn ine: TCP Invali i i ssi
46.19.86.114 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid |invalid segnent retransnissi on. drop 15
Ret r ansni ssi on Packet dr opped.
46.19. 86. 77 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |14
reaming BEngine: TCP Invali i i ssi
89. 139. 224. 212 |I srael 147. 237. 72. 156 |anan. i of . | Streamng Engi ne: TCP alid |invalid segnent retransnissi on. drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.94  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
2.52.143.223  |israel 147.237.0.19 |nadimatal .idf.il Streamng Engine: TCP Invalid |imvalid segnent retransnissi on. drop 12
Ret ransm ssi on Packet dropped.
192. 198. 151. 45 |Eur ope 147. 237.77. 226 Wi"f"‘Cha”atz'aka"df drop Frst packet isn't SWN drop 11
95. 35. 16. 15 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or 10
2.54.174. 42 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
95. 221. 241. 146 232::; o 147.237.77. 233 |atal .i of il drop First packet isn't SN drop 10
5.36.56.114 Oman 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout aert
2.54.12.105 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 198. 151. 43 |Eur ope 147. 237. 77. 226 "f"l‘"‘Cha”atZ'aka"df drop First packet ismt SWN drop 7
5.36.56. 114 Oman 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject
2.54.12.105 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.134  |[lIsrael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval id ACK nunber alert
Sreanming Engine: TCP Invalid i i ssi
5.22.130.241 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
82. 102. 169. 113 |I sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
46.19.85.134  |Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
31.168. 144. 207 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 67. 10. 214 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
s SYN+ACK retransmt wth .
2.54.12. 105 I 'srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence differant vi ndow scal monitor |6
Sreaning Engine: TCP Invalid i i ssi
87.68.147.210 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
s SWNretransmit wth different .
80. 246. 130. 207 |1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ nonitor |6
Sreaning Engine: TCP Invalid i i ssi
79. 182. 166. 182 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
91. 135. 102. 182 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
212.235.96.66 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.54.12.105 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TQP Invalid i i ssi
87.69.37.129 |Israel 147.237.76. 200 |ei tan. aka. i of .1 g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.14. 254 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
37.26.147.233 |Israel 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
2.54.28.171 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |5
2.54.174. 42 I 'srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 5
2.54.174.42 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |5
2.54.174. 42 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 5
Sreaning Engine: TCP Invalid i i ssi
68.119.73.222 |[Wnited States |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
109. 67. 170. 241 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wih different moni tor (4
w ndow scal e
37.46.39.133 |[Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
158. 169. 40.9 Bel gi um 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
5.22.129. 66 I 'srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85.3 I'srael 147.237.77. 226 Wi"f"‘Cha”atz' aka. 1 1pad TCP sequence Inval i d ACK nunber moni tor |4
2.54.61.94 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.41.190.175 |Romani a 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop
Sreanming Engine: TCP Invalid i i ssi
77.125.13.64 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80.179.193. 13 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
5.102. 254. 239 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |3




02-08-2016-16:04:09 to 02-08-2016-17:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 221. 212|I srael 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (404) Bl ock 280
2.52.143. 223 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 142
2.52.143. 223 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 127
109. 253. 221. 212|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 126
79.177.107.195 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 76
80.246.137.26 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 73
37.26.149.207 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 63
46. 19. 85. 33 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 52
109. 253. 221. 212|I srael 147.237.0.19 |[madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (403) B ock 48
176.13.22. 41 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 39
37.26.146.227 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 35
2.54.37.199 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 32
183. 60. 244. 46  |China 147.237.77. 170 |maar achot . i df . i | Mil ti pl e Unaut horized URL Access from 183. 60. 244. 46 Bl ock 25
46. 19. 86. 245 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
79.178.182. 233 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
183. 60. 244. 46  |China 147.237.77. 170 |maar achot . i df . i | Distributed Too Mainy of the Same Response Code (404) Bl ock
Russi an Dstributed Paraneter Type Mol ation on
188. 143. 232. 10 eration 147.237.77. 216 |dover.i df . i | waw i df . i |/1283-en/ dover. aspx par anet er B ock 7
ct | 00$Cont ent Pl acehbl der 1$ucArti cl eLobbyGont r ol $dat epi cker
183. 60. 244. 46  |Chi na 147.237.77. 170 [maar achot . i df . i | Distributed Admn B ocki ng B ock
46.19.86.7 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
79.178.182. 233 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock
Russi an Dstributed Paraneter Type Mol ation on
188. 143. 232. 11 erati on 147.237.77.216|dover. i df .i | w i df . i | /1283-en/ dover . aspx par anet er B ock 4
ct |1 00$Cont ent Pl acehbl der 1$ucArti cl eLobbyQont r ol $dat epi cker
2.54.164. 180 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 218. 147|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
213.151.32.163 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
85. 64. 134. 39 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Untraceabl e SS. Sessions: Protocol violation
80. 246. 139. 202 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 2
68.119.73.222 |lnited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 68. 119. 73. 222 B ock
109. 253. 215. 187|l sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
37.26.149.183 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. - Unaut hori zed URL Access to
82.178.87.95 Oman 147.237.77. 216 |dover. i df . i | v i df i 1/ 1086- 23138- he/ dover . aspxbh B ock 2
Russi an Dstributed Paraneter Type Mol ati on on
188. 143. 232. 40 eration 147.237.77. 216 |dover . i df . i | wan i df . i |/ 1283-en/ dover . aspx par anet er B ock 2
ct 1 00$Cont ent P aceHbl der 1$ucArti cl eLobbyGont r ol $dat epi cker
. . Unhaut hori zed URL Access to
87.69.111. 214 I srael 147.237.76.86 [navy.idf. il waw navy. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp Bl ock 2
93.172.231.176 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
95. 86. 106. 182 |l srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/anan B ock 1
37.142.200.28 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Method POST for wwwu aka. i df . il/mai n/ sachar/ mas. aspx |B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf.il Mal f or med URL B ock 1
128.232. 110. 28 z‘;;gom 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
Unknown Par anet er
46.117.167.76 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01%$ct | 03%chbl Questi [None 1
on$38 in aka.idf.il/nain/giyus/questionnaire. aspx
NULL Character in Method A§[ A?A.. . XAa0: A AZAc
! . . Qi*uHA [ [#23]]8A" +[ [ #4] ] AMAFATAY Al [ [ #0] ] 2wA¥A3 i D
169.229.3.91  [lhited Sates [147.237.77.234|hal ag.idf.il Ao ASA. AY[ [ #5] 1" A—AcAoRe [ [ #4] ] >AaA.. [ [ #27] ] 8A" Ackmic Bl ock 1
Avn[ [ #29]] At
Unknown Par anet er
109. 160. 148. 95 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Distributed Lhaut hori zed URL Access on
87. 68. 40. 239 I srael 147.237.76. 42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
www. chamat z. aka. i - x" APATBAX* Fof A AYA A 8
169.229.3.91  |lhited Sates |[147.237.77.226],, . Mal formed URL :x"AZA BAx*[2[ [#21] ] AT A¥ [ #4]] A¥AA a€ce Bock |1
df.il A2d, pag°
207. 46. 13. 54 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
- - DO stributed Lhaut hori zed URL Access on
149. 88.224.67 |lIsrael 147.237.77. 216 |dover. i df .i | ww i o i1/t tps: /v df i1/ B ock 1
169. 229. 3. 91 Lited Sates [147.237.77.233|atal .idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 Bl ock 1
104.131.98.84 |Wited Sates |[147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
- . DO stributed Whaut hori zed URL Access on
2.54.153.176  |Israel 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Unknown HTTP Request Method MtA—UAz Ace( A2 FARACASAYVA,
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nadimatal .idf.il K A2 AES5AAA?A- [ [ #26] ][ [ #3]] Ace] A B ock 1
Rox% [ [#11] ] <ACA } Y[ [ #15] ] vVAXAY in URL
81.218. 153. 228 |l srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
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