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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
213.8.57.201 | srael 147.237.72. 166 aka.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 619
109. 64. 130. 186 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 16
198. 58. 102. 156 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.72. 166 aka.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4
81.218. 56. 245 I srael 147. 237.72. 166 aka.idf.il Block Udp Al Nets drop 3
31.168. 133. 226 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
197.231.221. 211 Li beria 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
81.218. 56. 125 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 31 nakchal .idf.il Bock Np All Net drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Block Np Al Net drop 1
85. 25. 43. 94 Ger nany 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
185.94. 111. 1 147.237.76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
183. 60. 244. 37 Chi na 147.237.77. 170 nmaar achot . i df . i | Q003: HTTP: phpM/Adnin access B ock 4
183. 60. 244. 46 Chi na 147.237.77. 170 nmaar achot . i df . il Q003: HTTP: phpM/Adnin access B ock 1

109. 90. 211. 122 Ger many 147.237.77. 216 dover.idf.il Cl06: HITP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl non- SSL connection to SSL port

132.72.138.1 147.237. 72. 167 |I srael i shurimaka.idf.il ) . 5
deni al of service attenpt
79.180.162.55 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
179. 43. 141. 234 |147.237.77. 61 [Satzerland e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.176.212.1 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
114.112.90.54 |147.237.77. 234 |Chi na hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
68.180. 229. 239 |147.237.72.166 |Lhited Sates [akaidf.il portscan: TCQP D stributed Portscan 1
109. 253. 141. 99 |147. 237. 72. 166 || sr ael akaidf.il GPL SCAN nyscan 1
46. 19. 85. 128 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 34. 171  [147. 237. 72. 166 |I srael aka. idf.il portscan: TCQP D stributed Portscan 1
198. 20. 69. 74 147.237.77. 243 |Wnited Sates [mobile.idf.il ET DRCP Dshiel d B ock Listed Source 1
2.54.137. 153 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.69.172.152  |147.237.72. 166 | srael aka. idf.il portscan: TQP D stributed Portscan 1
195. 62. 18. 177  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.52.20. 168 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.94.18.213 147.237. 72. 166 I srael aka. idf.il portscan: TQP D stributed Portscan 1
193. 105. 134. 220(147. 237. 77. 19 |Sweden lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 196. 44 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220|147. 237.8.50  |Sweden e.tikshu.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80.178.204.49 |147.237.77. 216l srael dover.idf.il portscan: TGP DO stributed Portscan 1
183. 60. 48. 25 147.237.0.15 |China kosher-kravi .idf.i[ET SCAN Potential SSH Scan 1
79.178. 164. 104 |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79.176. 100. 218 |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 141. 99 [147. 237. 72. 166 |I srael aka.idf.il I NDI CATOR- SCAN nyscan 1
54.67.38. 74 147.237.77.233|lhited Sates |atal.idf.il SER\/ER APAO—E'Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
109. 160. 242. 253|147, 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
213.8.57.201 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
31.210.188.27 |147.237.77.216|Israel dover.idf.il portscan: TQP D stributed Portscan 1
109. 64. 140. 163 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
195. 200. 205. 71 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
2.52.49. 57 147.237.77. 216 (I srael dover.idf.il portscan: TCQP D stributed Portscan 1
85. 250. 185. 188 |[147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
82.117.208. 243 |147.237.77.212 e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220(147. 237. 76. 31 |Sweden nakchal . i df .i | ET SCAN NVAP -sS w ndow 1024 1
81.218. 251. 250 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
183. 60. 244. 37  |147.237.77. 170 |Chi na naarachot.idf.il |GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
132.77.90.26  [Israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence S retransmt with different monitor |75
w ndow scal e
37.26.148.236 |lsrael 147.237.0.34 |tikshuv.idf.il [drop First packet isn't SYN drop 70
Sreaning Engine: TQP Invalid i i ssi
46.19. 85. 13 I sr ael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
Sreaning Engine: TQP Invalid i i ssi
109. 253. 139. 17 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segment retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Russi an . . .
188. 32. 231. 27 eration 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 14
Sreaning Engine: TGP Invalid i i ssi
82.166.29.153 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segment retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.148.177 |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.80.180. 143 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segment retransmssion. drop 9
Ret ransm ssi on Packet dropped.
46. 19. 86. 20 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
Sreanming Engine: TCP Invalid i i ssi
192. 116. 205. 109|i srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 9
Ret r ansmi ssi on Packet dr opped.
79.181.222.64 |lsrael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
62.0.207. 1 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 8
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 8
109. 253. 143. 209|I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 32 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
77.37.222. 199 F“SS;:I”ion 147.237.72. 166 |aka.i df . drop Frst packet isn't SIN drop 7
46.19. 86. 170 I srael 147.237.72. 156 |aman. i df .i | Bad TCP sequence Inval i d AGK nunber moni t or
2.54.12.105 I srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TQP Invalid i i ssi
37.26.148.178 | srael 147.237.77. 243 |robi | e. i of . i | g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.186.183  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 253. 131. 143|i srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
C e SN retransnmit wth different .
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence i ndow scal e noni t or 6
46. 19. 85. 156 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber alert 6
46.188. 40. 6 R‘Sf:;”ion 147. 237.72. 166 |aka i df . i | drop Frst packet isn't SWN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.182. 188. 198 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.54.130. 94 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
31.210.187.65 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
62. 0. 200. 202 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
Sreamng Engine: TP Invalid i i ssi
37.26.147.242 |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.
31.210.187.109 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.109. 80. 223 |Israel 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
e SN retransmit wth different .
37.26.146.223 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence i ndow scal e noni t or 5
46.19. 85. 13 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or
87.70.2.180 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
82.166. 198. 189 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
87.71.2.106 [ srael 147.237.77. 233 |atal i of .i Bad TCP sequence S retransmt with different monitor |5
w ndow scal e
e SN retransmit wth different
37.26.146.223 |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence i ndow scal e alert 5
Russi an . . .
95. 108. 168. 68 eration 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 5
5.162.249.202 |Oman 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
207.46.13. 1 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
2.54.159. 248 I srael 147.237.0.19 |nadimatal.idf.i [SYN At ack SYN -> SYN-ACK -> RST rej ect 4
2.52.49.57 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
80.246.139.38 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
189.219.49.81 |Mexico 147.237.76.202e.hal ag.idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 4
Sreanming Engine: TCP Invalid i i ssi
5.29.203.106  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransnission. drop 4
Ret r ansmi ssi on Packet dr opped.
189.219. 49.81  |Mexi co 147.237.76. 198 |e.yohal an.i df .i| |Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 4
67.212.188.11 |lhited Sates 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 4
189.219.49.81  |Mexi co 147.237. 76. 199 [e. nakchal . i df .i| [Geo- | ocat i on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 4
109. 253. 143. 209! srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
183. 60. 244.37 |China 147.237.77. 170 |maarachot . i df . i | [Miltiple Unauthorized LRL Access from 183. 60. 244, 37 Bl ock 517
2.54.159. 248 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 192
2.54.159. 248 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 164
183. 60. 244. 46  |China 147.237.77. 170 |maarachot . i df . i | [Miltiple Unauthorized URL Access from 183. 60. 244. 46 Bl ock 141
2.54. 16. 206 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 110
2.54. 16. 206 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 102
176.13. 6. 80 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 83
79.178.182. 233 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 80
183. 60. 244. 37 |China 147.237.77. 170 [maar achot . i df . i | |PHP Attenpt Bl ock 67
80. 246. 130. 108 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 65
183. 60. 244. 37 |China 147.237.77. 170 |n@ar achot . i df . i | [Mil tiple Admin B ocki ng from 183. 60. 244. 37 Bl ock 60
37.26.148.190 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 45
77.126.168.65 | srael 147.237.72. 167 i shuri maka. i df . i ;‘;?lhgfylgél ége Sane Response (bde (404) in Session from Bock |35
79.178.182.233 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 32
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 31
2.54.16. 206 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (403) Bl ock 24
183. 60. 244. 46  |Chi na 147.237.77. 170 [maar achot . i df . i | |Dstributed Adnin B ocki ng Bl ock 21
80. 246. 136. 182 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 19
46. 19. 86. 34 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 18
183. 60. 244. 46  |Chi na 147.237.77. 170 |maarachot . i df . i | |Dstributed PHP Attenpt Bl ock 18
2.54.182.152 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂté’?r&sz , g:;‘eggrcyetzm s/ 1 st chi | ddocument s/ 1362 Bock |15
46.19.86.7 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 14
46.19. 86. 95 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 11
37.26.148.177 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 5
176. 13. 6. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 5
79.178.182. 233 [Israel 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 4
192.118.10.10 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 192. 118. 10. 10 Bl ock 4
192.116.94. 110 |l srael 147.237.77.74 |lawidf.il marztveir d:}'?ﬁ;’%g'_ﬂgggt ';’25: erf;:bader 18uckbader SearchStxt Search in g o |3
46. 19. 86. 119 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
Russi an ) _ Paraneter Type Mol ation _ ' '
188. 143. 232. 10 Federat i on 147.237.77.216|dover. i df . i | ctl 00$Cont ent A acehbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 3
waw i df . i | /1283- en/ dover . aspx
109. 253. 215. 187|I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Qode B ock 3
189143282 10 R8T a7 207 7 2t dover T df i1 | Ot et i acer de Esuchrt1 6l eLobbyconrol catepicker |22
176.13.16. 43 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
46.19. 86. 92 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 2
176.13.20. 218 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
93.172. 3. 227 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/giyus/controls/atuda/ A |B ock 2
37.26.148.201 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 2
5.29.242. 96 | sr ael 147.237.76.31 |nakchal .idf.il |Unauthorized HITP Met hod Bl ock 2
Unknown Par arret er
149. 88. 234. 40 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03%chl Quest i on$ [None 2
18 in aka.idf.il/nai n/gi yus/ questi onnai re. aspx
109. 253. 133. 44 |Israel 147.237.76.42 [refuah.idf.il  |Poorer Type Molauon o Lgf’f?g;ﬁ”;;fcem der 13txt Gontent i Hock |2
213.8.204.11 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized Method for Known URL from 213.8.204. 11 Bl ock 2
199. 203. 123. 201 I srael 147.237.77.74 |lawi df .i | Faram et dfTY?f/gsil.fei/E; st 2;?;;9”” 1uckbader SearchStxt Search In-— g o |2
Dstributed Paraneter Type M ol ati on on
176.13. 6. 80 I srael 147.237.0.19 |nadimatal .idf.il|madimatal.idf.il/nobile/ 1088-he/ neretz. aspx par anet er B ock 1
ct| 00$ont ent A acetbl der 1t xt S r eet
104.131.161.55 |Wited Sates [147.237.77.170 |maar achot.i df . il [Wauthorized URL Access to 147.237.77.170/ B ock 1
37.26.148.190 |Israel 147.237.0.19  |madi matal . i df . i I 2" er VP \IA IO/' f@éﬂ”;;gggﬁ?‘;?g;c{fsﬁ der1txtSreet in Bock |1
Illegal Byte Code Character in Method AhAAs; A—{*A[[#8]] A%t A2A™
169.229. 3. 91 Lhited Sates [147.237.76.30 |hinush.idf.il ' A{,i +[[#11]] Af bA¢pqu+AaATM~A3{A1/{[#2] ] A®A¢a Atv2AS B ock 1
<~A?[ [ #17] ] EuAoW A ) A—] #65A. A?
197.231. 221. 211 |Li beria 147.237.77. 216 |dover . i df . | oo 1 abor et ot e pts! | vyl ey 14,2 nim | 8 Bock |1
183. 60. 244. 46 |China 147.237.77. 170 |nmar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/issmall Bl ock 1
5.29.242. 96 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthori zed URL Access from 5. 29. 242, 96 Bl ock 1
147.236.34.110 |Israel 147.237.76.42 [refuah.idf.il oo buted Whahort zed éﬁaﬁczz‘;i on Hock |1

02-08-2016-15:04:06 to 02-08-2016-16:04:06




