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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 87

37.26. 146. 247 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags dr op 10
175.139. 165. 123 Ml aysi a 147.237.76. 202 e halag.idf.il Bl ock Udp All Nets drop 5

37.26. 146. 175 | srael 147.237.76. 42 refuah.idf.il Invalid TP H ags drop 1

107. 172. 23. 104 Lhited Sates 147.237.76.176 test.ncore.idf.il |Bock Np All Net drop 1

37.26. 146. 199 | srael 147.237. 76. 42 refuah.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 195 France 147.237.77. 216 dover.idf.il (228: HITP:  AhrefBot craw er B ock 1




02-08-2016-13:04:03 to 02-08-2016-14:04:03

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry [Ste |Signature

66. 249. 78. 144 147.237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 26
37.26. 146. 175 147. 237. 76. 42 I srael refuah.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 5
93.173. 187. 197 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.52.141. 240 147.237.77.216  |Israel dover . i df .i | portscan: TCP DO stributed Portscan 1
88.249. 106. 23 147.237.72. 14 Tur key dover.idf.il(od) |[ET SCAN NMVAP -sS w ndow 1024 1
84. 108. 234. 168 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
79.181. 105. 102 147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
217.132.134. 86 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 65. 68 147.237.72.166 |Lhited Sates aka idf.il portscan: TCP D stributed Portscan 1
212.179.159. 253 [147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
52. 16. 5. 197 147.237.77.216 |ihited Sates dover.idf.il portscan: TCP D stributed Portscan 1
192. 116. 218. 93 147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
37.142. 216. 169 147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
94.102. 51. 30 147.237.76.202 |Netherl ands e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.28.176.55 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 168. 92 147.237.77.216  |israel dover.idf.il portscan: TCP Distributed Portscan 1
87.68. 76. 174 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
82.81.4.178 147.237.77.216  |Israel dover .idf .i | portscan: TCP DO stri buted Portscan 1
81.218. 151. 130 147.237.72.166 |Israel aka.idf.il portscan: TCP Distributed Portscan 1
213.8.173. 46 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
66. 102. 9. 85 147.237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
46. 19. 85. 137 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 151. 239  [147.237.72.166 |Israel aka idf.il portscan: TCP D stributed Portscan 1




02-08-2016-13:04:03 to 02-08-2016-14:04:03

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i of . i drop SAMirul e drop 23
46. 19. 86. 41 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni tor |17
37.26.147.173 |israel 147. 237. 77. 216 |dover.i df . i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 13
reamn ine: TCP Invali i i ssi
149.78. 239. 237 |israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 2 I'srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
212.199. 57. 205 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 224. 204 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
87.68.67.121  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 135 | srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.213  |[israel 147. 237.77. 226 "‘:"‘I‘NCha”mZ'aka"df Bad TCP sequence Invalid ACK nunber moni tor |6
Sreaning Engine: TGP Invalid ' i ssi
37.26.148.240 | srael 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
149.78.32. 141 [ srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
80. 246. 139. 165 || srael 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 253. 140. 145|| srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
80.178.99.18  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
2.54.14. 100 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
149.78.42.190 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
81. 26. 145. 155 et ot i on 147.237. 72. 166 [aka. i of .i | Ret 1 ansm ssi on Packet dr opped. drop 6
Sreaning Engine: TGP Invalid i i ssi
46.19.86.135 | srael 147.237.0.19  |madimatal .idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

e SYN+ACXK retransnmit wth .
80.246.139.32 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence different vi ndow scal & monitor |5
37.26.148.205 |l srael 147. 237. 77. 216 |dover . i of . i SYN At t ack SYN - > SYN-ACK -> RST rej ect 5
62.219. 47.77 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 5
37. 46.39. 217 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
192.115. 83.5 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
80. 179. 96. 50 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.54.14. 30 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91.200. 12. 106  |krai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 4
189.219.49.81  |Mexi co 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 4

enf or cenent

80. 246. 139. 32 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

80.246.139.32 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

reamn ine: TCP Invali i i ssi

94.159. 179. 195 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.0.135  |israel 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

2.54.16. 219 I srael 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.149.192 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
S reamn ine: TCP Invali i i ssi

79.177.125. 228 |Israel 147.237. 72. 166 |aka. i df . g Engine: QP Invalid |invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi

37.26.147.144 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

81. 218. 151. 130 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 253. 210. 226 i srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

5.28.167.33  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

80.179.22.8 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi

109.65.16.68  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.38. 234 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.179.57.125 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19. 86. 4 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3

Ret ransm ssi on

Packet dropped.
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

212.199. 69. 1 I srael 147.237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop
2.52.19.35 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TQP Invalid i i ssi
46.19. 85. 96 I sr ael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109.67.13.23  |israel 147. 237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g

Ret ransm ssi on

Packet dropped.




02-08-2016-13:04:03 to 02-08-2016-14:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.7.221 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 154
176.13.7.221 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 134
46.19. 85. 96 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 102
46. 19. 86. 135 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 74
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 52
46.19. 85. 96 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 37
217.132.60.170 | srael 147.237.72. 166 |aka. i df . i | thaut hori zed LRL Access to Bock |30
viwn aka. i df . i | / nai n/ sachar/ resour ces/ styl es/
2.52. 49, 229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
46. 19. 85. 159 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 16
46. 19. 85. 235 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
www. chamat z. aka. i _ _
192. 116. 232. 69 |l srael 147.237.77. 226 df il Mil tipl e Whaut hori zed URL Access from 192. 116. 232. 69 Bl ock 7
46. 19. 85. 36 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
194. 114. 146. 227 |1 sr ael 147.237.77.233|atal .idf.il Ml tipl e Wnauthorized URL Access from 194. 114. 146, 227 B ock 5
37.26.146.131 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.7.116 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Paranmeter Type M ol ation ctl 00$Cont ent Pl acetbl der 1$t xt Gontent in
212.199.57. 205 |Israel 147.237.76.42 |refuah.idf.il v ref U at al i df i |/ 1518 hel r ef uah. aspx Bl ock 3
81.218.241.26 |[Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 81.218. 241. 26 B ock
46.19.86.7 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
. . Unaut hori zed Met hod PCBT for
37.142.64.100 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ sachar / nevsar chi ve. aspx Bl ock 3
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 2
188. 143. 232. 34 RJSf;;”i o 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 188.143.232. 34 B ock 2
46. 19. 85. 197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
37.26.149.186 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
157. 55. 39. 48 Lhited Sates |147.237.77.176|mat pash.idf.i| Lhaut hori zed LRL Access to waw cogat . i df.il/si ze220x0/ si p_st or age |Bl ock
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249.78.223 |Israel 147.237.77.243|nobi | e.i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 78. 223 B ock 2
. . Paraneter Read Qnly Molation in
109. 253. 212. 51 |l srael 147.237.72. 166 |aka. i df . i | wwv aka i o i |/ nai 1V sachar / egi strati onvi zar i regi st er. aspx None 2
46. 19. 86. 166 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par arret er
185.32.179.13 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03%chl Quest |None 1
ion$38 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
213.57.53.166 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 02$ct | 03t xt Fiel d  |None 1
inakaidf.il/main/ g yus/questionnaire. aspx
132. 68. 54. 22 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 1
80.246.133.68 |l srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat. i df.il/894-ar B ock 1
Unknown Par arret er
37.26.149.172 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03%chl Quest |None 1
ion$l4 in aka.idf.il/nain/giyus/questionnaire. aspx
109. 66. 37. 134 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/ 2/ B ock 1
192.115.96.51 |Israel 147.237.77. 170 maar achot . i df . i | Unaut hori zed URL Access to naarachot.idf.il/pdf/files/9/113579. pdf |B ock 1
. . - Unhaut hori zed URL Access to
66.249.78.233 |[Israel 147.237.76.200|ei tan. aka. i df . i | eitan. aka. i df i |/t enpl at es/ nevs/ news. i n. aspx B ock 1
. . DO stributed Uhauthorized URL Access on
46.19.86.213  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
185. 120. 126. 4 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/val tam B ock 1
217.132.60. 170 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod CPTIONS for waw aka. i df . i|/mai n/ sachar/ B ock 1
132.72.152. 172 |israel 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
vy i df i | /https: /vwwidf.il/
80. 246. 139. 165 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
Unknown Par anet er
37.26.147.158 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acetbl der $ct | 13$ct | 02$ct 1 03$txt Fiel d  [None 1
inaka idf.il/main/ g yus/questionnaire. aspx
194. 114. 146. 2271 srael 147.237.77.233|atal . i df . i1 thaut hori zed LR. Access to B ock 1
wwy atal .idf.il/inages/ shared/ hone. png
188. 143. 232. 34 F“Sf;;”i on 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df . il /900- he/ B ock 1
66. 249. 64.233 |lIsrael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp |Bl ock 1
213.8.71. 26 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unauthori zed URL Access from213.8.71.26 B ock 1
. . O stributed Whaut hori zed URL Access on
109.67.3.176 [l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
Unknown Par arret er
2.54.0.49 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chl Quest |None 1
ion$20 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wwwyidf.il/1399-en/ dover. aspx [Bl ock 1
} Wy, chamat z. aka. | |sS ntraceabl e Gonnection - Protocol violation
54.67.38.74 Lhited Sates |147.237.77.226 df il (SSL_OONN CLI ENT_HELLO) None 1
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