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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
37.26. 146. 247 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 16
104. 131. 226. 73 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
88. 249. 87. 51 Tur key 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
23.228.101. 234 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
51. 36. 14. 46 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
88. 249. 87. 51 Tur key 147.237. 76. 196 e.sviva.idf.il B ock_Wp Al _Nets drop 1
23.228.101. 234 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il B ock_Wp Al _Nets drop 1
88. 249. 87. 51 Tur key 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1
80. 70. 128. 129 I srael 147. 237.76. 42 refuah.idf.il Bl ock Udp All Nets drop 1
37.26.148. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess

Attacker Country

|Signature

31.168.172. 147  [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 2
94.102.51. 30 147.237.77.121  |Netherl ands e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117.208.243  [147.237.0. 33 idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.181. 147. 44 147.237.77.216  |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
212.179.21.194  [147.237.77.216 |[Israel dover.idf .il portscan: TCP O stributed Portscan 1
37.26. 149. 247 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
185. 112. 81. 67 147.237.77.61 e.cogat . idf.il ET SCAN Potential SSH Scan 1
12.14.13. 130 147.237.77.216 |lLhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
185. 112. 81. 67 147. 237.76. 34 yohal an. i df . il ET SCAN Potential SSH Scan 1
179. 43.141. 234  |147.237.8. 14 Sui tzerl and e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 98. 94 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
82.117.208.243  [147.237.76.200 eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.77.212  |Netherl ands e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
213. 8. 204. 57 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
37.142.148.120  [147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.77.205 |lhited Sates prisha.idf.il ET DRCP Dshiel d B ock Listed Source 1
37.26.149. 153 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
188.161.185.85  [147.237.77.216 |Palestinian Territory, Qcupied dover.idf.il portscan: TCP Distributed Portscan 1
31.154. 80. 95 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
185. 112. 81. 67 147.237.76. 39 nobi le.nei tav.idf.il |ET SCAN Potential SSH Scan 1
2.54.178. 80 147.237.72.166  |Israel aka.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.76.196  |China e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 65. 31. 24 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMirul e drop 22
46. 19. 85. 201 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |12
176.13. 4. 90 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt wth different oo o0 f12
w ndow scal e
2.54.6.13 I sr ael 147. 237. 77. 243 |nobi l e.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i ssi
79.180.151.25  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
188. 161. 185. 85 glcissi':('ja” Tertitoryly 47, 237. 77. 216 dover . i o . i1 drop First packet isn't SWN drop 9
192.116. 218. 93 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9
46. 19. 86. 36 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreanming Engine: TCP Invalid i i ssi
109. 64. 169. 47 |l srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 115. 253 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. |, 9
Ret ransni ssi on Packet dropped.
212.235. 103. 203 |l srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunier noni t or 8
192.114.1.131 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
79.183.190. 118 |[lsrael 147. 237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
109.64.171.1  |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.11. 170 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 218. 1471 sr ael 147. 237.77. 243 |mbi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 201 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval id ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
66.249.78.252 |Wnited Sates 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
185.32.179. 141 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
176.13.11.158 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54.38. 205 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.52.170. 152 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
2.52.170. 152 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d sequence nunber monitor |5
62. 90. 152. 3 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
2.52.170. 152 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.170. 152 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.170. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 5
2.52.48. 156 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.121.78.218 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber monitor |4
2.52.166. 29 I sr ael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.6.13 | srael 147.237.77. 243 |nobi l e.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
192.114.1.131  |(Israel 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 4
2.54.6.13 I srael 147.237.77. 243 |nobi le.idf .i | Bad TCP sequence Invalid sequence nunber noni t or 4
109. 253. 128. 42 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |4
Sreanming Engine: TCP Invalid i i ssi
54.147.176. 220 |United Sates 147. 237.72. 166 |aka i f .1 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dropped.
2.52.173. 195 I srael 147.237.77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192.114.1.131 |israel 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
2.54.172.3 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
62.219. 195. 149 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
82.80.28.123  |[Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 66. 176. 131 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
212.199.57.199 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
95. 35. 76. 56 I srael 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.16.173  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
2.52.173.195 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 3
Sreanming Engine: TCP Invalid i i ssi
31. 168. 240. 168 |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
46.19.86.205 | srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.191  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
109. 253. 200. 98 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature

Streamng Engine: TCP Inval i d [invalid segrent retransnission.

2.52.18.87 I srael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80.179.193.13 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 179
109. 253. 129. 234 /1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 171
109. 253. 129. 234]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 141
46. 19. 85. 159 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 86
46.19. 85. 13 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 71
216.72.40.185 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 58
2.54.4.54 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 37
176.13.11.7 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
176. 13. 10. 44 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 19
37.26.147.243 |Israel 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code B ock 15
46.117.23.174 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 14
37.26.149.136 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
46. 19. 86. 177 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
2.52.143. 229 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 67. 148. 123 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 67. 148. 123 B ock 3
176.13. 9. 222 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54. 53, 229 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.55. 121 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
185.32.179. 181 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 2
46. 19. 85. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.172.157.226 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 187. 168. 249|Pol and 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
176.13.0. 135 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
2.54.55. 121 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
176. 228. 141. 213|l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka. i df.i|/mai n/sachar/ B ock 1
128. 232. 110. 28 LK!iﬂr:gegom 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1

Unknown Par arret er
37.26.149.193 [Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acekHbl der $Logi nCont r ol $capt chascapt cha |None 1
Text in aka.idf.il/nain/giyus/default.aspx

Unknown Paraneter _ VI EASTATEENCRYPTED i n

95. 86. 98. 94 I srael 147.237.72. 166 |aka. i df . i | wiww aka. i . i |/ nai v/ sachar / nar ki veysachar . asp None 1
80.246.133.68 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
46.19. 85. 191 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request net hod B ock 1
. . D stributed Lhauthori zed URL Access on
176.13.4.90 | srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
109. 67. 148. 123 |l srael 147.237.72.166 |aka. i df . i | Unaut hori zed Method HEAD for wwwy aka. i df. i/ mai n/rabanut/ Bl ock 1
. . D stributed Lhauthorized URL Access on
37.26.146.247 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
82.166.146.81 |Israel 147.237.77. 234 [hal ag. i df . i | v | ogi st cs. atal .idf.il/sip storagelfil es/ 7/ si ze338x0/ 1877.] py Bock 1
179.179. 60. 118 |Brazil 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 1
. . Uhaut hori zed URL Access to

66.249.64.230  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20027- he/ dover . aspx B ock 1
138. 134.102. 15 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/nilnet B ock 1
2.54.25.27 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

95.86.98.94  |Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter _VI EVETATEENCRYPTED i n None 1

wan aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
81.218.53.114 |[Israel 147.237.72. 156 |anman. i df . i | Mil tiple Unhauthorized URL Access from 81.218.53. 114 B ock 1
217.194.207.24 |[israel 147.237.72. 156 [anan. i df . i | Mil tiple Untraceabl e SSL Sessions from 217.194. 207. 24 ((pen Mde) None 1
46.19. 85. 191 I srael 147.237.77.216|dover . i df .i | Mal f ormed URL B ock 1
82.166.193.98 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1462- he/ at al . aspx B ock 1
66. 249. 66. 87 I srael 147.237.76.30 |hinush.idf.il Uhaut hori zed LRL Access to chinush. atal .idf.il/894-he B ock 1
. . . |Paraneter Type Mol ation ctl00$ont ent A acetbl der 1$t xt Gapt cha i n
46.19. 85. 13 I srael 147.237.0. 19 mad|matal.|df.|lmm"rmﬂa].idf'iI/m)b”e“ogin.aSIOX Bl ock 1
Russi an . . Paraneter Type Molation fronbate in

146. 185. 234. 48 eration 147.237.77. 176 [mat pash. i df . i | v cogat . i df i |/ 901- en/ cogat . aspx Bl ock 1
95. 86. 116. 69 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
81.218.53.114 |[Israel 147.237.72. 156 [anan. i df . i | Miltiple _vti_ from8l.218.53. 114 Bl ock 1
46.19.85.191  |Israel 147.237.77. 216 |dover. i df . i | Lhmfmom HITP Request Method L, he; g=0. 8, en- U5 =0. 6, en; 4=0.4 in g o 1
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