02-08-2016-11:04:05 to 02-08-2016-12:04:05

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M nadimatal .idf.il

W aka.idf.il

B refuah.idf.il

B dover.idf.il
Nur(;ber M i shurimaka.idf.i
At acks W anan.idf.il

I navy.idf.il

M obile.idf.il
atal.idf.il

M chinuch. aka. i df . i

Top Tar get

[Top Attackers |

150+

W 79. 176. 165. 20

90 109. 253. 220. 138
[ 2.54. 163. 58
. 109. 253. 150. 180
60-
Nu fébef B 176.13. 19. 164
2 tacks B 109. 253. 222. 152

301 I 41. 33. 231. 90
W 37. 26. 148. 202
46. 19. 86. 101
W 185. 89. 217. 227

& o S o 0y % © A-
A VO SN R L AP ¢
O o, 3 0 N0 Lt o >
N <y Vv <y o < N Vv o )
/\Q' q)“l, Q’.q/ '{,\ gq/ ™ Q‘/)\ > ng
NS N N Y

Top Attackers



|Top Attackers | n DDoS- Def ence |

02-08-2016-11:04:05 to 02-08-2016-12:04:05

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 90

14. 29. 83. 106 Chi na 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1

183. 206. 189. 205 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Bock Wdp All Nets dr op 1

101. 111. 158. 148 Japan 147.237.76. 44 e.refuah.idf.il Block Wdp All Nets drop 1

120. 192. 250. 30 Chi na 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount
52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
79.183. 61. 58 I srael 147.237.72. 166 aka.idf.il |[C008: HITP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79.177. 170. 93 147.237. 72. 166 I srael akaidf.il portscan: TGP DO stributed Portscan 1
46.121.91. 113 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
212.179. 28. 215 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142. 130. 37 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
212.29. 203. 226 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
37.26.147. 158 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 179 147.237.76. 34 yohal an. i df .i | ET SCAN Potential SSH Scan 1
2.54.139. 46 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13. 11. 17 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 223. 238 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
79. 181. 56. 129 147. 237. 72. 166 I 'srael aka idf.il portscan: TCP D stributed Portscan 1
79.178. 30. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62.0.34. 177 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
213.8.204. 70 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 205 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
212.179.21. 194 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
37.26. 149. 214 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
31. 168. 75. 50 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
185. 32. 179. 145 147.237. 72. 166 I srael akaidf.il portscan: TGP O stributed Portscan 1
2.52.172. 166 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13.9. 42 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
85. 64. 14. 239 147.237. 72. 166 I srael akaidf.il portscan: TGP DO stributed Portscan 1
79. 180. 136. 10 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 29
46. 19. 86. 101 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 27
185. 89. 217. 227 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 21
46.19. 86. 96 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 20
62. 0. 200. 125 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 15
46. 19. 86. 206 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 13
185. 89. 217. 226 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 12
109. 253. 212. 53 |Israel 147. 237 72. 167 | shurimaka i o || S2M NG Engine: TP Invalid invalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dropped.
2.54.60. 117 I'srael 147.237.77. 243 |moti e ior. iy | SAMNG Engine: TP Invalid - invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 10 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 12
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 11
62.0.207.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 11
185. 89. 217. 231 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
80.179.91.126 [Israel 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nvalid  invalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dropped.
185. 89. 217. 229 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
185. 89. 217. 224 147.237.76.42 |refuah.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data  [nonitor  [9
188. 120. 148. 252! srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
46. 19. 86. 233 | srael 147.237.72.167 |ishurimaka.idf.i|[SYN At t ack SYN -> SYN-ACK -> Ti neout alert 9
185. 89. 217. 233 147.237.76.42 |refuah.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data  [nonitor  [9
80. 246.136. 61 |l srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.194 |lsrael 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 8
81.218.241.26 |Israel 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.121.122.98 |israel 147, 237. 72. 167 |i shuri maka i o i || S NG Bngine: TCP Invalid  finvalid segnent retransmssi on, drop 8
Ret r ansni ssi on Packet dropped.
46. 19. 86. 180 I 'srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or
185. 89. 217. 228 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or
80. 254.150. 79 |France 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19.85. 72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 94 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
62. 0. 200. 125 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85. 72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
188. 120. 148. 201 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
80.179.115.9  |[Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 230 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or
2.52.170. 98 I srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect
176.13.22.59  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
5.102.254.151 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.143. 163 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85.64. 158.221  |lsrael 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 85. 90 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
31.210.187.251 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
217.194. 207. 24 |Israel 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.34.124 I srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
2.52.143.163 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 138. 183 |lIsrael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 86. 72 I 'srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
85.130. 132. 157 |Israel 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 4
46.19. 85. 118 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
185. 89. 217. 232 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
79.176.165.20 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 92
79.176.165.20 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 60
109. 253. 150. 180]l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 39
2.54.163. 58 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
109. 253. 220. 138|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
176.13.19. 164 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 36
109. 253. 222. 152|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 30
37.26.148.202 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
176.13.17. 61 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 23
109. 253. 220. 138l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 20
176.13.9. 22 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
109. 253. 220. 131 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 9
80. 179. 115.9 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for waw aka.idf.il/ B ock 7
176.13.16. 245 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
212.143.38.222 |[israel 147.237.77. 170 maar achot . i df . i | [Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 4/ 110494. pdf Bl ock 4
109. 253. 129. 234|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
2.54.183.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 145. 253|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 128. 54 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 144 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 145. 151 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
80. 246. 136. 2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 236 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85.250.188.68 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned Bl ock 1
46.19.85.115  |[israel 147. 237.72. 166 |aka. i df . i | LLL‘Z%ZI/ i?ta;eﬁdﬁngggzglzzgalkﬁ flm’j Wkapatz//res Bl ock 1
185. 89. 217. 229 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/files/2/2282.jpg [B ock 1
66.249. 78. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1397-he/ at al . aspx Bl ock 1
217.194. 207. 24 |l srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
108. 59. 8. 68 Lhited Sates [147.237.77.19 |l awforumidf.il [Uhauthorized URL Access to 147.237.77.19/ B ock 1
58. 8. 148. 60 Thai | and 147.237.72. 156 |aman. i df . i | Enail collector robots 14 B ock 1
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ styl el shar ed/ | ayout . css Bl ock 1
Unknown Par anet er
37. 60. 40. 220 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetbl der $enai | Updat e$r pt Emai | Subj ect sLi st $¢ [None 1
t1 01$chbEmai | Subj ect in vwwv aka. i df.il/nai n/ gi yus/ fag. aspx
185.60.144.31 |Siitzerland |147. 237. 72. 156 [anan. i df . i | shaut hori zed L. Aecess o aspx7cat i d-61166 Bock |1
80.179.115.9 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip storagel/files/8/ B ock 1
68.180.228.175 [lLnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9235- he/ r ef uah. aspx Bl ock 1
2.54.8.196 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
149. 88. 29. 147  |Israel 147.237.72. 166 [aka. i df . i | Lhknown Par anet er anp; ut m canpai gn i n www aka. i df.il/ None 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/error.htm Bl ock 1
87.69.168.249 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19. 85. 118 I srael 147.237.76.42 |refuah.idf.il Mal formed LRL B ock 1
185. 89. 217. 230 147.237.76.42 |refuah.idf.il \Au:‘w o ﬁz.(J\;IeaIR-:)iogf _Di Irf_c_tlomages/ shar ed hore. png Bock |1
79.178.174. 111 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
Uhaut hori zed URL Access to
8.37.70.88 Uhited Sates [147.237.77. 216 |dover.idf . il www. i df . i | / 894- he/ dover . aspx&usg=al kj r hhublknvinhx16al uup2uadhhzsbd [B ock 1
a
66. 249. 78. 79 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 66.249. 78. 79 Bl ock 1
217.194.207.24 |[israel 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_QONN CLIENT HALLO [None 1
58. 8. 148. 60 Thai | and 147.237.72. 156 |anan. i df . i | eMii | Hoar di ng B ock 1
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 6/ 2076.jpg [B ock 1
Unknown Par anet er
109. 65. 31. 71 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $et | 13%ct | 02%ct | 03$txt Fiel d in None 1
aka. i df.il/mai n/ gi yus/ questionnai re. aspx
37.142.68.8 | srael 147.237.77. 176 |nat pash. i df . i | PHP Att enpt B ock 1
185. 89. 217. 224 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ sip_storage/files/5/3435.jpg |B ock 1
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