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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
195. 212. 199. 56 Eur ope 147.237.77.176 nat pash. i df .| Frk Purple Gon_Limt _Htp drop 3
81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
195, 212. 199. 56 Eur ope 147.237.77. 176 nat pash. i df . il Frk Under Attack Con Htp drop 2
114. 190. 67. 170 Japan 147. 237. 76. 200 eitan.aka.idf.il |Block Wip Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
82. 80. 196. 44 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
81.218.44.254 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
213.186. 177. 151|147. 237. 77. 216 |Jor dan dover . idf.il portscan: TCP D stributed Portscan 1
192. 241. 253. 62 [147.237.77. 121 |Uhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
192.241. 253. 62 |147.237.76.38 |United Sates eeneitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
192. 115. 177. 203|147. 237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
95.191. 143.12  |147.237.76. 44 |Russi an Federation e.refuah.idf.il BT SOAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
82.117. 208. 243 |147.237.76. 197 ehinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 17. 163 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
37.8.11. 253 147.237.77. 216 gcis;iigéa” Territory: Noover. i . i1 ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
192.241. 253. 62 |147.237.76. 197 |Lhited Sates ehimshidf.il [ET SCAN NVAP -sS w ndow 1024 1
192.241.253. 62 |147.237.8.27 |United Sates e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
176.13.21. 214 |147.237.77. 216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
94.102. 51. 30 147.237.76. 42 |Nether| ands refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
195. 212. 199. 56 |Europe 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 79
185. 120. 125. 26 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 125. 26 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 28
107. 167. 102. 165|Uhited Sates 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
2.52.157. 38 I srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 18
reamn ine: TCP Invali i i ssi
80. 246. 139. 151 |l srael 147.237. 77, 243 |t e i1 | €M g Engi ne P Invalid|invalid segnent retransnission drop 18
Ret r ansmi ssi on Packet dropped.
122. 60. 109. 107 |New Zeal and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
2.54.204. 200 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
Sreamng Engine: TCP Invalid i i ssi
46.19.85.165  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
85. 130. 244. 239 |Israel 147. 237. 72. 156 |anan. i df . | 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
. . SWNretransmt wth different .
79. 180. 149. 178 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 11
82. 166. 15. 77 I srael 147.237.72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
80.246.136.15 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with moni tor |9
di fferent w ndow scal e
2.52.157.38 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
reamng BEngine: TCP Invali i i ssi
109. 253. 138. 229|i srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
2.52.157.38 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert
2.52.157.38 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
5.102.254.217 |lIsrael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
212.143. 36. 228 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
2.52.157.38 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nuniber noni t or
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf il drop First packet isn't SW drop
199.203.215.1 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.144  |israel 147.237.72. 167 |ishurimaka i of .i|Bad TCP sequence STNACK retransmt with monitor (6
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.180.153.70 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
194.90.41.227 |israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.154.55 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i ssi
62. 219. 155. 195 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval i d |invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 159. 116 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
85. 250. 34. 21 | srael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
80. 178. 227. 207 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 253. 139. 150] srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber alert
46.19. 85. 144 I srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> Tineout |reject 6
Sreamng Engine: TCP Invalid i i ssi
62.219.120.45 | srael 147.237.0.34  |tikshuv.idf.il g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 216. 252|i srael 147.237.0.19 |nadimatal .idf.il g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.48.126 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
109. 253. 139. 150|1 srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 144 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 5
46.19. 85. 144 I srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> Tineout |alert 5
62.90. 220. 150 |l srael 147.237.72. 167 [i shurimaka. i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
85.65.229.122 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
2.54.131. 60 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41. 33.232. 66 Egypt 147.237.77. 216 [dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
31.223. 182, 248 ga:lcis;i':éa” Territory. 147 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 4
37.26.146.167 |lIsrael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data |nonitor
80. 246. 136. 176 || srael 147. 237. 77. 216 |dover i df i Bad TCP sequence STNACK retransmt with moni tor (4
di fferent w ndow scal e
130.203.136. 75 |Lhited Sates 147.237.72. 166 |aka.idf il drop SAMrule drop 4
5.102. 254. 217 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.13.19.138 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 246
176.13.19.138 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 197
109. 253. 133. 88 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 186
109. 253. 133. 88 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 134
2.54.59. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 93
2.54.31.214 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 71
176.13.19.138  [Israel 147.237.0.19 |nadimatal .idf.i I‘;Z '\fisrfylgolflége Sane Response (bde (403) in Session from Bock |65
2.54.31. 214 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 63
109. 253. 216. 2521 sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 35
2.52.171.15 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
2.54.59. 51 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 28
149. 88.109. 83 |l srael 147.237.0.34 [tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 16
82. 80. 144. 67 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
46.19.85.104  |[israel 147. 237.77. 243 |nobi | e. i df . i | Eirbf‘rzt o T?'f’fszcﬁ;f‘; Lﬁgng?s:‘;iﬁd n Bock |6
176.13.23. 37 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
2.52.173.88 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
194.177.16.3 I srael 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 194.177.16.3 B ock 3
176. 13. 16. 49 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 137. 1961 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 151 |[Israel 147.237.77. 243 |nobi | e. i df . i | Dstributed Suspicious Response Code B ock 3
176. 13. 16. 93 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 197. 155|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 221 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
176.13.17.78 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 212. 132/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
62.219.154.55 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i/ mai n/ sachar x B ock 2
79.180.149. 178 I srael 147.237.76.42 [refuah.idf.il |50 D0 e hori zed eLfRJaﬁC;‘:Zi on Hock |1
66.249. 64. 233  [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.il/atal 1/izkor/ vi ew text.asp B ock 1
114.98.228.199 |China 147.237.77. 176 nat pash. i df .i | m“tcggg't B ot ar J cogat . aspx!  r ackback! Bock |1
2.54.59. 51 | srael 147.237.0.19 |nadi matal .idf. | m“g;g] .Z?Sf LIF:L/ nﬁ;flest ;r?ml at s/ shippi nocetai /i poi nodetai 1. aspe |20 |1
84.108. 250. 249 I srael 147.237. 72. 166 |aka. i df . i | 1o Ix;eﬁdﬁngzg;g;ga”cku; el wiapatzlfres Bock |1
66.249.78.170 |Israel 147.237.76.200|ei t an. aka. i df . i | |Unknown Paraneter PageNumin ww eitan. aka. i df.il/938-en/eitan. aspx None 1
66. 249.66. 77 I srael 147.237.76.30 [hi nush. i df . i mmmx?vu(t:rt:iorrmljszhéit?i IS?CIEIS/S t ttancfpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
128.194. 131. 235|lhited Sates |147.237.72. 156 |aman. i df .i | Uhaut hori zed LR. Access to list.ips.gov.il/robots. txt B ock 1
5.29.9.20 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
84.108. 250. 249 |[lIsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from 84. 108. 250. 249 B ock 1
212.25.84.200 |lsrael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter anp;t in v aka.idf.il/nmai n/ sachar/scri ptresource. axd |None 1
66.249.78.223 | srael 147. 237.77. 243 |nobi | e. i df . i | nﬁ;ﬂt:?r(;fsz } tg‘eggrcﬁim;esll et | ddocunent </ 1734 Bock |1
46. 19. 86. 149 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 66. 132 |l srael 147.237.72. 156 |anman. i df . i | Unhaut hori zed URL Access to |ist.ips.gov.il/list20050529. htm B ock 1
37.26.146.215 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ t ext. css B ock 1
85. 64.161. 150 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . il/mai n/ sachr B ock 1
Unaut hori zed URL Access to
212.76.105. 172 |Israel 147. 237.77. 170 |m@ar achot . i df . i | ;Tgirrickhho\fﬂilgliﬁil;/gz(ljfrg;;seiség/:jlﬁﬁilpg;gfg;‘;ﬁi‘;ﬁ‘:gﬁggﬁﬁ”;r']‘:g Bock |1
nf i 64qv6ylhst f 2f 2uf ykevi g
66.249.81.215 |Israel 147.237.77.216|dover . i df . i | Dstributed UR. is Above Root Directory Bl ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Untraceabl e SSL Sessions from 82.80.196. 44 (Cpen Mde) None 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx Bl ock 1
178. 154. 189. 204 :Z::I”i on 147.237.77.216|dover. i df . il Whaut hori zed URL Access to ww i df . i | / dover B ock 1
157.55.39. 144 [wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
37.26.149.202 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
217.194. 197. 154l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
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