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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
183. 206. 187. 81 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_ Wp Al _Nets drop 2
58.97.111.9 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 1
58.97.111. 10 Thai | and 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
107. 172. 23. 104 Lhited Sates 147. 237. 76. 42 refuah.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
213.204. 101. 24 (147. 237. 76. 86 |Lebanon navy. i df .il ET SCAN NVAP -sA (2) 2
98.119. 105. 221 |147.237.0. 19 |lhited Sates |nadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
78.193.2.8 147.237.76. 44 |France erefuah.idf.il |ET SCAN NVAP -sS w ndow 1024 1
2.52.141.252  (147.237.77. 216l srael dover . idf.il portscan: TGP D stributed Portscan 1
192. 241. 253. 62 |147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
114. 215. 150. 44 |147. 237. 72. 217 |Chi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
79.181.172. 30 |(147.237.77. 216l srael dover . idf.il portscan: TGP D stributed Portscan 1
62.0.34. 177 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 203. 170. 69 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
193.201.224. 8 |147.237.72. 166 |Ukr ai ne aka.idf.il SERVER- WEBAPP admi n. php access 1
187 246.19. 99 |147 237 76.38 |nexi co o o mgitay. idh i ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

2.54.164. 180 I srael 147.237.0.19 |nadimatal .idf.il > dro 177
Ret r ansni ssi on Packet dropped. P

185. 120. 125. 26 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |58

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi

46.19.85.238  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. |, 33
Ret r ansni ssi on Packet dropped.

185. 120. 125. 26 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 29

reamn ine: TCP Invali i i ssi

2.54. 39, 34 I srael 147.237.77. 243 |obi e i 11 | €M NG Engi ne: TP alid imvalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dropped.

195.212. 29. 172 |Europe 147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 23

176.77.27.146  |Russi an Federati on 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 19
Sreanming Engine: TCP Invalid i i ssi

5.29.79. 143 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 11

reamn ine: TCP Invali i i ssi

109. 65. 129. 222 | srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.

2.54.164. 180 I srael 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

46. 19.86.0 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 7
Sreanming Engine: TCP Invalid i i ssi

130. 193. 37. 16  |Russi an Federation 147.237.0.34 |tikshuv.idf.il g .g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

85. 130. 223. 113 [l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi

79.180.20. 214 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

213.204.101. 24 |Lebanon 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi

195. 212. 29. 172 |Europe 147.237.0.34  |tikshwv.icf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19. 86. 29 I'sr ael 147. 237.77. 243 |nobi l e i df .i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi

84.228.53.50  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

62. 90. 235. 154 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 5

128.194. 131. 235U ted Sates 147. 237. 72. 156 |aman. i df .| Bad TCP sequence SiNretransmt with different | o000 |5

w ndow scal e

128. 194. 131. 235|Uhited Sates 147.237.72.166 |aka. i df .i | B ock HTTP Non Conpli ant Fai l ed to handl e connection data [nonitor

85. 130. 223. 113 [l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert

5.102. 254. 68 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

79.179. 162. 157 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.

89. 139. 186. 157 |l srael 147.237.77. 170 |naarachot.idf .il (Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor 3

5.22.129.231 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3

195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data [monitor 3

5.39. 93. 143 France 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor 3

2.54.164. 180 I srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval id ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi

84.228.82.10  |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54.47.0 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

79.179.232. 152 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109.66.21.58  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

84.228.194. 207 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

37.26.149.241 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

2.54.130. 96 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

138.134.102. 15 |l srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i ssi

2.52. 47. 45 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 160. 131. 1141 sr el 147. 237. 77. 243 |mobi l e, i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

31.223. 182, 248 ga:lcis;i':éa” Territory. 1y 47. 237. 77. 216 |dover. i df . i1 drop First packet isn't SN drop 3

2.54.164. 180 I srael 147.237.0.19 |nadimatal.icf.il|Bad TCP sequence Invalid sequence nunier noni t or 3
Sreaming Engine: TGP Invalid i i ssi

79.180.98.40  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

37.46.39. 35 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3

85. 130. 246. 163 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaming Engine: TGP Invalid i i ssi

141.8.132.112 |Russian Federation |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.104  |israel 147. 237.72. 166 |aka.i df .1 9 g Invalid segnent retransmssion. 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.164. 180 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 148
77.125.120.196 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 104
2.54.164. 180 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 97
77.125.120. 196 |israel 147.237.0.19 |nadi matal . i df .j||T0° M of the Sane Response Cbde (404) in Session from B ock 76
77.125. 120. 196
46.19. 86. 147 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Days in nobile. idf.il/mlluim B ock 23
89. 139. 186. 157 |l srael 147.237.77. 170 [m@ar achot . i df . i | |Unaut hori zed HTTP Met hod Bl ock 5
109. 160. 131. 114|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
176. 13. 16. 43 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
89.139. 186. 157 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to mmarachot.idf.il/sip storage/files/4/ Bl ock 3
77.126.89.170 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg‘?r(;le??/geggfﬁzmZtesll < ohi | ddocunent &/ 1465 B ock 2
193.201.224.8 |Wkraine 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 193.201.224.8 B ock 2
46. 19. 86. 147 | srael 147.237.77.243|nobi l e. i df . i | Mil tiple Unaut hori zed URL Access from 46. 19. 86. 147 B ock 2
193.201.224.8 |lkrai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 2
89.139. 186. 157 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Mil tipl e Wnauthorized URL Access from 89. 139. 186. 157 B ock 2
46.19.86.147  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr(;leie?/g‘eggfﬁsemZtesll <t ohi | ddocunent &/ 1431 B ock 2
66.249. 64.230 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1158- he/ dover . aspx B ock 1
194. 114. 146. 227|I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/inmages/ 1. he/ sear chback. png Bl ock 1
157.55. 39. 73 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waidf.il/error. htm B ock 1
46. 19. 86. 29 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
104.131.71.26 |lhited Sates |147.237.72.156 |anan. i df .il Uhaut hori zed Method HEAD for list.ips.gov.il/ B ock 1
66.249.78.130 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 130 B ock 1
2.52.171.138  |Israel 147.237.0.34 |tikshuv.idf.il ;f’gz'_\ﬁ';yl_‘){?,;he Sane Response (bde (404) in Session from Bl ock 1
216.218.206.66 |lLnited Sates [147.237.72.167|i shuri maka. i df . i|haut hori zed URL Access to 147.237.72. 167/ Bl ock 1
174.67.215.10 |Uited Sates |147.237.72.166|aka.idf .i | Uhaut hori zed URL Access to ww aka. i df.i|/nai n/ sazhar B ock 1
85. 65. 49. 191 I srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed LRL Access to waw aman. i df.il/https:/ww anan.idf.il/ B ock 1
193. 201.224.8 |lkraine 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/wp-1ogin. php Bl ock 1
128.194. 131. 235|Lhited Sates |[147.237.72. 156 |anan. i df . il Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
77.125.120.196 |israel 147.237.0.19 |nadi matal .idf.il ;(;(_)1'\2’?)/1208_ tlgg Sane Response (ode (403) in Session from Bl ock 1
189.143.292.35 TSN Jaras Tz atsdover. il e ent i acetol der tsucirt1 ol eLobtycontrol sdatepi cker |29 |1
194. 114. 146. 227l srael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 194. 114. 146. 227 Bl ock 1
157. 55. 39. 48 Lhited Sates |147.237.77.176 |nmat pash. i df.i | Unaut hori zed URL Access to wwu cogat . i df . i | /si ze220x0/ si p_st or age Bl ock 1
46. 19. 85. 238 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ati on CaptchaText in nobile.idf.il/authentication/login |B ock 1
193.201.224.8 |Wkraine 147.237.72. 166 [aka. i df . i | Ml tiple Admin B ocking from 193. 201. 224. 8 B ock 1
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