02-08-2016-06:04:03 to 02-08-2016-07:04:03

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

160+"

1204 M dover.idf.il
M aka.idf.il
80 M citan aka idf.il
M atal .idf.il
Number , M i shurimaka. i df.i
thcks 407 M chi nuch. aka. i df .
I navy.idf.il
0- . . : : M tikshuv.idf.il
.\6\' \8\ ,b"\ N \6\ .\6\’ .\8\' A..\&' ‘\&\' \&\‘ aman.idf.il
60@" * . §.* 52 . (&8@ é\&” & . S & \&é\‘ B nat pash. i df . i |
& RN v &
.\6 é\\
Top Tar get

[Top Attackers |

M 185. 120. 125. 26
41.33.231.90

I 207. 241. 229. 107
213.57.195. 152

" réfber Il 194.90.89.5
Attacks M 54. 244. 22. 103

[ 94.102.51. 30

M 46. 19. 85. 206
80. 246. 137. 249

M 195. 34. 150. 18

Top Attackers



02-08-2016-06:04:03 to 02-08-2016-07:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site

Signature Device Action |Count
202. 109. 143. 18 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con_Htp drop 2
107.172. 23. 104 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount
5.254.123. 18 Ronani a 147.237.76. 86 navy.idf.il 0543: HTTP. php.cgi Access B ock 1
5.254.123. 18 Rormani a 147.237.77. 216 dover.idf.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

13 151 32, 163 |147. 237, 0.34 |15 ael Cikshuv.idf il ET DCS Large anount of TCP ZeroWndow - Possible Nkiller2 DDos 1
attack

94.102.51.30 |147.237.76.39 [Netherlands nobi | e.nei tav.idf.i [ET SCAN NMAP -sS wi ndow 1024 1

94.102.51.30 [147.237.76.31 [Netherlands nakchal . i df .i ET SCAN NMAP -sS wi ndow 1024 1

218.246.0.97 [147.237.0.34 [China tikshuv. i df.il ET SCAN NVAP -sS w ndow 1024 1

201 160. 99. 227 |147. 237 76,34 |Mexi co yohal an.i i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

114.112. 90. 54 |147.237.76.38 |China eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1

94.102.51.30 |147.237.76.38 [Netherlands eenitav.idf.il [ET SCAN NMAP -sS w ndow 1024 1

80.82.79.104 |147.237.76. 199 [Net her | ands e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 120. 125. 26 147. 237.77. 216 |dover. i df .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 120. 125. 26 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 28
Vb Server Enforcenent HTTP Deni
207.241.229. 107|Wited Sates |147.237.72. 166 |aka idf . il . Véb Servers S ow Cenial of | et 24
Mol ation Servi ce
54.244.22.103 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
194. 90. 89. 5 I sr ael 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
213.57.195. 152 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
80.246. 137. 249 | srael 147.237.72. 167 |i shuri maka i i1 | €M NG Engine: TCP Inval id invalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 6
46.19.85.206  |Israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46. 19. 85. 206 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |6
5.102. 254. 68 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
195.34.150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
216.145.14.142 [United Qates [147.237.0.34  [tikshuv.idf.il Header Rej ection :'Z?;g;tre‘ ection pattern found in |, oivor |4
Russi an . S Streanming Engine: TCP Inval id |invalid segnent retransmission.
93.158.152.49 [~ 1o 147. 237. 76. 147 |chi nuch. aka. i df .i | Ret 1 ansn Ssi on Packet. dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
46.19.85.120  |israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
2.54.162.222  |israel 147.237.77. 243 |robi L e. i of .1 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.174 |israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
46.19.85.191  |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.129.91  |Israel 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
176.13.18.254 | srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
Russi an s -
37.204. 159. 45 et on 147. 237.77. 176 |nat pash. i of . i | drop First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i Ssi
109. 66. 104. 196 || srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.102.247.130 | srael 147. 237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
79.178.193. 135 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
109. 253. 136. 214|i srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP Inval id |invalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120, 126. 4 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
192.115.83.5 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.19.86.103  |Israel 147.237.77. 226 |} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor  [2
128.194. 131. 235|Uhited Sates  |147.237.72. 166 [aka i df. il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
Russi an o Streaming Engine: TCP Invalid |invalid segnent retransmission.
217.69.133.226 | (- 147.237. 72. 166 |aka. i df .i | Ret 1 ansn Ssi on Packet. dropped. drop 2
94.102. 51. 30 Net her | ands 147.237.77.233|ata .idf.il dr op SAMrul e drop 1
54.67.38.74 Lited Sates |[147.237.8.24 |elifestyle.idf.il  |Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
184.105.139.79 |Uhited Sates |[147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|Uhited Sates  |147.237.72. 156 [anan.idf. il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
2.52.164. 65 I sr ael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Net her | ands 147.237.76.39 |mobile.neitav.idf.il |drop SAMrul e drop 1
213. 208. 239. 114|Net her | ands 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 44 Lhited Sates |[147.237.72. 217 e icf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
188. 143, 232. 15 |USSIan 147. 237. 77. 216 |dover . i df . i | dro SMrule dro 1
. 143. 232. eration . 237.77. Jidf. p p
46.19. 86. 40 I'srael 147.237.77. 226 [} chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |1
155.94. 254. 143 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
31.210. 186. 157 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
94.102. 51. 30 Net her | ands 147.237.77.235|sviva idf.il dr op SAMrul e drop 1
54. 67. 38. 74 Lhited Sates |147.237.76. 200 |eitan. aka i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 203|thited Sates  |147.237.76. 177 |ncore.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|Wnited Sates  [147. 237. 72. 156 |anan.i df .i Bad TCP sequence SiNretransmt wth different |00 |y
w ndow scal e
94.102.51.30  |Netherlands  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁ?o:ggﬁgkfn  nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 111 | srael 147.237.0.19 |nadimatal .idf.i||Suspicious Response Code B ock
5.254.123.18  |Romani a 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 5. 254. 123. 18 B ock
5.254.123. 18 Rormani a 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized URL Access from5. 254, 123. 18 Bl ock
Russi an ) . Paraneter Type Mol ation ‘ _ _
188. 143. 232. 34 Federat i on 147.237.77.216|dover.idf .i | ctl 0_0$Cbr_1t ent Pl acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 2
waw i df . i | /1283-en/ dover . aspx

207.46.13.180 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt Bl ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
128.194. 131. 235|Uhited Sates  [147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
66.249.78.130 |[lIsrael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy.idf.il/sip_storage/ B ock 1
185. 107. 26. 250 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to ww i df . i|/newsite/ hebrew nain. asp B ock 1
68.180.229.121 |Uited Sates  [147.237.76.200|ei tan. aka. i df . i1 |\ onscr oo T f000S ;;’p")‘(’”"‘ eitan aka.idr.11/1093-7963-he/>z g o |y
185. 120. 126. 4 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/valtam B ock 1
46.117.176.43 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
84.191.22.250 |Ger nany 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/hebrew an B ock 1
66. 249. 66. 137 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20050529. ht m Bl ock 1
85.93.91. 84 Ger many 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx Bl ock 1
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