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|Top Attackers | n DDoS- Def ence |
Attacker Address

66. 240. 219. 146
188. 93. 234. 208

|Attacker Country  |Target Address  |Site
Wi ted Sates 147. 237. 76. 147
Ror Lugal 147.237. 76. 44

|Signature
Bl ock_UWp Al _Nets
B ock_Udp Al _Nets

|Device Action
drop
drop

chinuch. aka.idf.il

|Count |
e.refuah.idf.il

1
1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sl gnature Devi ce Action

5.254.123. 18 Ronani a 147.237.72. 166 aka.idf.il 0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 64. 233 [147.237.77. 216 |Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
59.45.79.117 |147.237.77.19 [China | awforumidf.il ET SCAN Potential SSH Scan 1
222.43.209. 112 |147.237.8.46 |Chi na e.chinuch.idf.il ET %AN Behavioral Lhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
218.246.0.97 |[147.237.0.35 |[China akavs. i df il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76.34 [China yohal an. i df . il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147. 237. 76. 177 |Indi a ncore.idf.il ET SCAN NMAP -sS w ndow 4096 1
59.45.79.117 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147. 237. 76. 177 |Indi a ncore.idf.il ET SCAN NVAP -f -sS 1
59.45.79.117 |[147.237.8.46 |China e.chinuch.idf.il ET SCAN Potential SSH Scan 1
88.249. 106. 23 |147.237.76.86 [Turkey navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.77. 170|Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
929 43. 184. 223 147 237 8.50  |hi na o tikshuv.idf i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.76. 147 |Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.30 [China hi nush. i df . i | ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147. 237. 76. 177 |I ndi a ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
59.45.79.117 |147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.189.26.18 [147.237.0.15 |Austria kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117 |147.237.8.24 |China elifestyleidf.il ET SCAN Potential SSH Scan 1
80.82.78.8 147.237.0.17 |Netherl ands m ny- kosher-kravi . i df.il ET S(“ﬁN Behavi or al Lhusu.al ly fast Termnal Server Traffic, 1
Potential Scan or Infection
46.166. 129. 183 [147. 237. 77. 74 |Netherl ands lawidf.il ET SCAN NMAP -sS w ndow 4096 1
59.45.79.117  |147.237. 77. 243|Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.176|Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185. 120. 125. 26 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |58
54.244,22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 33
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
185. 120. 125. 26 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 29
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
54.244.22.103 |Whited Sates 147.237.77. 176 [nat pash.idf . il dr op First packet isn't SN drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
82. 145. 209. 155 |Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Russi an L Sreamng Engine: TCP Invalid|invalid segnent retransnission.
178.154.189. 201(° = o 147. 237. 72. 166 |aka.i df . | Ret 18NS SSi o Packet. dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
31.168.198. 221 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46.19. 86. 40 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46.19.86.131  |Israel 147. 237.77. 226 }’W“Cha"atz' aka.ldh-1 lpad TP sequence Inval i d ACK number monitor  [2
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 2
Sreamng Engine: TCP Invalid i i ssi
60.242.198. 191 |Asstralia 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
83. 246. 206. 218 RJSS::t”ion 147.237.8.46  |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 208|Uhited Sates [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Net her | ands 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 1
216.218. 206. 116|Uhited Sates |147.237.76.196 |e.sviva.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
74.82. 47. 40 Lhited Sates |147.237.77.178 e natpash.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 227|Wwnited Sates  [147.237.72. 217 e i df i1 Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 216|nited Sates [147.237.0.33  [idf.il dr op drop 1
141.212.122.90 |Uhited Sates [147.237.77.234|halag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
83. 246. 206. 218 R‘Sf:;”ion 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
184.105.139.94 |Wited Sates |147.237.77. 227 |e. hanaz. i cf . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 209|Wited Sates |147.237. 76. 202 [e. hal ag.i df . i Geo-1 ocation enf or cenent gﬁ;’;zgi'nfn  nbound drop 1
94.102.51.30  |Netherlands  |147.237.8.50 [e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206. 116|United Sates |147.237.77. 235 [sviva idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.58 Wited Sates [147.237.0.33 |idf.il dr op drop 1
184.168.152.8 |wnited Sates |147.237.76.31 [nakchal.idf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data [monitor |1
54. 67. 38. 74 Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
141.212.122.217|thited Sates [147.237.0.33  [idf.il dr op drop 1
141.212.122.91 |wited Sates [147.237.8.27 |enadimata.idf.il  |Geo-1ocation enf or cenent gi?olrzgii'nfn  nbound drop 1
Russi an ’ R SYNtACK retransmt wth .
83. 246. 206. 218 rat i on 147.237.76.30 |[hinush.idf.il Bad TCP sequence g fferent Wi ndow scal & nonitor |1
184. 105. 247. 199|Wnited Sates  [147.237.76. 197 |e. hinush. i df .1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141. 212. 122. 210|Wited Sates  [147.237. 76. 202 |e. hal ag. i df . Geo- 1 ocati on enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
109. 253. 221. 161|I srael 147.237.77.233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216.218.206. 119|lnited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.246.139. 44 |[lIsrael 147.237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> RST rej ect 1
185. 3. 147. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
54.67.38.74 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 223|thited Sates [147.237. 76. 200 [ei tan. aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
23.20.103.163 |Lhited States |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
141.212.122.91 |Uited Sates [147.237.77.234|halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.102.51.30  |Netherlands  |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
216.218. 206. 111|Wited Sates |147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
74. 6. 254. 127 Lhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
184. 105. 247. 199|Uhited Sates [147.237. 77. 170 [mmar achot . i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 214|Uhited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 67.215.42 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
m ny- kosher - kravi . i _ .
89.139. 231. 241 |lsrael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from89.139. 231. 241 None 6
Russi an Parameter Type Mol ation
188. 143. 232. 34 ) 147.237.77. 216 |dover. i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 3
Federation . ;
wan i df . i | /1283- en/ dover . aspx
5.254.123.18 Romani a 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 5. 254. 123. 18 Bl ock 3
Russi an - - Paraneter Type Mol ation fronbate in
188.143.232. 34 e ot i on 147.237.77. 176 [nat pash. i df . i | v cogat i df i |/ 901- en/ cogat . aspx Bl ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthori zed URL Access from 66. 249. 64. 233 Bl ock 2
m ny- kosher - kravi . i i
89 139. 231. 241 |israel 147 237.0.17 TTY Parameter Type Mol atl on ptl 00$Cont ent A a_cel-bl der 1$t xt Per sonal 1 d B ock 2
df.il in mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
: . . Unaut hori zed URL Access to
162.243.175. 241 |Wnited Sates  [147.237.77. 216 |dover. i df . il vwe i i /1294 en/ v i o . 1/ engl i sh B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 136 | sr ael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ styl e/ 1. he/ scrol | er/ j query. j carousel . css B ock !
105. 154. 111. 55 |[Mor occo 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
66.249.64.230 |lIsrael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
66.249. 66. 191  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ 960. css |Bl ock 1
m ny- kosher - kravi . i i %Y- N Vi i
89.139. 231. 241 |Israel 147.237.0.17 ny Il1egal Paraneter Encoding P7o%-nvj/&S&EB[hxA in None 1
df.il mny- kosher -kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
141.212.122.81 |Wited Sates [147.237.77.234|hal ag.idf.il Uhaut hori zed URL Access to /X B ock 1
. . Unaut hori zed URL Access to
66.249. 64.233 |[Israel 147.237.77.216|dover.idf .i | ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 1
5.254.123.18 Romani a 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka.idf.il/cgi-bin/php Bl ock 1
157.55.39. 100 |lhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/mlitary-police/ B ock 1
66.249.66.131 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
37. 46. 38. 181 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/https:/vwidf.il/ Bl ock 1
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