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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
188. 93. 234. 208 Por t ugal 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
108. 45. 93. 68 147.237.77. 216 |Wited Sates |[dover.idf.il ET SCAN Potential SSH Scan 4
209. 126. 116. 147|147.237.8.28 |Lhited Sates |e. nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227.52 [147.237.0.16 |lkraine ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
162.243.111. 66 |147.237.0.16 [Wited Sates |[ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
104. 197. 96. 221 |147.237.77.227 |Lhited Sates |e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237.8.24 |lkraine elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 226 |Whited Sates |wwuchamatz.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.72.14 |Wited Sates |[dover.idf.il(old) ET DRCP Dshield B ock Listed Source 1
193. 201. 227.52 [147.237.0.17 |lkraine mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
179. 43. 141. 234 |147.237. 77. 227 |Sni t zer| and e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
93.77.10. 10 147.237.8.28 |lkraine e.mobi | e-ks. i df .il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
78.193.2.8 147. 237. 77. 212 |France e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.0.17 |[China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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A tacker

Attacker Address Country ‘Target Address |Ste Signature
185. 120. 125. 26 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 57
185. 120. 125. 26 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 28
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 22
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
177. 240. 111. 115|Mexi co 147.237.0.200 |rdu.idf.il Geo-1 ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |dr op 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor (4
85.64.178.127 | srael 147. 237 72. 167 |t shuri maka i1 [ S NG Engine: TP Invalid invalid segnent retramsnission |, o) 4
Ret r ansmi ssi on Packet dropped.
41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4
46. 19. 86. 40 I'srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid Jinvalid segnent retransmission. | 3
Ret r ansmi ssi on Packet dr opped.
66.249.78. 184 |United Sares |147.237.76. 200 feitan aka idr.il || S NG Engine: TCP Invalid Jinvalid segnent retransnission drop 2
Ret ransni ssi on Packet dropped.
94.102. 51. 30 Net her | ands 147.237.76. 200 |eitan. aka. i df.il dr op Frst packet isn't SN drop 1
74.6.254. 127 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
209. 126. 116. 147|Lhited Sates [147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.82 |lhited Sates [147.237.0.33 |idf.il drop drop 1
94.102. 51. 30 Net her | ands 147.237.0.35 |akaws.idf.il drop drop 1
46. 19. 86. 89 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 219|hited Sates |147.237.77.243|nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Net her | ands 147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.23 Lhited Sates [147.237.77.205|prisha idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|Whited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 104|Wnited Sates [147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.83 |Wnited Sates [147.237.76. 147 |chinuch.aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Net her | ands 147.237.76. 177 [ncore.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.249. 64. 139 [Israel 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
198.71.236.5  |Wited Sates |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor |1
141.212.122. 221 |hited Sates |147.237.76.38 |e.ereitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Netherlands  |147.237.76.201 (e atal.idf.il Geo-1 ocat i on enf or cement Geo-l ocat i on i nbound enf or cenent |dr op 1
85. 25. 43. 94 Ger many 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
45. 63. 97. 227 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
184. 105. 247. 216|nited Sates [147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.84 |Wnited Sates |147.237.76. 147 |chinuch.aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Netherlands  [147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enf or cenent |drop 1
202. 46. 58. 26 Chi na 147.237.77. 170 |n@aar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.54.48.104 I srael 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 222|wnited Sates |147.237.76.38 |e.ereitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 65. 54. 236 |l srael 147.237.77. 170 |maar achot . i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
216.218.206.96 |Lhited Sates [147.237.8.45 [e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
45.79. 168. 168 147.237.77. 176 |natpash.i df .i| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
141.212.122. 208|Wnited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.102. 51. 30 Net her | ands 147.237. 76. 199 |e. nakchal .i df .i | Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
69.167.168. 241 |lhited Sates |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |monitor |1
209. 126. 116. 147|Lhited Sates |147.237.76.34 [yohalan.idf.il drop drop 1
141.212.122. 223|Wnited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.81 |lhited Sates [147.237.0.33 |idf.il drop drop 1
85.93.91.84 Ger many 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 218|nited Sates [147.237.77. 243 |nobile.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Oount
2.54.22.136 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 13
109. 103.73.31 |Romani a 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/aman B ock 1
m ny- kosher-kravi .id i i
66.249.78.94  [Israel 147.237.0. 17 my llegal Paraneter Encoding rnd in . None 1
foil mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
184. 105. 247. 196|United Sates |147.237.76.39 |nobile.neitav.idf.il Lhaut hori zed URL Access to 147.237.76. 39/ B ock 1
66. 249. 78.245  |Israel 147.237.76.200|ei tan. aka. i df . i | Wnaut hori zed LRL Access to Bl ock 1

eitan. aka.idf.il/tenpl at es/ searchresul t s/ searchresul ts. aspx

: : . Unhaut hori zed URL Access to
68.180.228.175 |lhited Sates (147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8913- he/ r ef uah. aspx B ock 1

. . Unaut hori zed URL Access to
66. 249. 65. 65 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df i |/ qj yus/ qeneral / defaul t. a B ock 1
Lhaut hori zed URL Access to

94.213. 41. 37 Net her | ands 147.237.77.216|dover. i df . il v df i 1 /i p st oragel fil es/ 2/ 4912. png B ock 1

66.249. 66. 137 [l srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm Bl ock 1
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