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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
141. 212. 122, 173 Lhited Sates 147. 237. 76. 197 e. himush.idf.il ock Wip Al Nets drop 1
185. 35. 62. 247 Sntzerl and 147.237. 76. 147 chi nuch. aka.i df . il B ock Np Al Net drop 1
188. 93. 234. 208 Por t ugal 147.237.76. 148 ggcenter.aka.idf.il |Block Udp All Nets drop 1
123. 151. 42. 61 Chi na 147.237.76. 148 gogcenter.aka.idf.il |Block Udp All Nets Con Linit drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




02-08-2016-03:04:02 to 02-08-2016-04:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
218.246. 0. 97 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 192, 228. 1261147, 237, 76. 34 | co yohal an.i df. i ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162.243.111. 66 [147.237.8.27 |Wited Sates |e.rmadimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 197. 96. 221 |147.237.77.61 |Lhited Sates |e. cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.166. 129. 183 |147.237.77. 226 |Netherlands  |wn chanat z. aka.idf.i1 |[ET SCAN NVAP -sS wi ndow 3072 1
175.6.228. 149  |147.237.77. 121 |Chi na e.navy.idf.il ET SCAN Rapi d PGP3 onnections - Possible Brute Force Attack |1
111, 236, 110, 122|147, 237.8.27  |3apan o radi matal idf | ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82. 79. 104 147. 237. 76. 177 |[Net her | ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.166. 129. 183 |147.237.77.226 |Netherl ands  |waw chamat z. aka. i df .i| [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
185. 120. 125. 26 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |57
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
185. 120. 125. 26 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 29
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
82.145.222. 113 |Europe 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
Sreamng Engine: TCP Invalid i i ssi
2.54.21.18 I'srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
2.54.141.170  |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid|invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i Ssi
2.52.6.135 I'sr ael 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
172.56.35.67  |Wited Sates  |147.237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
54,151.42.39  [Wited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2
; . . SYNretransmit wth different .
165.91. 4.58 Lhited Sates |147.237.72.156 |anan.idf.il Bad TCP sequence wi ndow scal e noni t or 2
41.82.92.179  |Senegal 147.237.77. 233 |atal i df .il Header Rej ection ?Zggg;tre’ ection pattern found inl i |y
165. 91. 4. 58 Wited Sates |147.237.72. 166 |aka.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |2
Sreanming Engine: TCP Invalid i i ssi
66.249.69.54  |lhited Sates |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
66.249.78.177 |United Sates |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
216.218.206.80 |Wnited Sates |147.237.8.50 e tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
184. 105. 247. 224|United Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
149. 210. 247. 49 |Net her | ands 147. 237. 77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
98.204.91.179 |Lhited States |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert
188.138.1.218 |Ger many 147.237.76.86 |navy.idf.il Bad TCP sequence SYNPACK retransmt with monitor |1
different w ndow scal e
141.212.122.88 |Uhited Sates [147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66.240. 192. 138 |lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
155.94. 254. 143 |wnited Sates  [147.237.0.17 ;”I"Iy kosher-kravi.id |oy\ At ack SYN -> SYN-ACK -> RST rej ect 1
98.204.91.179 |Lhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122.89 |lhited Sates [147.237.76.200|eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.54.141. 170 | srael 147.237.72. 167 |ishuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
155. 94, 254, 143 |Uhited Sates |147.237. 76. 200 |ei tan. aka.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.67.38.74 Lhited Sates [147.237.0.19 |madi matal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
197.231.221. 211|Liberia 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
169.53.189. 10  |Netherl ands 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
141.212.122. 210|Wnited Sates |[147.237.8.27 |e.madimatal.idf.il  |Geo-l ocati on enfor cenent gﬁ?;:?éi:a:]?n  nbound drop 1
23.96.208.137 |Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
188.138.1.218 |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 39. 48 Lhited Sates |147.237.77. 176 |mat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.122.82 |wnited Sates |[147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
54.67.38. 74 Lhited Sates |147.237.76. 148 |gocenter. aka.idf.il drop drop 1
141.212.122. 211|Wnited Sates |[147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enf or cement ﬁ?;'rggz:mon t nbound drop 1
188.138.1.218 |Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
165. 91. 4. 58 Wited Sates |147.237.72. 156 |aman.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
141.212.122.83 |Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
149. 88.196.29 |Israel 147.237.0.19 |madi matal . i df . i [Suspicious Response Code B ock 3
157. 55. 39. 48 Lhited Sates 147.237.77. 176 |mat pash. i df . i| |Unauthorized URL Access to www cogat . idf.il/size220x0/si p_storage |Bl ock
41.82.92.179 Senegal 147.237.77.233|atal .idf.il eMi | Hoar di ng B ock
Russi an . . Paraneter Type Molation f in
176.197.255. 179 Federation 147.237.77. 216 [dover . i df . i | wwy i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
141.212.122.81 |wiited Sates 147.237.76.200|ei tan. aka. i df . i | [Lhaut hori zed URL Access to /x B ock
165. 91. 4. 58 Lhited Sates 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed URL Access on |ist.ips.gov.il/robots. txt Bl ock
66.249. 64.233 [Israel 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
N . . URL is Above Root Drectory
197. 231. 221. 211|Li beria 147.237.77. 216 |dover. i df . i | wowvi o i1/ ../ shared/cli entscripts/j query/j query-1 4.2, min. | s B ock 1
169. 53. 189. 10 Net her | ands 147.237.77.216|dover . i df . i | Ml ti pl e Unauthori zed URL Access from 169. 53. 189. 10 B ock 1
] - - Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
149. 210. 247. 49 Net her | ands 147.237.77.176 [mat pash. i df . il |Miltiple Wauthorized URL Access from 149. 210. 247. 49 Bl ock
169. 53.189. 10  |Net herl ands 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/anan B ock
. - Unaut hori zed URL Access to
104. 227.92. 22 147.237.77. 216 |dover. i df . i | v i df i1/ nevsi t ef engl | shi docurent s. asp Bl ock 1
149. 210. 247. 49 |Nether| ands 147.237. 7. 176 [mat pash. i df | |-hauthorized LR Access to B ock 1
ww cogat . i df . i |/ arabi c/ pages/ def aul t. aspx
41.82.92.179 Senegal 147.237.77.233|atal .idf.il Enail collector robots 14 B ock 1
Russi an . . Paraneter Type Molation & in
176.197. 255. 179 Federation 147.237.77.216 |dover . i df . i | wwy i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
141.212.122.81 |United Sates 147.237.0.34 |tikshuv.idf.il |Unauthorized LRL Access to /x B ock 1
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