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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 102. 8. 238 147.237.77.216|Whited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
81.183. 168. 243 |147.237.72. 167 |Hungary i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
121.201.27.61 |147.237.76. 177 [Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.76.34 |[China yohal an. i df.il ET SCAN Potential SSH Scan 1
114.112.90.54  |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
112.196. 49. 101 |147.237.8.24 |india elifestyle.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 197. 96. 221 [147.237.77.19 |thited Sates |l awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.0.16 [China ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
123. 110. 194. 232|147. 237.77. 19 |Tai van lawforumidf.il Er SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
121.201.27.61 |147.237.76.39 |China nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
114.112.90.54 |147.237.77. 212 |Chi na e.dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
112.196. 49. 101 |147.237.8.24 |india elifestyleidf.il ET SCAN NMAP -sS w ndow 4096 1
112.196. 49. 101 |147.237.8.24 |india elifestyle.idf.il ET SCAN NVAP -f -sS 1




02-08-2016-02:04:09 to 02-08-2016-03:04:09

|Top Attackers In FW |
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Attacker Address count ry Target Address |Ste Signature
185. 120. 125. 26 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber nonitor |56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
185. 120. 125. 26 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 28
S reamng Engi ne: TCP i
81.183. 168. 243 |Hungary 147. 237. 72. 156 |anan. i of . | 9 =g TCP segrrent out of maxi num allowed |, 9
Segnent Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
192.114. 91. 214 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dr opped.
i Sreaning BEngine: TCP Invalid i i ssi
178. 154. 189, 201|SS an 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 6
Federation Ret ransni ssi on dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data mnitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
195.34.150.18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data nonitor |4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaning Engine: TQP Invalid i i ssi
5.22.135.234 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.
91.200.12. 143 |kraine 147.237.77. 170 |maarachot . i df .i | [dr op SAMrule drop 3
Sreaning Engine: TGP Invalid i i ssi
66.249.78.230 |Wited Sates |147.237.77.243|nobile idf il 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
37.26.146.248 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
i Sreaning Engine: TGP Invalid i i ssi
130.193.37.16 |Ssian 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. Packet | 3
Federation Ret r ansm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.206  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.179.62.36  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
' Sreamng Engine: TCP Invalid ' i ssi
141.8.132. 112 |sSian 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Federati on Ret ransmi ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
2. 54. 168. 59 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret ransm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi
79.182.209.61 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
165.91. 4. 58 Lhited Sates [147.237.72. 166 |aka idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data nonitor |3
177. 240. 111. 115|Mexi co 147.237.0.35 |akaws.idf.il drop drop 2
54.67.38.74 Lhited Sates [147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
185. 18. 206. 194 |l srael 147. 237. 77. 216 |dover.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 211 |United Sates |147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|Wited Sates  |147. 237. 72. 156 [anan.i f . i1 Bad TCP sequence S retransmt weh different wndow | oivor |1
45. 63.97. 227 147.237.0.34 |tikshwv.idf.il |drop SAMrul e drop 1
; . . SYNPAXK retransmit with different .
165.91. 4. 58 Lhited Sates |147.237.72.166|aka.idf.il Bad TCP sequence vi ndow scal e noni t or 1
141.212.122.85 |lhited Sates |147.237.76.196|e.svivaidf.il |Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent drop 1
221.199.217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
31.210.187. 221 |Israel 147.237. 72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni tor |1
141.212.122. 222|wnited Sates [147.237.72. 167 |i shurimaka.idf.i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|ULhited Sates |147.237.72.166 |aka.idf.il Bl ock HTTP Non Conpl i ant Response out of state monitor |1
81.183. 168. 243 |Hungary 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
45. 63.97. 227 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
176.13.7.203  [Israel 147.237.77. 234 |hal ag.i df .i Bad TCP sequence i{;;e”ansm't wth different wndow |onivor |1
141.212.122.87 |Uited Sates |147.237.76.199 e nakchal .idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent drop 1
76.178.143.180 |lWnited Sates |147.237.77.216|dover.idf.il Bad TCP sequence Inval id ACK nunber mnitor |1
141.212. 122, 223|wnited Sates [147.237.72. 167 |i shurimaka. i df.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.183. 168. 243 |Hungary 147.237.72. 167 |i shurimaka.idf .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.179. 212. 100|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 1
141.212.122.88 |Uhited Sates [147.237.76.199 |e.nakchal .idf.il |Geo-| ocati on enf or cenent Geo- | ocation i nbound enf or cenent drop 1
94.102. 51. 30 Net her | ands 147.237.72. 217 |e.idf il Geo-1 ocati on enf or cement Geo- | ocati on i nbound enf or cenent drop 1
146. 185. 239, 102 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.183. 168. 243 |Hungary 147.237.72. 217 |e.i df .i | Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 1
212.179. 212. 100|l srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Inval i d ACK nunber mnitor |1
46. 19. 85. 210 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 210|Wnited Sates [147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235|Uhited Sates [147. 237. 72. 156 |anan. i df . | Bl ock HTTP Non Conpli ant Response out of state nonitor |1
193. 96. 188. 175 |Ger many 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |1
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. . . Unaut hori zed URL Access to

109. 253. 137. 140! srael 147.237.77.243|nobi l e. i df . i | nubi | e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 7
87.70. 184. 17 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 87.70.184. 17 B ock
84.94.21. 4 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . i | Lhaut hori zed UR. Access to wwidf.il/tenplates/article/watch B ock

Il1egal HITP \ersion the green fields outside. Vetch the goats chew ng

the grass. Wat is the neaning of life? Lifeisn't about getting to the
81.183.168. 243 |Hungary 147.237.72. 156 [anan. i df . i | end. Gats know this. You shoul d know too. Goats are wise. Goats are |B ock 1

cute. Listentothemh This is the nessage. Love goats, |ove the Internet!

8Y?? Kecske. HITP/ 1.0

. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i1 ww. i df . i | / 1133 17763- he/ kkkkkkk=a43487c1kkkkkkk a43487c1 |2 oK |
87.70. 184. 17 I srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
66. 249. 69. 54 I srael 147.237.76.200|ei tan. aka. i df .i | Uhknown Paraneter &SortDir in v eitan. aka.idf.il/938-he/eitan. aspx |[None 1
128.194. 131. 235|lhited Sates |147.237.72.156|anman.idf.il Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
81.183. 168. 243 |Hungary 147.237.72.156 |anan. i df . i | Mal formed URL towar ds B ock 1
Russi an Paraneter Type Mol ation
188. 143. 232. 26 ) 147.237.77. 216 |dover. i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 1
Federation - ;

wan i df . i |/ 1283- en/ dover . aspx
93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 994- 9070- he/ at al . aspx  |Bl ock 1
128.194. 131. 235|Uhited Sates [147.237.72.166|aka.idf.il Mil tiple NLL Character in Method from 128.194. 131. 235 B ock 1
82.221.105.7 I cel and 147.237.0. 15 kosher-kravi .idf.il |Unauthorized URL Access to 147.237.0. 15/ B ock 1
219.94.128.197 |Japan 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 219. 94. 128. 197 B ock 1
08.143. 148. 107 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ check B ock 1

m ny- kosher - kr avi j -
66.249.78.87  |Israel 147.237.0.17 | llegal Paraneter Encoding rnd in . None |1
JidfLil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx

176. 13. 7. 203 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f [B ock 1
81.183.168. 243 |Hungary 147.237.72. 156 [anan. i df . i | Abnormal |y Long Request request version Bl ock 1
177.240. 111. 115|Mexi co 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
66.249. 66. 132  [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list.htm B ock 1
118. 193. 222. 243hi na 147.237.77. 216 [dover . i df . i | thaut Bor zed LRL Access to Bock |1

ww i df . i |/ shar ed/ user cont r ol s/ header upper /
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