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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 64. 133 | srael 147.237.77. 234 hal ag. i df .i||TAP handshake vi ol ation, first packet not syn drop 6450
0.0.0.0 147.237.77.216 dover.idf.il|HTTP Page H ood Attack dr op 4
203.166.137. 11 S ngapor e 147.237.77. 74 lawidf.il |Invalid TGP H ags drop 1

203. 166. 137. 11 S ngapor e 147.237.77. 216 dover.idf.il|lnvalid TGP H ags drop 1

185. 130. 5. 201 147.237. 76. 177 ncore.idf.il|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Quntry Target Address |Site |Sgna1ure Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 130. 5. 165 147. 237. 76. 200 eitan aka idf.il ET SCAN Potential SSH Scan 2
185. 130. 5. 165 147. 237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 165 147.237. 8. 24 elifestyleidf.il ET SCAN Potential SSH Scan 1
125. 212. 232. 144 147.237.76. 176 M et nam test.ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
125. 212. 232. 144 147.237.76. 176 M et nam test.ncore.idf.il ET SCAN NVAP -f -sS 1
125. 212. 232. 144 147.237.0. 35 M et nam akaws. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237.76. 39 Chi na nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 1024 1
81. 183. 168. 243 147. 237.77. 233 Hungary atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 241. 253. 62 147. 237. 77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 165 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 165 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 165 147.237.8. 28 e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
179. 43. 141. 234 147.237.0. 17 Shi t zerl and mny- kosher -kravi . i df .il ET SCAN NVAP -sS w ndow 1024 1
125. 212. 232. 144 147.237.76. 176 M et nam test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 212. 232. 144 147.237.0. 35 M et nam akaws. i df .i | ET SCAN NMAP -sS wi ndow 4096 1
218. 246. 0. 97 147. 237.76. 198 Chi na e.yohal an.idf il ET SCAN NMAP -sS wi ndow 1024 1
88. 249. 106. 23 147. 237. 76. 196 Tur key esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 45, 137. 67 147.237. 8. 45 Tur key eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 241. 253. 62 147. 237.77. 205 Lhited Sates prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker ountry |Target Address |[Ste Signature /?ca\t”i((;;
185. 120. 125. 26 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |56
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54, 244, 22. 103 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 32
185. 120. 125. 26 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 28
212.76.127. 111 |Israel 147.237.77. 226 "‘I”TW chamatz. aka. 1df | o) HTTP Non Conpli ant  [Failed to hand e connection data  |monitor |15
S ream ng Engi ne: TCP Invalid segnent retransnission
66.249.78.130 |lhited Sates 147.237.76.86 |navy.idf.il . . ' dro 14
v Inval i d Retransnission Packet dropped. P
207.46.13.139 |lhited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 11
149.78.171.41 |l srael 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpliant |Failed to hand e connection data |nonitor |10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
212.76.127. 44 |israel 147.237.77. 226 [} chamatz.aka. 1df |5 ook HTTP Non Gompliant [Failed to handle connection data |monitor  [9
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant |Failed to hand e connection data |noni tor
24.148.13.209 |Uhited Sates 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop
Sreamng Engi ne: TCP i i ssi
66.249.78.223 |Wnited Sates 147.237.77. 243 |robi L e. i of .| mng Engine: 7 Invalid segnent retransmssion. g 6
Inval i d Retransmission Packet dr opped.
54.244.22.103 |Uited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi
109. 65. 166.55 |l srael 147. 237.77. 243 |nobi l e.i df .i | mng tngine: ! Invalid segnent retransmssion. g 6
Inval i d Retransm ssion Packet dr opped.
Pal esti ni an
46. 43. 126. 31 Territory, 147.237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 6
Qccupi ed
Sreaning Engi ne: TCP i i ssi
66.249.78. 177 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df .| mng thgihe. Invalid segnent retransmssion. g 4
Inval i d Retransnission Packet dropped.
62. 90. 3. 40 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
107.107. 62. 157 |United Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant |Failed to hand e connection data |nonitor |4
62. 90. 3. 40 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
reamng Engi ne: T i i ssi
2.54.168. 59 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. g 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
149.78.40.33  |Israel 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. g 3
Inval i d Retransm ssion Packet dropped.
o S ream ng Engi ne: TCP TCP segnent out of naximum
81.183. 168. 243 |Hungary 147.237.77. 233 |atal .idf.il Segrent Limit Enforcement |alowed sequence. Facket dropped drop 3
S reaning Engi ne: TCP i i ssi
46.19.86.226  |israel 147. 237.72. 166 |aka i f . mng tngine: 1 Invalid segnent retransmssion. g 3
Inval i d Retransm ssion Packet dropped.
reamng Engine: T i
208.52. 154. 240 |Whited Sates 147. 237. 77. 216 |dover . i df .| Streamng Engi ne: TCP TCP segrent out of maximm |, 3
Segnent Limt Enforcenent |allowed sequence. Packet dropped.
Streaning Engi ne: TCP Invalid segnent retransnission
62.90. 3. 40 | srael 147.237.72. 166 |aka.idf . il . .. ' droj 3
Inval i d Retransm ssion Packet dropped. P
Sreaning Engi ne: TCP i i Ssi
141.8.132. 112  |Russian Federation |147. 237. 72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. g 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.148.252 | srael 147.237.72. 166 |aka i df .i mng tngine: ! Invalid segnent retransmssion. g 3
Inval i d Retransm ssion Packet dropped.
62.90. 3. 40 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
209.140. 43. 126 |Uhited Sates 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
e SYNVACK retransmt wth different .
185. 32. 179. 213 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence wi ndow scal @ nonitor |3
62. 90. 3. 40 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence SINCAGK retransmt with different | ohiior |3
w ndow scal e
S reamng Engi ne: TCP i i ssi
66.249.78.170 |Wnited Sates 147.237.76. 200 |ei tan. aka i df . mng Engine: 7 Invalid segnent retransmssion. g 2
Inval i d Retransmission Packet dr opped.
62. 90. 3. 40 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert
136. 243. 67. 234 |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpliant |Failed to hand e connection data |nonitor
Sreaming Engi ne: TCP I'nvalid segnent retransnission
66. 249. 66. 90 Lited Sates 147.237.76.86 |navy.idf.il . . : dro 2
Y Inval i d Retransmission Packet dropped. P
177.240. 111. 115|Mexi co 147.237.0.33  |idf.il drop drop 2
5.189. 165. 244  |CGer many 147.237.0.33 |idf.il dr op drop 2
66.249. 66. 182 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 2
177.240. 111. 115|Mexi co 147.237.0.35 |akaws.idf.il drop drop 2
5.189.165.244  |Ger many 147.237. 77. 216 |dover .i df .i | Bl ock HTTP Non Conpl i ant noni tor |2
66. 249. 66. 186 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 2
5.189. 165. 244  |Ger many 147.237.77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
54. 158. 6. 83 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant |Failed to handle connection data |nonitor |1
95. 180. 14. 182 147.237.72. 166 |aka. i df.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212. 122. 216|Wnited Sates 147.237.0.16 ry'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rgect |1
45. 63. 97. 227 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 1
94.102.51.30  |Netherl ands 147.237.8.27 |enadimatal.idf.il |Geo-location enforcement |[S0!ocation inbound drop 1
enf or cenent
23.20.210.230 |lLhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data |nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 18 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 84
46.19.85.18 | srael 147.237.0.19 |madimatal .idf.il |00 MY of the Same Response Code (404) in Session from Bock  [53
46. 19. 85. 18
219.94.128. 197 [Japan 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 219. 94. 128. 197 Bl ock
79.182.96.209 |lIsrael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed UR. Access to maarachot.idf.il/pdf/files/7/112297. pdf B ock
46.19. 85. 253 I srael 147.237.77. 216 |dover.idf .il Abnormal |y Long Request net hod B ock 1
Unknown Par anet er
5.29.154. 92 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i on [None 1
$61 in aka.idf.il/main/giyus/questionnaire. aspx
177.240. 111. 115|Mexi co 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to /tmunbl ock. cgi Bl ock 1
109. 65. 166.55 |l srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspicious Response Code B ock 1
m ny- kosher - kr avi , ,
66. 249. 78. 80 | srael 147.237.0. 17 Pdf il Ostributed I11egal Paraneter Encoding None 1
219.94.128. 197 |Japan 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
41.238.122. 164 |Egypt 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock
Russi an . . Paraneter Type M ol ati on searchText in
146. 185. 234. 48 eration 147.237.76.42 |refuah.idf.il voww r ef ua. at al i o . i 1/ 994 hel r ef uah, aspx B ock 1
81.183. 168. 243 |Hungary 147.237.77.233|atal .idf.il Abnornal |y Long Request request version B ock 1
46. 19. 85. 253 I srael 147.237.77. 216 |dover.i df . il Mal formed URL B ock 1
5.189. 165. 244  |Ger nany 147.237.77.216 |dover. i df . i | Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
177. 240. 111. 115|Mexi co 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
141.212.122.81 |[wnited Sates [147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to /x B ock 1
66.249.78.223 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
Russi an Unaut hori zed URL Access to
146. 185. 234. 48 . 147.237.76.42 |refuah.idf.il ww refua. atal . idf.il/tenpl ates/ news/ news. i n. aspx/t enpl at es/ sendt of rie [B ock 1
Federation ;
nd/ sendt of ri end. aspx
Illegal HITP \ersion the green fields outside. Vetch the goats chew ng
the grass. Wat is the neaning of life? Lifeisn't about getting to the
81.183.168. 243 |Hungary 147.237.77.233|atal .idf.il end. Gats know this. You shoul d know too. Goats are wise. Goats are |B ock 1
cute. Listento themh This is the nessage. Love goats, |ove the Internet!
8Y?? Kecske. HITP/ 1.0
. . i 28| = =
46.19.85.253  |israel 147. 237.77. 216 |dover . i df . i | mk&?_m HTTP Request Method nd/ SendToFri end. aspx?8l =he&f =894 g o\ |y
37.142.136.37 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
180. 76. 15. 158  |Chi na 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
141.212.122.81 |[wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to /x B ock 1
68.180.228.175 |lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9736- he/ r ef uah. aspx B ock 1
157. 55. 39. 48 Lhited Sates [147.237.77.176 |mat pash.idf.il Uhaut hori zed URL Access to waw cogat . idf.il/size220x0/sip storage  |B ock 1
81.183. 168. 243 |Hungary 147.237.77.233|atal .idf.il Mal formed URL towar ds B ock 1
62. 90. 3. 40 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
208.52.154.240 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to /pna/ scri pt s/ set up. php Bl ock 1
L . . Unaut hori zed URL Access to
41.225.222.199 |Tunisia 147.237.77. 216 |dover.i df . i i df i 1/ ar/ pi ng-t =adnin. 1. 2. 3. 4. 5. 6. 7. 8. 9=paswor d B ock 1
_ www. chanat z. aka. i _
141.212.122.81 |lhited Sates |147.237.77.226 df il Unaut hori zed URL Access to /X B ock 1
68. 180. 230. 244 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
46.19. 85. 152 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
177. 240. 111. 115|Mexi co 147.237.0.15 |kosher-kravi.idf.il [Uhauthorized URL Access to /tnunbl ock. cgi B ock 1
m ny- kosher - kr avi
104. 131. 127. 187|Whited Sates |147.237.0.17 i g?/ i Uhaut hori zed URL Access to www m ny- kosher-kravi.idf.il/ B ock 1
66.249. 66. 142  [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/favicon.ico B ock 1
41.238.122. 164 |Egypt 147.237.77.216|dover. i df . il PHP Att enpt Bl ock 1
146. 185. 234. 48 stls;;”i o |147.237.76.42 |refuah.idf. il Mil ti pl e Unaut horized URL Access from 146. 185. 234. 48 Bock |1
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