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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Signature |Device Action Count
2.91.173. 45 Saudi Arabi a 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 5533
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
01 173.61. 78 |147. 237, 0. 16 |vexi co ny- kosher-kravi i of i ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177. 44.175. 250 |147.237.72.217 |Brazil eidf.il ET SCAN NVAP -sS wi ndow 4096 1
175. 143. 152. 246|147.237.0. 16  |Mil aysia ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91. 207. 60. 30 147.237.77. 179 |Wkrai ne e mazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46. 45, 137. 67 147.237.0.33  [Turkey idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.91.173.45 147.237.77.216 [Saudi Arabia  |dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
177. 44.175. 250 |147.237.72.217 |Brazil eidf.il ET SCAN NMVAP -sS wi ndow 3072 1
104. 128. 144. 131|147. 237. 76. 31 |Canada nakchal . i df il ET SCAN NVAP -sS wi ndow 3072 1
89. 255. 21. 58 147.237.76. 202 |Netherlands  |e.hal ag.idf.il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.0.19 [Turkey madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Signature

Devi ce

Attacker CQountry ‘Target Address |Ste

SWNretransmt wth different

Action

2.91.173.45 Saudi Arabia 147.237.77. 216 |dover.idf . i | Bad TCP sequence . nonitor 134
w ndow scal e
Sreaning Engi ne: TCP i i ssi
37.26.149.221 |israel 147.237.77. 243 |robi | e. i of .| mng tngine. Invalid segnent retransmssion. fu ., 60
Inval i d Ret ransmission Packet dropped.
185. 120. 125. 26 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |57
212.76.127.219 |israel 147.237.77. 226 [} chanatz. aka. 1df gy ock HTTP Non Conpl i ant z:’t;ed to handie connection o ior  [30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
185. 120. 125. 26 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert 29
46. 19. 86. 138 | srael 147.237.72. 167 |ishuri maka.idf . il Bad TCP sequence Inval id ACK nunber noni t or 22
212.76.127.10 | srael 147.237.77. 226 [} chanatz.aka.1df gy ock HITP Non Conpl i ant 52’1!:‘1 to handie comnection fpnivor |18
S reaning Engi ne: TCP i i ssi
66.249.78.223 |United Qates 147.237.77. 243 |nubi le.i o . i1 mng ngine. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dr opped.
37.110. 105. 120 |Russian Federation |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 10
Sreaning Engi ne: TCP i i ssi
79.177.33.198 | srael 147.237.72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. fq ., 9
Inval i d Ret ransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
46.19.85.157  |israel 147.237.77. 243 |nobi l e i df .1 mng tngine. Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
46. 19. 85. 108 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop
reamng Engi ne: T i i ssi
2.54. 60. 89 I'sr ael 147.237.77. 243 |robi | e. i of .| Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 6
Inval i d Retransmission Packet dropped.
54.244.22.103 |Whited Sates 147.237.77.176 |nat pash.idf .il dr op First packet isn't SYN drop 5
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant z:’t;ed tohandle comnection | o s
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df . Bl ock HTTP Non Conpl i ant Z:’t;ed to handle connection |0y o |4
S reaning Engi ne: TCP i i ssi
213.47.141.95 |Astria 147.237.77. 243 |nobile. i f . | mng tngine. Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
66.249.78.239 |Uited Sates 147. 237. 76. 200 |ei tan. aka. i of .| mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dropped.
46. 18. 23. 86 ga:lcisgi':éa” Territory 1 47 237.77. 176 |mat pash. i of . i1 dr op First packet isn't SN dr op 3
Sreamng Engi ne: TCP i i ssi
77.125.130. 217 |Israel 147. 237. 72. 166 |aka. i of . i | mng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
2.54. 42, 243 I srael 147. 237.72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
reamng Engi ne: T i i ssi
79.179. 215. 136 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. fq ., 3
Inval i d Retransmission Packet dropped.
ream n ine: T i i ssi
149.78.236.88 | srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
37.26.147.237 |israel 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.52.170.173  |Israel 147.237.72. 166 |aka i df .i mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
46. 19. 86. 153 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaning Engi ne: TCP i i ssi
79.178.208.44 | srael 147.237.72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. fq . 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
82. 166. 227. 219 |Israel 147.237.72. 166 |aka. i df . mng gl he. Invalid segnent retransmssion. fu . 3
Inval i d Retransnission Packet dr opped.
S reanm ng Engi ne: TCP i i ssi
79.179. 196. 185 |I srael 147. 237. 72. 166 |aka. i of . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
2.54.150.54  |Israel 147.237.0.34  |tikshw.idf.il mng ngine. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dr opped.
Sreamng Engi ne: TCP i i ssi
66.249.78.184 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | mng ngine: 1 Invalid segnent retransmssion. | 2
Inval i d Ret ransmissi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
212.179. 21. 194 |israel 147. 237.77. 243 |nobile. i of . | mng tngine. Invalid segnent retransmssion. | 2
Inval i d Retransnission Packet dropped.
46. 19. 85. 165 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 2
185. 84. 71. 109 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor |2
46. 19. 85. 165 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
45. 63. 97. 227 147.237.72. 166 |aka i of .i | drop SAMrul e drop 2
151.55.103. 106 [italy 147. 237. 77. 216 |dover i df . Bl ock HTTP Non Conpl i ant Z:’t;ed to handle connection oo |2
54.158.6.83  |Lhited Sates 147.237.77. 216 |dover . i of .i | Bl ock HTTP Non Conpl i ant zzjtlaed to handie connection o por 2
136. 243. 47. 151 |Ger many 147. 237. 77. 216 |dover i df .1 Bl ock HTTP Non Conpl i ant Z:’t;ed to handle comnection by o |2
2.52.170.173 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
109. 66. 150. 215 |l srael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
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Attacker Address |Attacker Qountry Target Address |Ste Signature
Streaning Engi ne: TCP [ issi
66.249.78.170 |United Qates 147.237.76. 200 |6i tan. aka. i df .i mng ngine. Invalid segnent retransmssion. | 2
Invalid Retransnission Packet dropped.
84.108.104.130 |Israel 147. 237. 77. 216 |dover i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect
188.120. 148. 94 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
141.212. 122. 218|Wi ted Sates 147. 237.77.179 |e. razi . i df .1 SYN At t ack SYN - > SYN-ACK - > RST rej ect
23.20.210.230 |Wnited Sates 147. 237. 77. 216 |dover. i df . i1 B ock HTTP Non Conpl i ant Z:I;ed to handie connection o por 1
54.176.17.88  [Uited Sates 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant 52]1!:(1 to handie connection o por 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 18 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 35
37.26.149.221 |[Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 11
46.19. 85. 157 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 3
65.208.151. 119 |wnited Sates [147.237.77.216|dover. i df . il Distributed thauthorized LR Access on B ock 3
waw i df . i | /1008- he/ +navnenu. gc+
41.34.215.100 |Egypt 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/arr/ B ock
105. 107. 223. 228|A geria 147.237.77.74 [lawidf.il PHP At t enpt Bl ock
; . . O stributed Whaut horized URL Access on
65.208. 151. 117 |lhited Sates |147.237.77.216 [dover.idf.il i df . i1/ 1008- he/ +navimenu. qo+ Bl ock 2
105. 107. 223. 228|A geria 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 2
65.208.151. 118 |wnited Sates |147.237.77.216|dover.idf .i| Distributed thauthorized LR Access on B ock 2
waw i df . i | /1008- he/ +navnenu. gc+
109. 253. 195. 249]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
65.208.151. 112 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Whaut hori zed URL Access from 65. 208. 151. 112 B ock 2
85. 250. 133. 129 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.78.223 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 2
65.208. 151. 115 [United Sates |147.237.77. 216 |dover. i df . i | Jrauthortzed UL Aocess to wmidr H/sharediclientscriptf aery/” g ook [a
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 2
65.208.151. 116 |Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/a B ock 1
128.194. 131. 235|Uhited Sates |147.237.72.166|aka.idf . il NULL Character in Method B ock 1
68.180. 229. 239 |[hited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to vww aka.idf.il/tizmoret/hone B ock 1
66.249.65. 174 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
65.208. 151. 114 [Lhited Sates |147.237. 77. 216 |dover.idf .i | Distributed Lhauthorized URL Access on Bock |1
waw i df . i | /1008- he/ +navnenu. gc+
Russi an Paraneter Type Mol ation
188. 143. 232. 13 . 147.237.77.216|dover . i df . i | ct1 00$Cont ent P acehbl der 1$ucArt i cl eLobbyont r ol $dat epi cker in B ock 1
Federation . )
waw i df . i | /1283- en/ dover . aspx
) ) . . S Whtraceabl e Gonnection - Protocol violation
2.91.173.45 Saudi Arabia  [147.237.77.216|dover.idf . il (SSL CONN LI ENT HELLO) None 1
. . . Unaut hori zed URL Access to
66.249.78. 245 I srael 147.237.76. 200 [ei tan. aka. i df . i eitan. aka.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
141.212.122.81 |[lhited Sates |147.237.77.176 |nat pash. i df .i | Uhaut hori zed URL Access to /X Bl ock 1
79.177.171. 214 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133- he/ atal . aspx B ock 1
65.208.151. 114 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/tenpl ates/article/404. aspx |B ock 1
207.46.13.31  |United Sates |147.237.0.15 |kosher-kravi.idf.i| |-hauthorized UL Access to B ock 1
v kosher - kravi . i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/
2.91.173.45 Saudi Arabia  |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to / B ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . il/1379- he/ dover . aspx |B ock 1
157. 55. 39. 48 Lhited Sates |147.237.77.176 |mat pash. i df . il Lhaut hori zed URL Access to waw cogat . i df.il/si ze220x0/ si p_st or age|B ock 1
2.54. 60. 89 I srael 147.237.77.243|nobi [ e. i df . i | D stributed Suspi ci ous Response Code B ock 1
82.132.213.58 zlnt:gom 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/navy/ B ock 1
m ny- kosher - kravi . i
66. 249. 78. 80 | srael 147.237.0. 17 of niyl Ostributed |11 egal Paraneter Encoding None 1
65.208. 151. 115 [Lhited Sates |147.237. 77. 216 |dover.idf .i | D stributed haut hori zed LR. Access on Bock |1
wwy. i df . i | /1008- he/ +navnenu. gc+
207.46.13.142 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
31.135.131. 184 |lkraine 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/894-hel chi nuch. aspx  |B ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin waw i df . i/ 1381-he/ dover. aspx |B ock 1
162.243.188.75 |Wited Sates [147.237.77.74 |lawidf.il Unaut hori zed LRL Access to / B ock 1
2.71.228.186 Sweden 147.237.77. 216 |dover.idf . il Mil tiple Untraceabl e SSL Sessions from2. 71.228.186 (Qpen Mde) |None 1
Unknown Par anet er
213.8.129.146 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHol der $ct | 38%ct | 01$ct | 03%chl Quest [None 1
ion$3 in ww aka.idf.il/nain/giyus/ questionnaire. aspx
128.194. 131. 235|Lhited Sates [147.237.72.166|aka.idf.il Mil tiple NULL Character in Method from 128.194. 131. 235 B ock 1
] . . . Unaut hori zed URL Access to
68.180. 229. 121 |[lhited Sates |147.237.76.200|eitan. aka.idf.il ww e tan. aka. i of i |/t enpl at es/ gener al / ei t an. asp B ock 1
176.228.56.9 | srael 147.237.72. 166 |aka. i df . i | Mi'tipl e Fullw dthv ke fw dth Lhi code Encoding on UR/Paraneter (+) g oo 1
from 176. 228. 56. 9
] . . DO stributed Whaut horized URL Access on
65.208. 151. 113 |Lhited Sates |147.237.77.216 (dover.idf.il i df i 1/ 1008- he/ +havienu. qo+ Bl ock 1
2.71.228.186 Sweden 147.237.77. 216 |dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.i|/1503-en/ dover. aspx. B ock 1
. . . Unaut hori zed URL Access to
66.249.78.233 |l srael 147.237.76.200(ei tan. aka. i df . i | citan. aka.i df i1/t enpl at es/ si t enap/ si t enap. aspx B ock 1
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