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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

31.202. 128. 149 (krai ne 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1
31.202. 128. 149 Lkr ai ne 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
31.202.128. 149 Lkr ai ne 147.237.76. 197 e hinush.idf.il ock Np Al Net drop 1
31.202.128. 149 Lkrai ne 147.237.76. 34 yohal an. i df .i | B ock Np Al Net drop 1
31. 202. 128. 149 Lkrai ne 147.237.76. 44 e.refuah.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

89.98.3.81 Net her | ands 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59.46.193. 114  [147.237.0.200 [China ndu. i df .| GPL SCAN nmap TCP
218.24.171. 223 |147.237.0.200 |China . i df i | GPL SCAN nmap TCP
218. 246. 0. 97 147.237.76. 44 |China e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024
213.8.204. 71 147.237.0.19 |[Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw
1.189.209.194 |147.237.77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN Potential SSH Scan
1.189.209.194 |147.237.77.212|Chi na e.dover.idf.il ET SCAN Potential SSH Scan
128.199.53.63 [147.237. 77. 216 |9 ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound
1.189.209. 194 |147.237.77.176|Chi na mat pash. i df .i | ET SCAN Potential SSH Scan
125. 212. 232. 144|147. 237. 76. 201 [\ et nam eatal.idf.il ET SCAN NMAP -sS w ndow 3072
1.189.209.194 [147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan
104. 131. 139. 20 [147.237.77.216|thited Sates  |dover.idf.il SERER VERARP Lizard Gart OV S injection in detail. php id
at t enpt
104. 130. 169. 225(147. 237. 72. 167 |Uhited Sates  |ishurimaka.idf.il ET SCAN Potential SSH Scan

91. 207. 60. 30 147. 237. 76. 148 |kr ai ne gqcent er. aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920
79. 180. 54. 15 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan
1.189.209.194 |147.237.77. 234 |Chi na hal ag.i df.il ET SCAN Potential SSH Scan

198. 20. 69. 74 147.237.77.233|Wited Sates |atal.idf.il ET DROP DBshiel d B ock Listed Source
1.189.209. 194 [147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan

188. 120. 148. 147|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan
1.189.209. 194 |147.237.77. 179 |Chi na e nazi.idf.il ET SCAN Potential SSH Scan

125. 212. 232. 144|147. 237. 76. 201 |M et nam e.atal.idf.il ET SCAN NMAP -sS w ndow 4096
1.189.209.194 |147.237.77.170|Chi na naar achot . i df i | ET SCAN Potential SSH Scan

109. 186. 173. 67 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan
1.189.209.194 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan

104. 130. 169. 225|147. 237. 77. 227 |thited Sates  |e. hanaz.idf.il ET SCAN Potential SSH Scan

104. 130. 169. 225|147.237.0. 16 [thited Sates  |[ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan

91. 207. 60. 30 147. 237. 76. 147 |krai ne chi nuch. aka. i df . i ET SCAN Potential WNC Scan 5900- 5920
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ‘Site ‘Signature
185. 120. 125. 26 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 55
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
e SYNretransmt wth different )
5.102.218.209 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence . noni t or 34
w ndow scal e
185. 120. 125. 26 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 28
Sreanming Engine: TCP Invalid i i ssi
46.117.7.140  |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =9 nval i d segnent retransmssi on. drop 20
Ret r ansmi ssi on Packet dropped.
2.54.174. 165 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
213.57.87.61 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
37. 46. 39. 240 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 197 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 85. 214 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 7
46. 19. 86. 88 I srael 147.237.72. 156 lanan.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
77.127.202. 211 |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Iran, Islanic . . . )
77.77.76.3 Repui i ¢ of 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 6
94.230. 86. 157 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TQP Invalid i i ssi
84.229.32.216 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
109. 67.11. 237 |Israel 147.237.72. 156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
2.54.174. 197 I srael 147.237.72. 156 |aman.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect
reaming BEngine: TCP Invali i i ssi
188. 120. 152. 110|i srael 147.237.77. 243 |t e i or 1 [ SAMNG Engine: TP Invalid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
82.145. 219. 180 |Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.174. 165 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber aert
reamn ine: TCP Invali i i ssi
84.229.32.216 | srael 147.237.77. 243 ot e o1 | SAMNG Engine: TP Invalid  invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.176.242  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
2.54.174. 165 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni t or
2.54.174. 165 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or
109.67.11.237 |Israel 147.237.72. 156 |[anan.iof .i1  [Bad TCP sequence SINCAQC retransmt with different | ooniior |5
w ndow scal e
87.69.120.243 |Israel 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect
195. 34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [noni tor
Sreanming Engine: TCP Invalid i i ssi
66.249.78.170 |Uited Sates  |147. 237, 76. 200 |ei tan. aka i df . i 9 =9 Invalid segrent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
31.210. 186. 158 |l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.39.213 | srael 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 4
46.117.58.169 |[Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
31.210.187.5 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4
5.22.135.97 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.139. 208 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
e SYNVACK retransmt wth different )
149. 78. 14. 94 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e moni t or 4
Sreanming Engine: TCP Invalid i i ssi
79.178.57.244  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
37. 46. 38. 215 I 'srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i SSi
46.19.86.250  |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.158.36 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
2.52.6.137 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109.67.6.237  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.183.232.28 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.68.22. 7 I'srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 191 |l srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
84.228. 245,45 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 140. 170|1 srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
2.52.6.137 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 3
Sreanming Engine: TCP Invalid i i ssi
82.81. 45. 29 I srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 195. 192|I srael 147.237.0.19 |madimatal .idf.i| [Dstributed Too Many of the Sane Response Code (404) Bl ock 257
79.179.51.87  |[israel 147.237.0.34 |tikshuv.idf.il ;g?l'\?%r.'ysffg;he Sane Response (ode (404) in Session from Bock 145
109. 253. 195. 192]I srael 147.237.0.19 |madimatal .idf.il |Distributed Too Many of the Sane Response Code (403) B ock 140
46. 19. 86. 37 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (404) B ock 108
109. 253. 159. 106|I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 104
109. 253. 195. 192|1 sr ael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 104
46. 19. 86. 37 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 85
213.8.204. 71 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 78
46. 19. 85. 190 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 60
109. 253. 159. 106l srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (404) B ock 50
46.19. 85. 190 I srael 147.237.0.19 |madimatal .idf.il| |Dstributed Too Many of the Sane Response Code (404) B ock 28
89. 138. 175. 137 |Israel 147.237.72.166 |aka. i df . i | ;gf’l'\gfyl;’; tlgs sane Response (ode (404) in Session from Bock |19
213.8.204. 71 I srael 147.237.0.19 |nadimatal .idf.il |[DOstributed Too Many of the Same Response Code (404) B ock 19
89. 139. 24. 74 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 89.139. 24. 74 B ock 16
80. 246. 136. 149 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode Bl ock 12
Russi an ) ) Paraneter Type Mol ation ' . .
188. 143. 232. 43 Federat i on 147.237.77.216|dover . i df . i | ctl 09$0)nt ent Pl acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 7
www i df . i | /1283- en/ dover . aspx
84.109.80.130 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for wa aka. i df .il/ B ock
80. 246. 137. 121 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
65.208.151. 113 [United Sates |147. 237.77. 216 |dover . i df . i | D stri buted Hheutfor! fﬁgvnﬁuﬁiefs on Hock |3
80. 246. 136. 2 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response CQode B ock 3
185.32.179.64 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode Bl ock 3
62.128.35.187 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
37.26.147.226 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
65.208. 151. 117 [United Sates |147.237.77. 216 |dover . i df . i | D stri duted Hheutfor! ff:vnﬁuﬁccefs on Hock 2
87.71.2.159 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
Unaut hori zed URL Access to
95.86.121.186 |[lIsrael 147.237.77. 216 |dover.i df .i | www i df . i 1/1141- he/ dover . aspx&a=u&ed=0ahukewj t | vvywebkahwha3i k |Bl ock 1
hxj obsOgf ggkmac&usg=af gj cnhkhgezgvt | y8qaaymnuj 8oe2kghva
77.126.221.138 | srael 147. 237.72. 166 |aka. i df . i | LLL‘Z%ZI/ i?ta;eﬁdﬁngggzglzzgalkﬁ f/ ai v kapat 2/ res Bock |1
178.57. 208. 101 gs::;”i on 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v i df.il/nazi B ock 1
65.208. 151. 116 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LR Access to ww idf.il/shared/clientscripts/{1} B ock 1
Unknown Par aret er
109. 160. 164. 214|I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 38$ct | 01%ct | 03%chl Questi on [None 1
$6 i n vy aka. i df .il/nai n/ gi yus/ questi onnai re. aspx
87.68.157.97 [Israel 147.237.77. 234 |hal ag. i df . i | i;t ;';;”t;dzﬁffngsfiiag/ﬁﬁs; 1‘_’; . Bock |1
Unknown Par anet er
46.121. 44. 39 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekbl der $ct | 38%ct | 01$ct | 03%chl Questi on [None 1
$0 in wwn aka. i df.il/nai n/gi yus/ questi onnai re. aspx
198.58.102. 156 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/1294-he/ wan idf.il B ock 1
37.26.146.220 |Israel 147.237.76.42 |refuah.idf.il o ated Lot horized ?Jaﬁc‘;‘;zi on Bock |1
66.249.69.112 I srael 147.237.0.15  [kosher-kravi . idf.i[\haqhorized LR fecess ;n(;)l st s/ gereral / general . s Hock |1
65.208. 151. 114 [United Sates 147, 237.77. 216 |dover . i df . i | pstrl uted Ladthor fr?:vnﬁuﬁccefs on Bock |1
95.86.127. 114  |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/rabanut/61998 B ock 1
84.109.80.130 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/ 0/ B ock 1
77.126.221.138 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from77.126.221. 138 B ock 1
Unknown Par anet er
109. 253. 138. 239]l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 38%ct | 01%$ct | 03$chl Question [None 1
$2 in ww aka. i df.il/nai n/giyus/ questionnaire. aspx
66.249.78.230 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ult : ?r(;f%?? /t’;egpgrcyimgtesn st ohi | ddocument <) 1769 Bock |1
65.208. 151. 115 |United Sates [147.237.77. 216 [dover. i df .i | D strl uted Lauthorl ff:vﬁuﬁiefs on Bock |1
104.131.139.20 |[Uhited Sates [147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
84.229.32.216 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
77.127.63.81 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df . il/mai n/ gi yus/ general . aspx [B ock 1
65.208. 151. 118 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 65. 208. 151. 118 B ock 1
65.208.151.112 |lhited Sates |[147.237.77.216|dover.idf.il Ml ti pl e Unhaut hori zed LRL Access from 65. 208, 151. 112 B ock 1
41.82.92.179 Senegal 147.237.77. 216 |dover . i df . i | Enmail collector robots 14 B ock 1
128.194. 131. 235|Uhited Sates |147.237.72.156|aman. i df.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
68.180.230.29 |lhited Sates (147.237.77.176 |nat pash. i df.il D stributed Suspici ous Response Code B ock 1
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