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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

172.98. 84. 44 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 39
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
31.202.128. 149 Lkr ai ne 147.237.76. 30 hi nush. i df .i | Bock Np Al Net drop 1
77.125.79.114 | srael 147.237.72. 167 ishurimaka.idf.il |JLMPurple Gon Limt Htp drop 1
185. 130. 5. 224 147.237.76. 202 e halag.idf.il B ock Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

89.98.3.81 Net her | ands 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

|Signature

80. 246. 136. 58 147.237.0. 19 I srael nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw |5
195. 34. 150. 18 147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
121.141.225.10 |147.237.76. 147 |Korea, Republic of [chinuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.56.93. 171 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
91. 207. 60. 30 147.237.0. 19 kr ai ne nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84.109. 234. 34 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
79. 183. 65. 109 147.237.72. 166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.76. 200 |China eitan aka.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 [147.237.0.17 Lhited Sates mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 148 |China gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
176.228.26.202 |147.237.72.166 [Israel aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
175. 99. 87. 209 147.237.0. 15 Tai wan kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.8. 24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 1
121.141.225.10 [147.237.76.197 |Korea, Republic of |e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.56.93. 171 147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
121.141.225.10 [147.237.0.35 Korea, Republic of [akavs.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
46. 19. 86. 121 147.237.72.166 |Israel aka idf.il portscan: TCP O stributed Portscan 1
84.110.110. 174 [147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 202 |Chi na e halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 147 |China chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
175. 99. 87. 209 147.237.0. 15 Tai wan kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
59. 45. 79. 117 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
175. 99. 87. 209 147.237.0.15 Tai wan kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
104. 16. 68. 56 Wited Sates [147.237.76. 147 |chinuch. aka.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 484
104. 16. 68. 56 Lhited Sates |147.237.72. 156 |aman.idf .i SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 483
85.250.79.211 | srael 147.237.77. 233 |atal i df i Bad TCP sequence mdﬁr::;”lt wth different monitor  [116
93.173.238.93 |Israel 147.237.77. 216 |dover.idf .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 66
185. 120. 125. 26 147. 237. 77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 56
77.125.153.50 | srael 147.237.76.42 |refuah.id.il Bad TCP sequence mdgirf:;”lt wth different moni tor [39
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 32
185. 130. 5. 207 147.237.0.15  |kosher-kravi.idf.illdr op SAMrul e drop 30
185. 120. 125. 26 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 29
37.26.146.219 |israel 147.237.77. 243 |robi L e. i of .| Streamng Engine: TCP Invalid imvalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dropped.
93.173.147.84 |israel 147. 237.77. 243 |mobi l e. i f . i Streanng Bngine: TCP Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
54.244.22.103 |Wited Sates |147.237.77.233|atal.idf.il drop First packet ismt SN drop 15
85. 65. 203. 254 I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence noni t or 12
85. 130. 137. 248 I srael 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid — limvalid segnent retransmission. |, o 12
Ret r ansni ssi on Packet dropped.
85.250.79.211 | srael 147.237.77. 234 |hal ag.i of . Bad TCP sequence mdgirf:;”lt wth different moni tor |11
212.179. 219. 193]l srael 147.237. 77. 216 |dover.idf.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
212.179. 219. 193l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
85. 65. 203. 254 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 9
2.54.130.119  |israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid — limvalid segnent retransmission. |, o 9
Ret r ansni ssi on Packet dropped.
149. 78. 215. 239 |l srael 147.237.72.166 |aka.i of .i | Bad TCP sequence noni t or 8
31.210.187.5 | sr ael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invali d ACK nunber noni t or 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 127 | srael 147.237.76. 31 |nakchal .idf.il drop Frst packet isn't SN drop 7
45. 63. 97. 227 147.237.72. 166 |aka i df .i | drop SAMrule drop 7
212.179. 219. 193]l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
77.126.20.36  |israel 147.237.77. 243 |nobi l e i df . Streaming Engi ne: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
46.19.86.204  |israel 147.237.72. 166 |aka i f .11 Streamng Engine: TCP Invalid — livalid segnent retransmission. |, o 6
Ret r ansni ssi on Packet dropped.
109. 66. 168. 204 | srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
84.108. 240. 127 |israel 147. 237.77. 243 |nubi | e.i df .i Streamng Engine: TCP Invalid — livalid segnent retransmission. |, o 6
Ret r ansni ssi on Packet dropped.
85. 65.203. 254 [l srael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 6
109.64.151.28 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Vsu.\(':drcsvr:é';”lt vith different monitor 6
46.19. 85. 119 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
85. 65. 203. 254 I srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence Invali d ACK nunber noni t or 6
37.201. 5. 200 Ger many 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
85. 65. 203. 254 |l srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 6
176.13.9.177  |Israel 147.237.77. 243 |nobi l e, i df .1 Streamng Engi ne: TP Invalid invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.189. 44 I srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor 5
128.138. 65. 203 [lhited Sates |147.237.77. 216 [dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.189. 44 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.189. 44 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
84. 229. 40. 108 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.54,189. 44 I 'srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber noni t or 5
109. 253. 209. 2271 sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdgirf:;”lt wth different mnitor |5
2.54.189. 44 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d sequence nunber noni t or 5
185. 32.179. 183 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
93.173.147.84 |lsrael 147.237.77. 243 |nobi | e.i df . i | drop Frst packet isn't SN drop 4
141. 0. 15. 214 Nor way 147.237. 77. 216 |dover.idf i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
5.102. 254. 244  [Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4




02-07-2016-21:04:09 to 02-07-2016-22:04:09

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
93.173.238.93 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 93.173.238. 93 Bl ock 315
80. 246.136.58 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 196
80.246.136.58 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 175
80.246.136.58 | srael 147.237.0.19 |madimatal .idf.il  |1°° My of the Sane Response Qode (404) in Session from Bock  [128
80. 246. 136. 58
2.54.176. 203 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 83
80. 246.136.58 | srael 147.237.0.19 |madimatal .idf.il  |1°° My of the Same Response Qode (403) in Session from Bock |42
80. 246. 136. 58
176.13.0. 177 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 17
87.68.78. 151 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 14
2.54.176.203 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 13
2.54.137.5 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 12
2.54.128. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
37.26.146.219 |lsrael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unhaut horized URL Access from 37.26. 146. 219 Bl ock 11
89.139. 156.54 [l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
95. 86. 88. 91 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
176.13.9. 177 I srael 147.237.77. 243 |nobi l e. i df . i | mobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 4
. - . Unaut hori zed URL Access to
37.26.146.219 |[Israel 147.237.77.243|nobi | e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1777 B ock 3
93.173.147.84 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
46.120.191. 235 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
80. 246. 136. 218 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.108.248.31 |[lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Il11egal Byte Gode Character in URL from84.108. 248. 31 B ock 2
37.26.146.147 |Israel 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 2
2.54.18.194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 64. 59. 60 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 109. 64. 59. 60 Bl ock 2
213.57.136. 149 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method CPTIONS for waw aka.idf.il/sip storagel/files/7 B ock 1
- . D stributed Lhaut hori zed URL Access on
109. 253. 209. 227|I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
. ] D stributed Lhaut horized URL Access on
77.125.153.50 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ r eset . css B ock 1
37.26.146.201 |[Israel 147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.108. 240. 127 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
m ny- kosher - kravi . i ing j - x i
66.249.78.80 |l srael 147.237.0.17 "y Ilegal Parameter Encoding j.e[ 8 2§ LRSVS, *$zzuM &4V in None 1
af.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
109. 64. 59. 60 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ gi yus/ general . aspx |Bl ock 1
. . D stributed Lhaut horized URL Access on
85.250.79.211 |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Unknown Par anet er
46.19. 85. 121 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Questi on [None 1
$41 in aka.idf.il/nain/giyus/questionnaire. aspx
213.57.136. 149 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/sip storagel/files/7/ B ock 1
Unknown Par anet er
5.29. 155. 39 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01$ct | 03%chl Questi on [None 1
$103 in aka.idf.il/na n/gi yus/ questi onnaire. aspx
. - . Unaut hori zed URL Access to
118. 193. 222. 243|Chi na 147.237.77. 176 [nat pash. i df . i | v cogat . i df .1 1/ shar ed/ user cont rol s/ header upper / Bl ock 1
77.126. 20. 36 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock
62.151.24.138 |Sain 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt B ock
84.108.248.31 |l srael 147.237.72.166 |aka. i df . i | llegadl Byte Code Caracter in LR /mainkapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
Unknown Par anet er
2.54.141. 146 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 38%ct | 01$ct | 03%chl Questi on [None 1
$1 in wwn aka. i df.il/main/giyus/questionnaire. aspx
176.13.9.177 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
68. 180. 228. 170 ;h;:ee: 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
109. 64. 151. 28 | srael 147. 237.72. 166 |aka. i df . i | Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) B ock 1
from 109. 64. 151. 28
Unknown Par anet er
46.19. 85. 121 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Questi on [None 1
$87 in aka.idf.il/nain/giyus/questionnaire. aspx
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 109 in
31.154. 156. 108 |lIsrael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 0/ sachar/ pays! i ps. aspx None 1
Unaut hori zed URL Access to
. . www i df . il /1133-18328- he/ dover . aspx&sa=u&ed=0ahukew yyonvseb
213.151.38.226 |lIsrael 147.237.77. 216 [dover. i df . il kahvl vxgkhg- 1dzcqf ggj makausg=af g cngvpkkt daxhwzzaewdst t t nckud |2 °K 1
_a
83. 130. 100. 170 |l srael 147.237.77. 216 |dover.i df . il D stributed Lhaut hori zed URL Access on waw idf.il/https:/wwidf.il/ |B ock 1
141.212.122. 81 ;“;tteeg 147.237.76.39 |nobile. neitav.idf.il |Uhauthorized URL Access to /x B ock 1
77.127.158.42 |Israel 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Unhknown SSL Sessi on None 1
62.151.24.138 |Spain 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on waw i df.il/xnrpc. php B ock 1
. . . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 1%t xt Capt cha i n
95. 86. 88. 91 I srael 147.237.0.19 |nadimatal .idf.il naci matal i df i 1/nobil e/ ogi n. aspx B ock 1
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