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02-07-2016-18:04:01 to 02-07-2016-19:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 9
101.228.171.103 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |B ock Udp All _Nets dr op 2
107. 191. 42. 168 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
31.202. 128. 149 rai ne 147. 237. 76. 199 e. nakchal .idf.i| Block Np Al Net drop 1
142.54.160. 211 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
74.91. 28. 58 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf1 drop 1
185. 130. 5. 201 147.237. 76. 38 eeneitav.idf.il B ock_Up Al _Nets drop 1
31.202. 128. 149 Lkr ai ne 147.237. 76. 42 refuah.idf.il B ock Np All _Net dr op 1
222.190.113. 226 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1
31.202.128. 149 Lkr ai ne 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1




02-07-2016-18:04:01 to 02-07-2016-19:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
85. 98. 86. 210 Tur key 147.237.77.74 |lawidf.il |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
123.126.68.114 [China 147.237.77.216 |dover.idf.il|Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




02-07-2016-18:04:01 to 02-07-2016-19:04:01

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 65. 224 147.237.0. 15 Lhited Sates kosher-kravi.idf.il  [ET SCAN NVAP -sA (2) 2
46.121. 103. 170 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
104. 130. 169. 225 147. 237. 76. 176 Lhited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
37.26. 147. 134 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
222.190. 113. 226 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
104. 130. 169. 225 147.237.76. 38 Lhited Sates e.eneitav.idf.il ET SCAN Potential SSH Scan 1
222.190. 113. 226 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
5.29.21.36 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
104. 130. 169. 225 147.237.72. 217 Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
212.179.21. 194 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
98. 82. 54. 39 147.237.77.216  [lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237. 0. 200 Lhited Sates rdu. i df i | ET SCAN NVAP -sS wi ndow 1024 1
85. 98. 86. 210 147.237.77. 74 Tur key lawidf.il SERVER- WEBAPP admi n. php access 1
146. 185. 250. 2 147.237.8. 27 Russi an Federati on e.madimatal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
79. 178. 205. 29 147.237.77.216  |[Israel dover.idf .il portscan: TCP D stributed Portscan 1
132. 68. 111. 25 147.237.77.216  [Israel dover.idf.il portscan: TCP Distributed Portscan 1
77.126. 162. 186 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
109. 160. 147. 109 [147.237.77.216  |israel dover.idf .il portscan: TCP D stributed Portscan 1
109. 64. 49. 111 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
46.121. 65. 48 147.237.72.166  [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
104. 130. 169. 225 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
5.234. 220. 229 147.237.77.216  [Iran, Islanic Republic of dover.idf.il portscan: TCP Distributed Portscan 1
222.190. 113. 226 147.237.0. 35 Chi na akaws. i df .il ET SCAN Potential SSH Scan 1
104. 130. 169. 225 147.237.76. 31 Lhited Sates nakchal .i df.il ET SCAN Potential SSH Scan 1
213.8.204. 25 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
104. 128. 144. 131 147. 237. 76. 202 Canada e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
212. 116. 164. 20 147.237.77.216  [Israel dover.idf .il portscan: TCP D stributed Portscan 1
91. 207. 60. 30 147.237.76. 34 krai ne yohal an. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
84.108. 76. 169 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
146. 185. 250. 2 147.237.8. 14 Russi an Federation e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.193.2.8 147.237.77. 176 France nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
123. 196. 116. 66 147.237.76. 30 Chi na hi nush. i df .i | ET SCAN Potential SSH Scan 1
77.125.133. 113 147.237.72.166  [Israel aka idf.il portscan: TCP D stributed Portscan 1
109. 64. 159. 1 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1




02-07-2016-18:04:01 to 02-07-2016-19:04:01

|Top Attackers In FW |

‘Attacker Qountry Target Address |Ste Signature
104. 16.112.57 |Wited Sates 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 165
104. 16.112.57 |lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 165
185. 120. 125. 26 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
185. 120. 125. 26 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber aert 28
2.52.161.239 |[Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
85. 130. 230. 251 [l srael 147.237.77. 170 |n@ar achot . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 17
s SWNretransnmit wth different .
79.176.56. 142 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni tor |17
85. 130. 230. 251 |I srael 147.237. 77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 16
2.54.195.93 I srael 147.237.0.19 [nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 15
) s SYNtACK retransmt wth .
2.54.195.93 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence gifferent v ndow scal e nonitor |14
85. 130. 230. 251 |l srael 147.237.77. 170 |n@arachot . i df . i1 dr op First packet isn't SN drop 13
2.52.161.239 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 12
2.52.161.239 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 12
5. 234. 220. 229 gﬁi}l:il?c 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber dert 12
2.52.161.239 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |12
5. 234. 220. 229 'Fézﬂi)”'i'g‘fm 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |12
Sreaning Engi ne: TCP i i ssi
5.22.130.241 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. |, . 12
Inval i d Retransnission Packet dropped.
2.52.161.239 |[Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 12
2.54.195. 93 | srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 11
Sreamng Engi ne: TCP i i ssi
87.69.211.63 |l srael 147. 237.76. 200 |ei tan. aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 10
Inval i d Retransmi ssi on Packet dr opped.
5.22.135.180 |[lIsrael 147.237.72. 166 [aka.i df .i Bad TCP sequence I'nval i d AGK nunber noni tor |10
S reaning Engi ne: TCP i i ssi
2.54. 40. 80 I'srael 147. 237.77. 243 |nobi l e i f i | mng tngine. Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 9
Sreamng Engi ne: TCP i i ssi
46.19.86.118 [Israel 147. 237.77. 243 |mobi l e o i mng Engine: 1 Invalid segnent retransmssion. |, . 9
Inval i d Retransmi ssi on Packet dr opped.
46.19.85.194 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
77.125.153.50 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SNretransmt weh different |00 g
wi ndow scal e
80. 246. 139. 192 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject
46.19.85.194 [l srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert
79. 179. 208. 232 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Pal estinian Territoryj . . -
176. 106. 46. 38 Qccupi ed 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46.19.85.194 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 7
46.19.85.194  |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |7
46.19. 85. 32 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |6
2.52.167.91 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212.76.127.10 |Israel 147.237.77. 226 [} chanatz.aka. 1l gy ook HTTP Non Conpl i ant Sjtged to handie connection o pitor 6
s SYNtACK retransmt wth .
37.26.149.190 |[Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence gifferent w ndow scal e nonitor |6
Streaning Engi ne: TCP i i ssi
185. 120. 125. 17 147. 237.72. 166 |aka.i df .i mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
185. 3. 147. 247 |Israel 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, . 6
Inval i d Ret ransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
141.8.132. 112 |Russian Federation |147.237.72. 166 |aka idf.il mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i sSi
66.249.78.230 |Uhited Sates 147. 237.77. 243 |robi 1 e, i of . i1 mng Ehgine. Invalid segnent retransmssion. fq ., 6
Inval i d Retransmission Packet dropped.
46. 116. 147. 104 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 6
S reani ng Engi ne: TCP i i ssi
79.178.37.136 |israel 147.237.72. 166 |aka. i of . i | mng ngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
41.33.232.66  |Egypt 147. 237.77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant Z;;ed to handle connection monitor |5
37.46.35.113 |[Israel 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 5
213. 151. 35. 213 |I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.210.188.30 |[lIsrael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |5
31.168.2.130 |[Israel 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
192. 116. 158. 98 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 5
31.210.188.48 |[lIsrael 147.237. 72. 166 [aka.i df .i Bad TCP sequence I'nval i d AGK nunber nonitor |5




02-07-2016-18:04:01 to 02-07-2016-19:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 146. 175]I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 92
79.179.148.94  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 83
109. 253. 145. 103|I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 83
109. 253. 146. 175]I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 83
176.13.9.53 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 72
37.26.148.179 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 60
176.13.9.53 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 49
109. 253. 145. 103|l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 45
2.54.195. 93 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 40
176.13. 3. 212 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 36
2.54.135. 218 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 31
46.19. 85. 29 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 19
80. 246. 137. 121 |[Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 13
46. 19. 86. 219 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 12
77.247.181.162 |Netherlands  |147.237. 7. 216 |dover . i df . | V'?ﬂ;\flréfb‘fﬂj’fe?pf;’::g;tfil o focess on Bock |9
2.54.183. 144 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.178.166. 144 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/8/ B ock 5
85. 98. 86. 210 Tur key 147.237.77.74 [lawidf.il Ml tiple Unaut horized URL Access from 85.98. 86. 210 B ock 5
85.98.86.210  |Turkey 147.237.77.74 |lawidf.il PHP At t enpt B ock 4
149. 50. 80. 21 Lhited Sates |147.237.72.166|aka. i df.i | Ml tipl e Unauthorized URL Access from 149. 50. 80. 21 B ock 3
85. 98. 86. 210 Tur key 147.237.77.74 [lawidf.il Ml tiple Adnin Bl ocking from 85.98. 86. 210 B ock 3
37.26.148.179 |lIsrael 147.237.0.19 |madimatal . i df . i |Suspici ous Response Code B ock 3
2. 54. 40. 80 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
46. 19. 85. 96 | srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 211. 28 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.24.76.131 |l srael 147.237.76.42 |refuah.idf.il maf:: o aTty;e_ i\'idfo_' ia‘lt /' fglgr'éorﬂ;ecfbu”;hé’gs'zxacem der 15t xt Last Nane i n B ock 2
Unknown Par arret er
46.120. 106. 197 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$ [None 2
14 in aka.idf.il/nai n/ gi yus/ questionnai re. aspx
46. 19. 86. 118 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock
176.13.1. 119 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock
185.27.106.70  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/mai n/ gi yus/ general . aspx  |B ock
146. 185. 234. 48 :Z:::t”i on 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 146. 185. 234. 48 B ock 2
81.218.207.115 [Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
31.168.210.53 |l srael 147.237.77.74 |lawidf.il mult 2\?{: Sf.di Itf(:_o:ggle:/scct)?e/ doc. gt/ doc. . 85 B ock 2
37.26.146.166 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.230 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
109. 65. 41. 206 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df . il/mai n/ sachar/ mas. aspx Bl ock 1
85. 98. 86. 210 Tur key 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/wp-1ogin. php B ock 1
Unknown Par arret er
46. 120. 106. 197 |l srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chbl Quest i on$ [None 1
102 in aka.idf.il/main/gi yus/ questi onnai re. aspx
194.90. 88. 105 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Whknown SSL Sessi on None 1
176. 13. 1. 100 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
84.109. 189. 139 [Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
Unknown Par arret er
79.178.15.212 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38$ct | 01$ct | 03$chl Questi on$ [None 1
1in ww aka.idf.il/nain/giyus/questionnaire.aspx
46.121. 65. 48 I 'srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v i df . il/hinush B ock 1
100. 2. 169. 4 Uited Sates |147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
85. 98. 86. 210 Tur key 147.237.77.74 [lawidf.il Adnin Bl ocki ng B ock 1
79.183.153.60 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed Illegal Byte Gde Character in URL Bl ock 1
37.26.148.130 [Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;gt;”t??dzg;‘r'tng;;ﬁﬂaﬁ sess f_";i . Bock |1
149. 50. 80. 21 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/gitus Bl ock 1
77.125.153.50 [Israel 147.237.76.42 |refuah.idf.il  |J5 0 2ed hauhori zed éﬁaﬁc‘;‘;ﬁ on Bock |1
2 52 9.126 srael 147.237.76.42 |refuah.idf.il Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n B ock 1

wwn refua. atal . idf.il/926-hel ref uah. aspx
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