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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |

81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 118
105. 158. 109. 251 Mor occo 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
109. 65. 105. 6 | srael 147.237.72. 156 anan.idf.il Bl ock Udp All Nets drop 3
109. 65. 105. 6 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All _Nets drop 3
142. 54. 160. 210 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
185. 7. 227. 196 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
142.54. 160. 212 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
222.70.208. 157 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Bock Wdp All Nets dr op 1
142.54.169. 163 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
71.6.135. 131 Lhited Sates 147.237.76. 39 nobi l e.neitav.idf.il |Bock Udp Al Nets drop 1
185. 7. 227. 195 United Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1




02-07-2016-17:04:07 to 02-07-2016-18:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

83.218. 232. 238 Wrai ne 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

37.46.35. 113 147.237. 72. 156 I 'srael anan. i of . i | ET SCAN NVAP -sA (2) 16
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
78.193.2. 8 147. 237.8.50 France e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
75. 159. 188. 149 147.237.72. 217 Canada eidf.il ET SCAN NVAP -sS w ndow 1024 1
217.194.198. 104 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
213. 8. 204. 61 147.237.72. 166 I srael aka.idf.il portscan: TQP Distributed Portscan 1
2.52.136. 32 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147 147.237.77. 216 Wiited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 186. 185. 197 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
94. 230. 86. 245 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
89. 138. 84. 201 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 178. 159. 169 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
77.126. 95. 208 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.228.172 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57. 105. 47 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29.121. 63 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.235. 98. 139 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 140. 14 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 189. 26. 18 147.237.77. 170 Austria maar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 136. 25 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country
80. 246. 133. 209 I srael 147.237.76.42 |refuahidf.il  [Bad TOP sequence S retransmt with different monitor 356
w ndow scal e
46. 19. 86. 113 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor  [47
185. 120. 125. 26 147.237. 77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 44
93.173.238.93 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.52.63.158 I srael 147.237.77. 243 |nobi le.idf .il Bad TCP sequence Invalid ACK nunber noni t or 27
106. 218. 148. 216|Indi a 147.237.77. 170 |m@arachot.idf .i| |dr op Frst packet isn't SN drop 24
5.22.130. 81 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 24
185. 120. 125. 26 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber alert 21
93.173.238.93 |Israel 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21
192.124.249. 2 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
192. 124. 249. 2 147. 237. 76. 147 |chi nuch. aka. i df . i [|[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 20
Sreaning Engine: TGP Invalid i i ssi
176.13.1.173  [Israel 147. 237.77. 243 |mobi l e i . i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 246. 136.15  |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
; . . SN retransmt wth different .
149.50.98.136 |lLhited Sates 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 13
2.52.63. 158 I srael 147.237.77. 243 |nobil e.i df .i | Bad TCP sequence Inval i d ACK nunber alert 13
Sreanming Engine: TCP Invalid i i sSi
46. 19. 86. 55 I srael 147. 237.76. 200 [ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
85. 130. 253. 120 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
66.249.78.216 |Wited Sates |147.237.77. 243 |nobile.icf.il 9 =g Invalid segnent retransmssion. |4 12
Ret r ansni ssi on Packet dropped.
37.26.147.157 |lsrael 147.237.72. 167 |i shurimaka.idf .i I|]SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i ssi
62. 219. 165. 208 I srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
192. 116. 199. 42 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
81. 218. 241. 26 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 8
79.181.215.57 |[Israel 147.237.76.31 |nakchal.idf.il  |Bl ock HTTP Non GConpl i ant Failed to handl e connection data  [nonitor 8
46.19.86.7 I 'srael 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 8
85.250.234.87 I srael 147.237.77. 234 |hal ag.i df .i Bad TCP sequence SNretransmt with i fferent moni tor (8
w ndow scal e
46. 19. 85. 122 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 74 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop
46.19. 85. 122 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
2.54.57. 63 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
2.54.3,92 I'srael 147. 237.77. 243 |nobi l e i i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 74 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
217.194. 198. 104|i srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SN retransnt with different monitor (6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.178.102. 224 I srael 147.237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
84.108. 74. 35 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6
. . SYNPAXK retransmt with different .
46. 19. 86. 74 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
80.246.137.99  |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176.23.231 | srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Russi an Do S
46.242.78. 131 Federat i on 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 6
80. 246. 137. 140 |Israel 147.237.72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
157.55.39.251 |Wnited Sates  |147.237.77. 243 |mobile.idf.il 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
79.180. 15. 5 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
Sreanming Engine: TQP Invalid i i ssi
2.52.162.196  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 5
94. 230. 86. 38 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 243 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
85. 65. 205. 37 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
212.199. 106. 194|l srael 147.237. 72. 167 |i shuri maka.i df . i I{dr op Frst packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site dgnature Action ‘Count
176.13. 3. 235 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 419
176. 13. 3. 235 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 161
176.13. 3. 235 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (403) B ock 159
93.173.238.93 |Israel 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 93.173.238. 93 B ock 150
93.173.238.93 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 93.173.238. 93 B ock 148
79.183.187.12 [israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 90
79.183.187.12 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 36
109. 253. 146. 247 |1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
2.54.157.18 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 15
79.181.215.57  |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 8
79.181.215.57 |[Israel 147.237.76.31 |nakchal .idf.il |Miltiple Unhauthorized UR. Access from 79.181. 215. 57 B ock 7
80.246.136.15 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 6
2.54.135.218 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
171.25.193. 132 |Sweden 147.237.77. 216 |dover.i df .i | D stributed Whauthori zed URL Access on waw i df.il/tenpl ates/article/watch  |B ock 5
176.13.1.173 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 5
46. 19. 86. 61 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
178.32.53. 53 Eiqir:gegom 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.il/watch Bl ock 3
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx  |Bl ock 2
109. 253. 222. 183|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
94.178.207. 163 |lkraine 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 2
176.13.11.135 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
94.178. 207. 163 |krai ne 147.237.77. 216 |dover.i df .i | D stributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 2
109. 66. 154. 212 |l srael 147.237.72. 156 |anan. i df . i | m“;:g;' izs;j_ fﬁ‘cgﬁggf; égre/ doc. nmur/ undef i ned Bock |2
84.111.38.42  |israel 147.237.72. 166 |aka. i df . i | ggfﬁ%ﬁipﬁgﬁq\i gﬁﬂ_&mﬂ) None |2
178. 32.53.53 LKTir:ge(cjjom 147.237.77.216|dover. i df . i | O stributed Whaut hori zed URL Access on waw idf.il/tenpl ates/article/vatch |B ock 2
37.26.149.128 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
94, 242.228.108 |Luxembourg [147.237.77.216|dover.idf .il Ml tipl e Uhauthorized URL Access from 94. 242, 228. 108 B ock 2
66.249.78.216 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
68.180.230.224 |Wnited Sates [147.237.76.31 |nakchal .idf.il |Paraneter Type Vol ati on PageNumin v nakhal . idf .il/1111- he/ nakhal . aspx |Bl ock 1
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Dstributed Ml formed HTTP Header Line B ock 1
85.10.210.199 |Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ vatch B ock 1
37.46.35. 113 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mode None 1
157. 55. 39. 48 Wited Sates [147.237.77. 176 [mat pash. i df . i|  |Whauthori zed URL Access to wmw cogat.idf.il/size220x0/ si p_st or age B ock 1
94.242.228.108 [Luxenbourg [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/tenplates/articlel ult 4pvovnkk B ock 1
79.181.100. 172 I srael 147.237.76.42 [refuah.idf.il  |J5 00 hauhorized ?Jaﬁczzzi on Bock |1
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66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/ 8/3338.j pg B ock
217. 194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in Header Nane B ock

Unknown Par anet er
89.139.161.34 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Questi on$4l  |None 1

inakaidf.il/nain/giyus/questionnaire. aspx
46. 19. 85. 44 I 'srael 147.237.77. 216 |dover. i df . i | Mal formed URL B ock 1
84.111.38. 42 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod B ock 1
217.194. 198. 104|l srael 147.237.72. 166 |aka. i df . i | Distributed Ml formed UR B ock 1
85.250.234.87 |[Israel 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
46.19. 86. 158 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
207.46.13.192 |wnited Sates|147.237.77. 176 [natpash.idf .i|l |Unauthorized URL Access to 147.237.77.176/ B ock 1
37.105.201. 147 |Saudi Arabia |147.237.77.216|dover.idf.il Adm n Bl ocki ng Bl ock 1
157.55.39. 160 |[wnited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
80.246.137.99 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
2.54.3.92 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1

Unhaut hori zed URL Access to
o008 lwal  an 2560 foawy. i il [WAUTR1O 2 B0 e v spsasmedtatucon s o g,
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