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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ation-d i dest - r eset 126
113.199. 101. 23 Korea, Republic of 147.237. 76. 196 e.svivaidf.il |B ock Udp All Nets drop 3
222.208. 62. 106 Chi na 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

31.168. 145. 213 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.47.221 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 206. 203 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
207.232.12. 150 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.147. 107 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 59. 206 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
109. 65. 54. 83 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 114 147.237.77.61 krai ne e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
84.109. 113. 177 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.177. 27. 43 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 189. 29 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
31.168. 101. 163 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.151. 35. 216 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29.6.89 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 66. 101. 103 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
107. 182. 27. 248 147.237.0. 33 Wited Sates idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 168. 218 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential SSH Scan 1
79.181. 116. 118 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.142. 149. 46 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
2.54. 45,231 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 66
46. 19. 86. 113 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 55
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
Sreaning Engine: TQP Invalid i i SSi
80.178.200.51 [l srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
46. 19. 86. 20 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 86. 203 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
79.177.202. 240 |Israel 147.237.0.19 |nadimatal.idf.il[SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaning Engine: TCP Invalid i i ssi
82.80.71.2 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.182.151. 196 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
80. 246. 136. 226 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
80. 246. 136. 226 || srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo o
W ndow scal e
79.182. 34. 20 | srael 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 8
Sreaning Engine: TQP Invalid i i sSi
46.19.85.205 |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.126.167.10 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
37.26.147.252 |israel 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.181. 44 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
109. 253. 197. 169]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37. 46. 39. 136 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.182.135.22 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
62.219.159.53 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.134.196  |Israel 147.237. 72. 167 |i shuri maka. i of .| 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 86. 235 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 197. 169|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85. 172 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46.19. 85. 172 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
79.182. 34. 20 I srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
109. 64. 39. 60 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
79. 182. 34. 20 I srael 147.237.77.74 [lawidf.il Bad TCP sequence noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
176.13.2. 47 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnmt wih different monitor |5
W ndow scal e
2.54,157. 40 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 86. 235 I srael 147.237.77. 243 nobi l e.i df . | Bad TCP sequence Inval i d ACK nunber noni t or 4
193. 171. 202. 150|Austria 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
85. 65. 22. 205 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 4
46. 19. 85. 172 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 4
31.210.186.66 |lsrael 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 169 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 136. 210 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i SSi
46.121. 124. 255 |Israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 138. 144 | srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.19.86.109 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i SSi
31.168.116.14 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183.12.12  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
109. 64. 201. 181 |Israel 147.237. 72. 156 |anan. i of . i1 Bad TCP sequence SINWAK retransmt wih different | oo |3
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.181.57.27  |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
84.228.233. 253 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
62. 219. 208. 243 i srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54. 20, 248 I sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 210. 135|I srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 109. 253. 210. 135 B ock 83
176.13.15. 97 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 36
84.108. 99. 41 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 33
212.34.20.73 Jordan 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unknown HTTP Request Method from 212.34.20.73 B ock 9
212.34.20.73  |Jordan 147.237.77. 176 [nat pash. i df . i | Mil tiple Ml formed URL from 212.34.20.73 B ock 9
212.199.177.18 [israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 7
192.115.248.2 |Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in WRL B ock 5
212.34.20.73 Jor dan 147.237.77. 176 |mat pash. i df . i | Miltiple Illegal HITP Version from212. 34. 20. 73 B ock 5
212.34.20.73 Jordan 147.237.77. 216 |dover.idf .il Mil tiple Malformed URL from 212. 34. 20. 73 B ock 4
212.34.20.73 Jordan 147.237.77.216|dover. i df . i | Mil tiple Unknown HTTP Request Method from 212. 34.20.73 B ock 4
212.34.20.73 Jor dan 147.237.77. 176 |mat pash. i df . i | Mil tipl e Abnormal Iy Long Request from 212.34.20. 73 B ock 4
82. 80. 196. 44 I srael 147.237.72. 156 |arman. i df . i | D stributed Unaut horized HTTP Met hod B ock 4
109. 253. 136. 189 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 205. 58 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
176.13. 2. 45 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 236 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
Unknown Par anet er
5.22.131. 125 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekHol der $ct | 13%$ct | 01$ct | 03%chl Quest i on$ [None 2
76 in aka.idf.il/nain/giyus/ questi onnai re. aspx
213.8.204. 11 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 213.8.204. 11 B ock 2
84.108.246.25 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple I11egal Byte Qode Character in Header Nane from 84.108.246. 25 |B ock 2
84.108.246.25 |lsrael 147.237.72. 156 [anan. i df . i | Mil tiple Malformed URL from 84.108. 246. 25 Bl ock 2
84.108.246.25 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from84.108.246.25 |B ock 2
109. 64. 112. 43 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. idf.il/mai n/sachar/undefined B ock 2
84.108.246.25 |lsrael 147.237.72. 156 [anan. i df . i | Mil tiple NILL Character in Header Narme from 84. 108. 246. 25 Bl ock 2
46.19. 86. 78 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
84.108.246.25 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple I11egal Byte Code Character in Mthod from 84.108. 246. 25 B ock 2
84.108.246.25 |lsrael 147.237.72. 156 [anan. i df . i | Mil tipl e Unknown HTTP Request Met hod from 84. 108. 246. 25 Bl ock 2
37.26.147.161 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
84.108.246.25 |Israel 147.237. 72. 156 |anan. i df . i | ggfﬁ eacg\lf\l_szgpsflssci:ﬁ:q\i %ﬁ?ﬂ_&gﬁiﬂ) None |2
84.108. 246.25 |Israel 147.237.72. 156 |anman. i df . i | Mil tiple Abnormal |y Long Request from 84.108. 246. 25 B ock 2
84.108.246.25 |[Israel 147.237.72. 156 [anan. i df . i | Abnornal |y Long Header Line request header nane B ock
Unknown Par anet er
37.26.149.150 |Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$ [None 1
67 in aka. idf.il/main/giyus/questionnaire. aspx
141.212.122.81 Wi ted 147.237.0. 17 m ny._ kosher - kravi . Unaut hori zed URL Access to /X B ock 1
Sates idf.il
79.181.225.169 | srael 147.237.76.42 |refuah. i df il oot ated Lot hori zed o ot e Bock |1
85.64.229.107 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 1
84.108.246.25 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal HITP Version from84. 108. 246. 25 B ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
212.34.20.73 Jor dan 147.237.77. 176 |mat pash. i df . i | Illegal HTTP Version |ike Gecko) Chrone/47.0.2526.111 Safari/537.36 B ock 1
176.13.2.47  [israel 147.237.76.42 |refuah.idf.il o ated Lot horized éﬁaﬁc‘;ﬁ on Bock |1
84.108.246.25 | srael 147. 237. 72. 156 |anan. i df . i | LLLig;Lc;f‘ A';T;ﬁ?f;]r}gygis&%?ﬁ;‘tm Lﬁ]] ]] EQA'_A ZaAS ok |1
46. 19. 86. 27 I srael 147. 237. 72. 156 |anan. i df . i | %&gﬁﬂ&%ﬂﬁﬁf& - Protocol violation None |1
Unknown Par anet er
109. 66. 168. 124 |l srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38%ct | 01$ct | 03$chl Quest i on$ [None 1
6 in ww aka.idf.il/main/giyus/questionnaire. aspx
82. 80. 196. 44 I srael 147.237.72. 156 |anan. i df . i | Mil tipl e Uhaut horized URL Access from 82.80.196. 44 B ock 1
79.177.202. 240 |[israel 147.237.77. 216 |dover.idf . il Mil ti pl e Unaut hori zed LRL Access from 79. 177. 202. 240 B ock 1
) . i A AV OARA AD! A_Ao
84.108.246.25 |Israel 147.237. 72. 156 |anan. i df . i | '[\'[LL‘ZLl]?]A?/rA?[C[t;] ]'['E #gﬁ;]h[‘)[‘iﬁo?f;g@ RACS[ [ #15] ] A?W [#24] ] A-Ao%o Bock |1
66.249. 74.104  |Israel 147.237.77. 170 |n@ar achot . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 74. 104 B ock 1
185. 28. 191. 30 g;:: 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wawidf.il/894-ar B ock 1
84.108.246.25 |lsrael 147.237.72. 156 [anan. i df . i | Abnornal |y Long Request request version Bl ock 1
Uhaut hori zed URL Access to
37.60.44.122  |israel 147. 237.72. 166 |aka. i df . i | o ;rlji'nixdr:éLlh/zssigﬁitooifﬁjv\f/ci;gaiaczgg?zoz'fji?;;t%ﬁgzgﬁfz% ;gg Bock |1
&usg=af qj cne_t cpgl 7nhot f gvenddr bsf 6zua
149. 88. 36. 60 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.183.12.12  |israel 147.237.72. 166 |aka. i df . i | mn;’k"‘; i?}r_?ﬁtn;r. n?tsgggzc/t Lgfjcip;s'\_’h;sl?phs“harﬂfaSi MEgnAll in None |1
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